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Package: pdf-redact-tools
Version: 0.1.2-1
Architecture: all
Maintainer: Loic Dachary (OuoU) <loic@debian.org>
Installed-Size: 26
Depends: python:any (<< 2.8), python:any (>= 2.7~), imagemagick, libimage-exiftool-perl
Section: python
Priority: optional
Homepage: https://github.com/micahflee/pdf-redact-tools
Description: PDF Redact Tools helps with securely redacting and stripping
 PDF Redact Tools helps with securely redacting and stripping metadata
 from documents before publishing.
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#!/usr/bin/python
# -*- coding: utf-8 -*-
"""
PDF Redact Tools | https://github.com/micahflee/pdf-redact-tools

Copyright (C) 2014-2015 Micah Lee <micah@micahflee.com>

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program.  If not, see <http://www.gnu.org/licenses/>.
"""
import sys, os, subprocess, argparse, shutil

class PDFRedactTools(object):
    def __init__(self, pdf_filename = None):
        if pdf_filename:
            self.set_pdf_filename(pdf_filename)
        else:
            self.pdf_filename = None
            self.pages_dirname = None

    def set_pdf_filename(self, pdf_filename):
        self.pdf_filename = os.path.abspath(pdf_filename)
        self.output_filename = self.pdf_filename.replace('.pdf', '-final.pdf')

        split = os.path.splitext(self.pdf_filename)
        self.pages_dirname = split[0] + '_pages'

        self.transparent_filename = os.path.join(self.pages_dirname, 'page-transparent.png')

    def explode(self, achromatic = False):
        if not self.pdf_filename:
            print 'Error: you must call set_pdf_filename before calling explode'
            return False

        # make dir for pages
        if os.path.isdir(self.pages_dirname):
            print 'Error: the directory {} already exists, you must delete it before exploding'.format(self.pages_dirname)
            return False
        else:
            os.makedirs(self.pages_dirname, 0700)

        # convert PDF to PNGs
        print 'Converting PDF to PNGs'
        subprocess.call([ 'convert',
            '-density', '128',
            self.pdf_filename,
            '-quality', '100',
            '-sharpen', '0x1.0',
            self.transparent_filename])

        # flatten all the PNGs, so they don't have transparent backgrounds
        print 'Flattening PNGs'
        filenames = os.listdir(self.pages_dirname)
        for filename in filenames:
            if os.path.splitext(filename)[1].lower() == '.png':
                # one-page exploded PDFs end in "-transparent.png"
                if filename[-16:] == '-transparent.png':
                    new_filename = filename.replace('-transparent', '-0')
                # multipage exploded PDFs end in "-transparent-#.png"
                else:
                    new_filename = filename.replace('-transparent-', '-')

                subprocess.call(['convert',
                    os.path.join(self.pages_dirname, filename),
                    '-flatten',
                    os.path.join(self.pages_dirname, new_filename)])
                os.remove(os.path.join(self.pages_dirname, filename))

        # convert images to achromatic to remove printer dots
        if achromatic:
            print 'Converting colors to achromatic'
            filenames = os.listdir(self.pages_dirname)
            for filename in filenames:
                if os.path.splitext(filename)[1].lower() == '.png':
                    # add '-bw' suffix to temporary file
                    new_filename = filename.replace('.png', '-bw.png')

                    subprocess.call(['convert',
                        os.path.join(self.pages_dirname, filename),
                        '-threshold', '75%',
                        os.path.join(self.pages_dirname, new_filename)])
                    # remove original files
                    os.remove(os.path.join(self.pages_dirname, filename))
                    # rename files with the '-bw.png' suffix to '.png'
                    os.rename(os.path.join(self.pages_dirname, new_filename), os.path.join(self.pages_dirname, filename))

        # rename files to sort alphabetically instead of just numerically
        numbers = []
        filenames = os.listdir(self.pages_dirname)
        filenames.sort()
        filename_template = os.path.join(self.pages_dirname, filenames[0].replace('-0.png', '-{}.png'))
        for filename in filenames:
            n = int(filename.split('.png')[0].split('-')[-1])
            numbers.append(n)
        numbers.sort()
        digits = len(str(numbers[-1]))
        for n in numbers:
            cur_digits = len(str(n))
            if cur_digits < digits:
                new_n = '0'*(digits - cur_digits) + str(n)
                os.rename(filename_template.format(n), filename_template.format(new_n))

        return True

    def merge(self):
        if not self.pdf_filename:
            print 'Error: you must call set_pdf_filename before calling merge'
            return False

        # make sure pages directory exists
        if not os.path.isdir(self.pages_dirname):
            print "Error: {} is not a directory".format(pages_dirname)
            return False

        # convert PNGs to PDF
        print "Converting PNGs to PDF"
        subprocess.call(['convert',
            os.path.join(self.pages_dirname, 'page-*.png'),
            self.output_filename])

        # strip metadata
        print "Stripping ImageMagick metadata"
        subprocess.call(['exiftool', '-Title=', '-Producer=', self.output_filename])
        os.remove('{0}_original'.format(self.output_filename))

        return True

def parse_arguments():
    def require_pdf(fname):
        ext = os.path.splitext(fname)[1][1:]
        if ext.lower() != 'pdf':
           parser.error("file must be a PDF")
        if not os.path.isfile(fname):
            parser.error("{} does not exist".format(fname))
        return fname

    parser = argparse.ArgumentParser()
    group = parser.add_mutually_exclusive_group(required=True)
    group.add_argument('-e', '--explode',
            metavar='filename', dest='explode_filename',
            type=lambda s:require_pdf(s),
            help='Explode a PDF into PNGs')
    group.add_argument('-m', '--merge',
            metavar='filename', dest='merge_filename',
            type=lambda s:require_pdf(s),
            help='Merge a folder of PNGs into a PDF')
    group.add_argument('-s', '--sanitize',
            metavar='filename', dest='sanitize_filename',
            type=lambda s:require_pdf(s),
            help='Sanitize a PDF')
    parser.add_argument('-a', '--achromatic',
            action='store_true',
            help='Convert to black and white to remove printer dots')
    args = parser.parse_args()
    return args

def valid_pdf(filename):
    return subprocess.check_output(['file',
        '-b',
        '--mime-type',
        filename]).strip() == 'application/pdf'


def main():
    # parse arguements
    args = parse_arguments()
    explode_filename = args.explode_filename
    merge_filename = args.merge_filename
    sanitize_filename = args.sanitize_filename
    achromatic = args.achromatic

    pdfrt = PDFRedactTools()

    # explode
    if explode_filename:
        if valid_pdf(explode_filename):
            pdfrt.set_pdf_filename(explode_filename)
            if pdfrt.explode(achromatic):
                print 'All done, now go edit PNGs in {} to redact and then run: pdf-redact-tools -m {}'.format(pdfrt.pages_dirname, pdfrt.pdf_filename)
        else:
            print explode_filename,' does not appear to be a PDF file, will not process'

    # merge
    if merge_filename:
        if valid_pdf(merge_filename):
            pdfrt.set_pdf_filename(merge_filename)
            if pdfrt.merge():
                print "All done, your final output is {}".format(pdfrt.output_filename)
        else:
            print merge_filename,' does not appear to be a PDF file, will not process'

    # sanitize
    if sanitize_filename:
        if valid_pdf(sanitize_filename):
            pdfrt.set_pdf_filename(sanitize_filename)
            if pdfrt.explode(achromatic):
                if pdfrt.merge():
                    # delete temp files
                    shutil.rmtree(pdfrt.pages_dirname)

                    print "All done, your final output is {}".format(pdfrt.output_filename)
        else:
            print sanitize_filename,' does not appear to be a PDF file, will not process'

if __name__ == '__main__':
    main()
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Metadata-Version: 1.0
Name: pdf-redact-tools
Version: 0.1.2
Summary: PDF Redact Tools helps with securely redacting and stripping metadata from documents before publishing
Home-page: https://github.com/micahflee/pdf-redact-tools
Author: Micah Lee
Author-email: micah.lee@firstlook.org
License: GPLv3
Description: PDF Redact Tools helps with securely redacting and stripping metadata from documents before publishing.
Platform: GNU/Linux
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pdf-redact-tools (0.1.2-1) unstable; urgency=low

  * manually add copyright
  * add gbp.conf
  * source package automatically created by stdeb 0.8.5
  * first package (Closes: #794841).

 -- Loic Dachary (OuoU) <loic@debian.org>  Fri, 29 Dec 2017 00:58:14 +0100
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Changelog

# 0.1.2

* Added achromatic option that converts to black and white to remove printer dots
* Added a warning to the readme about ImageMagick vulnerabilities

# 0.1.1

* Added safety check against ImageMagick vulnerability CVE-2016-3714

# 0.1

* Initial release
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This package was debianized by Loic Dachary (OuoU) <loic@debian.org> on
Thu Dec 28 20:31:06 CET 2017

It was downloaded from https://github.com/firstlookmedia/pdf-redact-tools

Upstream Author: Micah Lee <micah@micahflee.com>

Copyright 2014-2017 Micah Lee <micah.lee@firstlook.org>

License:

All other files are GNU GPL 3 /usr/share/common-licenses/GPL-3
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.TH pdf-redact-tools 1 local
.SH NAME
pdf-redact-tools \- PDF Redact Tools helps with securely redacting and stripping

.SH SYNOPSIS
pdf-redact-tools [--help]
.SH DESCRIPTION
PDF Redact Tools helps with securely redacting and stripping metadata
from documents before publishing. It is self documented with the --help option.

.SH AUTHOR
Micah Lee <micah.lee@firstlook.org>















