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1 Debian Edu 10+edu0 3143 Buster B9F#}

{{attachment:23-Tjener-Login.pdf}}
AFAEXT Debian Edu Buster 104+-edu0 Z{ThRZA,
£ http://wiki.debian.org/DebianEdu/Documentation/Buster ERIIRAR—MNEER, HENEEH,

Translations are part of the debian-edu-doc package which can be installed on a webserver, and is available online.

2 &7F Debian Edu #0 Skolelinux

Debian Edu 7R#R Skolelinux & —N&TF Debian BY Linux ZFhRIZE— N AHEBRNERLEENFERMLEIFE,
The chapters about hardware and network requirements and about the architecture contain basic environment details.

After installation of a main server all services needed for a school network are set up and the system is ready to be used.
Only users and machines need to be added via GOsa?, a comfortable Web-Ul, or any other LDAP editor. A netbooting
environment using PXE has also been prepared, so after initial installation of the main server from CD, Blu-ray disc or USB
flash drive all other machines can be installed via the network, this includes "roaming workstations” (ones that can be taken
away from the school network, usually laptops or netbooks) as well as PXE booting for diskless machines like traditional
thin clients.

Several educational applications like GeoGebra, Kalzium, KGeography, GNU Solfege and Scratch are included in the default
desktop setup, which can be extended easily and almost endlessly via the Debian universe.

2.1 HRHERAEERTANBF

Skolelinux 2 H Debian Edu INB GI{ERY— Linux %5 kR, {EJ9 Debian IETVFINE Debian Pure Blends &7,
Skolelinux 2R HEHFENANTLEEEFRMLEIFER Debian lRMAFIRNERN G E.

Skolelinux B 7E 2001 & 7 B 2 HE TR ALIERIAT Raphaél Hertzog TEiAE AT Debian-Edu, EZI 2003
FEWAME S I—IF, MEFTHERZF, "Skole” # (Debian-)"Education” 7EiXLESERE I IE R MFMSRIIETE

EVENHNEZEMBERRFRES 6-16 T FitH, MEXNRAEHMR LN —LERER, KSHLKEME,
aYIc, EEEE,

3 %l

XX ER DL Skolelinux ZZRFTIR AV L ZRMFIARS.



http://wiki.debian.org/DebianEdu/Documentation/Buster
https://jenkins.debian.net/userContent/debian-edu-doc/
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3.1 Mg

debianedu — N N N N

Skolelinux P ‘ ‘

‘ ‘ w Further

_m LTSP clients " LTSP dlients
Switch (diskless workstations, thin clients)
192.168.0.254

192.168.0.0/24

lL~ = S e =
1

S

Internet —a
. Printer Printer i =i,
‘ Main server ‘ Further workstations
r 10.0.2.2 |
= -
. . . - ; : networked clients
Gateway Suitch Workstations, diskless workstations, thin clients, Microsoft Windows, 0S X
10.0.0.1 10.0.0.0/8
—
B . EH E E E =
e —— e = TS
LTSP server i =Y = = = < Y
192.168.0.254 ;
gt
| S PULTSP dlients
LTSP clients cren

Switch

192.168.0.0/24 (diskless workstations, thin clients)

B e lood oot el ool oo

LTSP server el e —— =
 J 192.168.0.254 | | | | |
Further Im LTSP dlients LTSP clients

LTSP servers Switch
192.168.0.0/24

(diskless workstations, thin clients)

The figure is a sketch of the assumed network topology. The default setup of a Skolelinux network assumes that there is
one (and only one) main server, while allowing the inclusion of both normal workstations and LTSP servers (with associated
thin clients and/or diskless workstations). The number of workstations can be as large or small as you want (starting from
none to a lot). The same goes for the LTSP servers, each of which is on a separate network so that the traffic between
the clients and the LTSP server doesn’t affect the rest of the network services. LTSP is explained in detail in the related
HowTo chapter.

EENERMEPNERS MRS BIUFERZ ERSR[EM DHCP, AMES—MLEPReEE—EVIREELIF, &
MERS B EEMYIZIBIRSMZRSES VI8 LLE, FE/EEH DNS ECE, HARSIEL DNS 312 E EMAIT
8,

In order to simplify the standard setup of Skolelinux, the Internet connection runs over a separate router, also called gateway.
See the Internet router chapter for details how to set up such a gateway if it is not possible to configure an existing one as
needed.

3.1.1 HREMEIRE

DHCP FEEARSZ25 £EX 10.0.0.0/8 MLETE, IRMTIERTRIMRS S/ TIEh, BITREFEMIR, B NSHESR
5|2/ PXE 5| 538,

B —igit; 47, SEAA HowTo BT,

EE-MED (BIATIREIZ 192.168.0.0/24 F1 192.168.1.0/24 ) B9 LTSP BR$328 LAY DHCP XA FHIE AMLEH
W EE R,

7£ LDAP HFIEBHEFNEE,
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3.1.2 EBRBEE (tjener)

— Skolelinux MERE—NEARSZEE (BIRIE tiener” BRIBEIE “MRSZEE" HER) LS IP ik 10.0.2.2 3
HIEEERRZBB|ECE XY (profile) MEE. FRT ERRFZEE profile ZIMEEE (BAMRE ) EFEFH LR LTSP BRS8N LT
fRUSECE S+ (profile),

3.1.3 BITEXRS B LHIRS

With the exception of the control of the thin clients, all services are initially set up on one central computer (the main
server). For performance reasons, the LTSP server(s) should be separate (though it is possible to install both the Main
Server and LTSP Server profiles on the same machine). All services are allocated a dedicated DNS-name and are offered
exclusively over IPv4. The allocated DNS name makes it easy to move individual services from the main server to a different
machine, by simply stopping the service on the main server, and changing the DNS configuration to point to the new
location of the service (which should be set up on that machine first, of course).

BT MFEHEVERDRZ encrypted RIEFFBERT S, PBIHELBEBR/FHEBEXRELIMERIL,

BARR7E Skolelinux PMEZHRREIRERIIRSZ REE RS DNS BHHIFIR, WHERIEMEREXXMHSURBH (T
58 ) XERZRS TR TERIENE 18 (MRE(TEECHI DNS 1) HEE(IFERR IP thil,

R551&

| BREER FEEM DNS k% &5
FREE rsyslog syslog
BERS DNS (BIND) domain
MR EIMBECE DHCP bootps
AT HEZ NTP ntp
BEMEXHFRAZNEER SMB / NFS homes
BFHE IMAP (Dovecot) postoffice

| BRRS OpenLDAP Idap
HFEE GOsa?
Web fR3528 Apache/PHP www
PR&ER sl-backup, slbackup-php backup
Web 2&77 Proxy (Squid) webcache
FTEN CUPS ipp
TREIREER OpenSSH ssh
BikcE CFEngine cfengine
(BT ) LTSP FR58 LTSP Itsp
MERRIZZIRSEF NBD

| MRS RIS, 0
Web EHY Status 57158, BHEFHE | Munin, Icinga # Sitesummary sitesummary
HHREHEIR
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FMNRAPHINMAXGREEMRINOEE R, HRSHBMEE, TERTMAEVZRHEAN, SFTHEPLCMIERD
AVLEEM el AFEVAERI XX, ANeT2IiR1E R GRUARSSES, @1d NFS BY Unix ZEF iR, SMB BY Windows I Macintosh
= Pinie (FEEER,

By default email is set up for local delivery (i.e. within the school) only, though email delivery to the wider Internet may be
set up if the school has a permanent Internet connection. Clients are set up to deliver mail to the server (using 'smarthost’),
and users can access their personal mail through IMAP.

FTBERSERE— TR BMNZEA] RN, SETHRAFGEREEIERREN,

£ web fCIRTERL (Squid) IMF AL E IRIRIMERFERE, T AEE BIRAINL 28 £ —FERH LFRHIAY web 7
E5EERMiGEAIES,

Network configuration on the clients is done automatically using DHCP. All types of clients can be connected to the private
10.0.0.0/8 subnet and will get according IP addresses; LTSP clients should be connected to the corresponding LTSP server
via the separate subnet 192.168.0.0/24 (this is to ensure that the network traffic of the LTSP clients doesn't interfere with
the rest of the network services).

PRASHABENNRLEZASERIRSZIME, BERSREN DEWNFHMEZIRER,

ERERY DNS ARSS2RNAMERE (*.intern) 1R E, BRI (“SMEBAY” ) DNS HFTIAHKRIRE, % DNS RSB/ AHEW
& FRIFREHISERT AR EIE D=L DNS BRSZBEMIREIE RLERE DNS ARS8,

FEMBITEEEN R MM, % web RS J[RMANERFNIER, HERFFBEREISENATE. FJ web AR
SEREETEMRSS R —MRHE, MAFEHERNILIFENNMIL,

BRAPMYBENEESTUE PR EREHR, ILEEMNS LHREHTENUBNER, MEIPRERRSE
MRE, ZBREBERF, BFPA, 28, URVSRENES, MIEXHAAE, wF5IRZEBEFAREMmEZRF
BB, VSREM AT AR ER S AP AMERM4E 5 REMZEHERERIMEA,

BRBAMAFPHERIFEEET web, FHIRBWENIRAE, E Skolelinux FILEH web HLTZFP RIFIGE, AREZIR 5!
APPSR AEERERARNEE,

AT B NFS BEANIER, MEZREPHHIFREI, RIS BIIVRFZE LM, Skolelinux AR5 2R E AN
MLBRTEIEH Y (NTP) BRSZ2RAIEIL, FIE TFEMEFIRIRESKRSERS, RSFESIHELERM NTP L
2R SERIETH, BALCRIEEEAMLEH R E,

FTENMUE TR, SARERERIEN, SEERDIRSEE, TFUEHIEL LTSP ARS528, FTENVIRERRIHRREIAF
R BARIES; X4F B FTENVLAYE R R ERZEHIEE,

3.1.4 LTSP BR%3E

A Skolelinux network can have many LTSP servers (which we called "thin client servers” in releases before Stretch), which
are installed by selecting the LTSP Server profile.

LTSP fRSBZB[BIREFBWRKEEZ IR LFBMAE, AREILERIPRATERE,

Please note:

= Thin clients are using the programs installed on the server.
= Diskless workstations are using the programs installed in the server's LTSP chroot.

= For LTSP clients a more lightweight desktop environment should be used; this can be set at installation time, see the
Installation chapter for details.

= The client root filesystem is provided using NBD (Network Block Device). After each modification to the LTSP chroot
the related NBD image has to be re-generated; run 1tsp-update-image on the LTSP server.
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3.1.5 EEPFIF

A thin client setup enables ordinary PCs to function as (X-)terminals. This means that the machine boots directly from the
server using PXE without using the local client hard drive. The thin client setup used is that of the Linux Terminal Server
Project (LTSP).

Thin clients are a good way to make use of older, weaker machines as they effectively run all programs on the LTSP server.
This works as follows: the service uses DHCP and TFTP to connect to the network and boot from the network. Next, the
file system is mounted from the LTSP server using NBD, and finally the X Window System is started. The display manager
(LDM) connects to the LTSP server via SSH with X-forwarding. This way all data is encrypted on the network.

3.1.6 FLET{FiL
YWF BT {Fuhif{E AR AR stateless workstations”, "lowfat clients” B{#& "half-thick clients”, 37T j&MWiic L 2A~F
TE & 77" diskless workstations”,

ZETFWBENATEN LBTAERGTEBEA LT RIFMFALR. XERFF RIS ERMRS FVER BN
SI1SMEBITHRHRBETRES TR NS L,

ZRETFIERUSEEPiR—HEREFRABIARIA (BHEN ) MEHFNRIETSZE, ERS3[ EEEMEPR
HMAFTEAEZ PinfitZ RN, EERNARRELREFERSE L

3.1.7 MEEFiH

EXANFPERBIARIE networked clients” 3% REE Pinsk LR TEIL, £BIE1T Mac OS 3#&E Windows At E
.o

3.2 EiE

All the Linux machines that are installed with the Skolelinux installer will be administrable from a central computer, most
likely the server. It will be possible to log in to all machines via SSH, and thereby have full access to the machines. As root
one needs to run kinit first to get a Kerberos TGT.

FTERFEEREBE LDAP BRH, AFKSHERNEINMUEE, BTEFRNAFRIE

3.2.1 &%

MEEANMRBENTRFEARRE: WELE (CD) BS54 USB iI7F, BEMREIETUM USB #4515
7IR—BREMEMERRRA R RARSS 2], MAMNLES|ISEME LRREME iR,
XML R BEERRNRHRFEZ 0] T B,

PRTEEHES (!ZDT;*JBE‘Z?E%%/N:.. Nynorsk, Sami ) FH2ZECE X (EMRSSEE, TFih, LTSP ARS8, - ) Z
5y, REAZLIFEMEE, FAEEMEENUSEEEMNRE, MRAAEEIMNRUMIEERIREE,

3.2.2 NHRSGEEEE

B Skolelinux APIKSEXHRS 2R EAEFERAXAHREN—B57, &S (EBR) ESAFPNEEXS, BF
XHEMMTl, —EXHSRIRENRE LEMAFIZE, —ib%%ﬁﬂiéﬂ_t’é/l\)kﬁﬁﬁ, M—ERZAP ZITREH
ERCPNED:S

RIERF B RSHAZERERWABHEERRP AT UBHA R EVRE—GR, ENR] AMRIF R /skole/host/dlrectox
wEH, &), EXHRSHELAIEME —NEXR, /skole/tjener/home0/, FIBMAFIKSENECIE, &F
A5 RIR A RS R M AR AR TR 58 2 B B SREBETEARAT 1 B,
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fEARE UNIX R RE FREBHEFE, APEEMINZIHZA (W students” ) MIBITREZRENAESRE, W
RAFPBESH umask RITELMPRIN (002 2% 007 ), MINRIIFAE setgid B RRIEXAFARIEMIVAREE, W
REHAMFZZBHEEEXM,

SR ENYEEENEER — N E)#, Debian TR umask & 022 ( BBEARARIFLEMNPES described above ), T
Debian Edu {#ATHE 022 - SREIBIIXXEN FFREMABIENEE, FRILAFEEHBMAF1TRHIER, X IEFEK
L (4miE /etc/pam.d/common-session ) J3 007 BY umask - SEEFEIEIEANPRE, HIEMIIINERMVHENAFIT
Ho XE—MEAEHIMIRNWHEE, HERAEFSEH, ME_NAEBEAEEHREERMOONE, F—NMAEN
EIBEAFRNERBMNRINZMNENEEMBAFAEIANNE, TN HAEFEMAFRNEREZINBRIEENA
AN, EZANREZEBNRERLHANEEHIEMAITIXENE, BMENMRMIAEESHREEMEANTS
EENREESMEMBE N ARBNFITIRAF (HBEMREESRIN),

4 FEK

XRIZRE Skolelinux ARIIRRTTiE. EFJUBZRE—ARMNANNMATEN L, BFAFSERBEFROMNE
RER, INREERIE T ML, RSB[/HNEF EIRORARRNEE,

4.1 WEHEEXR

A[E profile BYERITE network architecture EHRERE,

A IR R LTSP, BEE LTSP BHER wiki TIE,

= iB{T Debian Edu / Skolelinux BITH &M MIMBE 32 fiI ( Debian 3244'i386', RFAIAHZIFHIIEEER 686 &K ) X
& 64 fiL ( Debian ZE#t'amd64’ ) x86 ALIEEF,

= At least 12 GiB RAM for 30 thin clients and 20 GiB RAM for 50-60 thin clients are recommended for the main and LTSP
server profiles.

« BEEFIREETSNE 256 MiB RAM ME R 400 MHz FALIERE, (BFHRAESH RAM FIE RAYALIESE,

— J LTSP EF ML LR REER B ; KX K/NRE 512 MiB, MIIRMMEEZEE AR LEILSREE tiener RS
28 EBY /etc/1tsp/nbdswapd.conf & E SIZE T ERIPE,

- MRFHOEZTIFLBEREMNE, BIUEREIERLEMEIRRA L HIRIRK,

= For workstations, diskless workstations and standalone systems, 1500 MHz and 1024 MiB RAM are the absolute minimum
requirements. For running modern webbrowsers and LibreOffice at least 2048 MiB RAM is recommended.

- BINAFEN TFBINRZIBZ BB ARNEIFE LibreOffice WH B EMER, MRXEERETURRAEIE

REBHESHE,
- BIEMREHMATABKEVAT FZEH profie:

— combined main server + LTSP server: 70 GiB (plus additional space for user accounts).
— LTSP HR558%: 50 GiB,
- TAFUEEIENTIZ 4R : 30 GiB,

- LTSP FRSSBEEMBEMEMNBER MM+

- eth0 EHEFIEM (10.0.0.0/8),
— ethl AF LTSP EFiHHIARS (192.168.0.0/24 {EAERE ), 1B others are possible.

» ZiLKEMERBHNNIFY, BEE18RIFE—H#NER,



https://wiki.debian.org/LTSP/Ltsp%20Hardware%20Requirements
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4.2 FrAITYrROBEM

f£ http://wiki.debian.org/DebianEdu/Hardware/ #EE—MEGEMIXTIR, XNIIRIZATE -

http://wiki.debian.org/InstallingDebianOn @ —NE{FUFIE—LEKENS LLR, BBEF(ER Debian XH5HHY
—AMER, LRTRENILE BT R EHIFERME B NENR N EGRIRFRSIER,

—/MAFERY Debian FTSZHFHVREFBUREELT http://knuto. jp/debian/hcl/,

5 MEBZREFNK
5.1 RERE
U B IR HOPILR AR , X LEAIIE A

» (FREMIEREMRSSR, tiener,

= REEM ERTAE LB TIFA,

» EENLRIABRFZ LTSP RS2 MANSHANFNERE LDAP HSEECER (DNS, DHCP), EEERIMNES,
= TEH—N LTSP BRS52EMLE LT UE EHREE Finfl/ ST E T1Fik,

« ANBELEENEMYIRSBEREH IP RS E,

= ATV EBEMEFE—EE/MX (SETHE ).

5.2 EHEMEEH

BRER /M X, 7EIMERIE OERER T BAM HEM LIRS 255.0.0.0 B9 IP Hbhik 10.0.0.1 WASRIEOIETT, EBEEREE
MO

BEIERIBIT DHCP fR$328, ©RILIBIT DNS RS2, EXEAEENMHEERSWER,

ELERMRBELEREFTEHTEE (BTRARERALT) WERLT, MREZKAR Debian Edu ‘&N BE,
MEBERNMLZONRFTESTM K,

REZE:

B /etc/network/interfaces X4,
BENBEKIER R “gateway”,

73 10.0.0.0/8 M2 H 1P ¥&F0 NAT,
TERENE, Eo] ARERAIEN/SREEH LA,

#!/bin/sh

# Turn a system with profile 'Minimal' into a gateway/firewall.
#

sed -i 's/auto ethO/auto ethO ethl/' /etc/mnetwork/interfaces
sed -i '/ethl/ s/dhcp/static/' /etc/network/interfaces

echo 'address 10.0.0.1' >> /etc/network/interfaces

echo 'nmetmask 255.0.0.0' >> /etc/network/interfaces

hostname -b gateway

hostname > /etc/hostname

service networking stop



http://wiki.debian.org/DebianEdu/Hardware/
http://wiki.debian.org/InstallingDebianOn
http://kmuto.jp/debian/hcl/
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service networking start

sed -i 's#NAT=#NAT="10.0.0.0/8"#' /etc/default/enable-nat

service enable-nat restart

# You might want a firewall (shorewall or ufw) and traffic shaping.
#apt update

#apt install shorewall

# or

#apt install ufw

#apt install wondershaper

In case you are looking for a complete router firewall solution capable of running on an old PC, we recommend IPCop or
floppyfw.

If you need something for an embedded router or accesspoint we recommend using OpenWRT, though of course you can
also use the original firmware. Using the original firmware is easier; using OpenWRT gives you more choices and control.
Check the OpenWRT webpages for a list of supported hardware.

BERBERAARRERIMLEEIRE (=2 documented procedure AT ), BIIRIFANU—NMFEMMLEEREHMBEM, el
BINTARAAB A M IR B IFIR R HY LELEM,

6 ZRITEFIEIN

6.1 FEMEHEIZINIER

We recommend that you read or at least take a look at the release notes for Debian Buster before you start installing a
system for production use. There is more information about the Debian Buster release available in its installation manual.

Please give Debian Edu/Skolelinux a try, it should just work.

It is recommended, though, to read the chapters about hardware and network requirements and about the architecture
before starting to install a main server.

A\ Be sure to also read the getting started chapter of this manual, as it explains how to log in for the first time.
6.2 Download the installation media for Debian Edu 104+edu0 Codename Buster

6.2.1 netinstall CD images for amd64 or i386

A\ These images are still under development - check https://wiki.debian.org/DebianEdu/Status/Buster

The netinstall CD, which also can be used for installation from USB flash drives, is suitable to install amd64 or i386
machines. As the name implies, internet access is required for the installation. They are available via

= debian-edu-testing-amd64-netinst.iso

— rsync -v --progress cdimage.debian.org::cdimage/weekly-builds/amd64/iso-cd/debian-edu-testing-amd6é
debian-edu-testing-amd64-netinst.iso

and

= debian-edu-testing-i386-netinst.iso

— rsync -v --progress cdimage.debian.org::cdimage/weekly-builds/i386/iso-cd/debian-edu-testing-i386-1
debian-edu-testing-i386-netinst.iso

A These images are still under development - check https://wiki.debian.org/DebianEdu/Status/Buster



http://www.ipcop.org
http://www.zelow.no/floppyfw
http://openwrt.org
http://wiki.openwrt.org/toh/start
http://wiki.debian.org/DebianEdu/HowTo/ChangeIpSubnet
http://www.debian.org/releases/buster/releasenotes
http://www.debian.org/releases/buster/installmanual
https://wiki.debian.org/DebianEdu/Status/Buster
http://get.debian.org/cdimage/weekly-builds/amd64/iso-cd/debian-edu-testing-amd64-netinst.iso
http://get.debian.org/cdimage/weekly-builds/i386/iso-cd/debian-edu-testing-i386-netinst.iso
https://wiki.debian.org/DebianEdu/Status/Buster
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6.2.2 USB drive ISO images for i386 or amd64

The I1SO image is 5.5 GiB large and can be used for installation of amd64 or i386 machines, also without access to the
Internet. Like the netinstall image it can be installed on USB flash drives or disk media of sufficient size. Like the others it
can be downloaded over HTTP or rsync via:

A This image does not yet work, see https://wiki.debian.org/DebianEdu/Status/Buster

6.2.3 JR{CHS
R R] ANEE LB R Debian BEERTS.

6.3 UAEB4iEK CD / DVD

For those without a fast Internet connection, we can offer a CD or DVD sent for the cost of the CD or DVD and shipping.

Just send an email to cd@skolelinux.no and we will discuss the payment details (for shipping and media). ' iEEBEELRIE
{REZE CD 3% DVD RIEFHMFFRE St

6.4 %3 Debian Edu

When you do a Debian Edu installation, you have a few options to choose from. Don’t be afraid; there aren't many. We
have done a good job of hiding the complexity of Debian during the installation and beyond. However, Debian Edu is
Debian, and if you want there are more than 57,000 packages to choose from and a billion configuration options. For the
majority of our users, our defaults should be fine. Please note: if LTSP is intended to be used, choose a lightweight desktop
environment.

6.4.1 Main server installation scenarios

A. Typical school or home network with Internet access through a router providing DHCP:

= Installation of a main server is possible, but after reboot there will be no internet access (due to primary network
interface IP 10.0.2.2/8).

= See the Internet router chapter for details how to set up a gateway if it is not possible to configure an existing one
as needed.

= Connect all components like shown in the architecture chapter.
= The main server should have Internet connection once bootet the first time in the correct environment.

B. Typical school or institution network, similar to the one above, but with proxy use required.

= Add 'debian-edu-expert’ to the kernel command line; see further below for details how this is done.
= Some additional questions must be answered, the proxy server related one included.

C. Network with router/gateway IP 10.0.0.1/8 (which does not provide a DHCP server) and Internet access:

= As soon as the automatic network configuration fails (due to missing DHCP), choose manual network configuration.
— Enter 10.0.2.2/8 as host IP
— Enter 10.0.0.1 as gateway IP
— Enter 8.8.8.8 as nameserver |IP unless you know better

= The main server should just work after the first boot.

D. Offline (no Internet connection):

= Use the USB ISO image.

= Make sure all (real/virtual) network cables are unplugged.

= Choose 'Do not configure the network at this time' (after DHCP failed to configure the network and you pressed
"Continue’).

= Update the system once bootet the first time in the correct environment with Internet access.



https://wiki.debian.org/DebianEdu/Status/Buster
mailto:cd@skolelinux.no
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6.4.2 Desktop choice

= KDE and GNOME both have good language support, but too big a footprint for both older computers and for LTSP
clients.

= MATE is lighter than the two above, but is missing good language support for several countries.
= LXDE has the smallest footprint and supports 35 languages.

= LXQt is a lightweight desktop (language support similar to LXDE) with a more modern look and feel (based on Qt just
like KDE).

= Xfce has a slightly bigger footprint than LXDE but a very good language support (106 languages).

Debian Edu as an international project has chosen to use Xfce as the default desktop; see below how to set a different one.

6.4.3 Modular installation

= When installing a system with profile Workstation included, a lot of education related programs are installed. To install
only the basic profile, remove the desktop=xxxx kernel command line param before starting the installation; see further
below for details how this is done. This allows one to install a site specific system and could be used to speed up test
installations.

= Please note: If you want to install a desktop afterwards, don't use the Debian Edu meta-packages like e.g. education-
desktop-mate because these would pull in all education related programs; rather install e.g. task-mate-desktop instead.
One or more of the new school level related meta-packages education-preschool, education-primaryschool, education-
secondaryschool, education-highschool could be installed to match the use case.

= For details about Debian Edu meta-packages, see the Debian Edu packages overview page.

6.4.4 TIRFEBRIFIEIN

£ 64 (HEMF EMRRIZFSISHKE
{{attachment:01-Installer_64bit_boot_menu.pdf}}

Graphical install {&£FAEIf R E %L X2 MR 0] LA A BT,
ERAXAEARER.

BEPMEIN > 45T E S 1FMIETURERN FHE,

32 INRFRIEN > RIFE 64 AIRVFEM BT 32 IMRR,
Help £ FFIERNTRIEFN—ERT; SBUTHRERRE,
{{attachment:01a-Installer_64bit_advanced_options.pdf}}

Back.. IREIZIEHRE,

Graphical expert install EEARKPLEFIAOAAERIO-, &HRTR.
Graphical rescue mode iLIXPMNLERNAMAZSESHHIER,
Graphical automated install &2 preseed X,

Expert install £5F15[0)EX AR AT GRY 0],

Rescue mode XAHEL; ILXNMLENAM A EESHRIRE,
Automated install XA ; FEME XK,

£ 32 (it LR RIZFR5I SR8
{{attachment:01b-Installer_32bit_boot_menu.pdf}}



https://packages.debian.org/stable/education-desktop-mate
https://packages.debian.org/stable/education-desktop-mate
https://packages.debian.org/stable/task-mate-desktop
https://blends.debian.org/edu/tasks/
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5 64 (IFEFEIRBRZE,

Help screen

{{attachment:0lc-Installer_help.pdf}}
BRFREECHBHERREE LM <F>-BIRGES S B BEFIAT,
Add or change boot parameters for installations

In both cases, boot options can be edited by pressing the TAB key in the boot menu; the screenshot shows the command
line for Graphical install.

{{attachment:BD_command_line.pdf}}

= You can use an existing HTTP proxy service on the network to speed up the installation of the main server profile from
CD. Add e.g. mirror/http/proxy=http://10.0.2.2:3128/ as an additional boot parameter.

» NRMME—ENZBELEEBRERIFWERSSE profile, FEMNTRABIT PXE 7T, MXIFEMNERERS BN
IEO

= To install the GNOME desktop instead of the default Xfce desktop, replace xfce with gnome in the desktop=xfce
parameter.

= To install the LXDE desktop instead, use desktop=1xde.

= To install the LXQt desktop instead, use desktop=1xqt.

= To install the KDE Plasma desktop instead, use desktop=kde.
« MXAEE MATE £H, {F desktop=mate,

6.4.5 LTIRITIE

Remember the system requirements and make sure you have at least two network cards (NICs) if you plan on setting up an
LTSP server.

s ER-MES (WTARRRLZREBEHRE ).
 ERE-MXEPBEERIREFIHT,
- ERRERE (REMWHXESRET ),
= MEBATFFURAIERE profile:
- ERRSEE

* This is the main server (tjener) for your school providing all services pre-configured to work out of the box. You
must install only one main server per school! This profile does not include a graphical user interface. If you want a
graphical user interface, then select Workstation or LTSP Server in addition to this one.

- TfFik
*» —ATEVNNENKRIERZRNESS, HEN—E&ZBMNTEV AN TEERGE, TRAERSEIA
RAFPER, BEMBEERFIXXEFIEE profile,
— BT EL
+ BETFITEILERERERINBRBIANE, ERX]CAEZRINIMERER, BFPIXXEF profile (RIZFEARI
R, WFE—BIAF notebook F laptop T BHIRARPEBINAIER “TIEIL" =X “MER",
— LTSP fR5388

* A thin client (and diskless workstation) server, is called an LTSP server. Clients without hard drives boot and run
software from this server. This computer needs two network interfaces, a lot of memory, and ideally more than one
processor or core. See the chapter about networked clients for more information on this subject. Choosing this
profile also enables the workstation profile (even if it is not selected) - an LTSP server can always be used as a
workstation, too.



http://wiki.debian.org/DebianEdu/Documentation/Buster/Requirements
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- MY TR
+ HERHEN A UARAERS BB (BR, ENFEEMEH ), BEEILE,
- RIVER

x JXA profile WREARRGEHEE ZVLEZAMA Debian Edu ML, ERBEMRSFINA, ERENERS S
FIBHBE—RSHTA,

The Main Server, Workstation and LTSP Server profiles are preselected. These profiles can be installed on one
machine together if you want to install a so called combined main server. This means the main server will be an LTSP
server and also be used as a workstation. This is the default choice, since we assume most people will install via PXE
afterwards. Please note that you must have 2 network cards installed in a machine which is going to be installed as a
combined main server or as an LTSP server to become useful after the installation.

» WEPDRE ‘B” HE AN, BERIRTE BT SEREEEHNR LMHSIEUE | MK N 2RMESTEF -
TERIFENIXEBLZETHEREBK,

= B3 http://popcon.skolelinux.org/ i “&B" RAVFHRNBIREEIIRITEFIFRREENIGRA L ARF,
REMTZEM, XHAZIRPTSEEIRERE, &

= Wait. If the selected profiles include LTSP Server then the installer will spend quite some time at the end, "Finishing
the installation - Running debian-edu-profile-udeb...”

« 24 root BB ZJE, MEWiAGILIE “EERES" WEMAFPKS, X2 Debian Edu FFEZEEMKS : REF
AIX MRS EIE Skolelinux P&,
A ZRAPHSANEBUNABEEL 5 NEHHKE - TNERASHIAT (IERENZBARERFEIES),

= FUER
6.4.6 —ULEBRRIAYERR

6.4.6.1 ZEiCARER

REEMEFERAN 8K IFW" polile (BBLH), BENERBRERFEEAN (BESHN LEZA—LHINIE
5 ) FAEFERIED (BLERREZR, MRFRBERMEIZEICREIMEH AFEDE Fid 0] kR BT
X

6.4.6.2 25 USB (ATFE / BAABRBRBLRILER

ERMZ 5 USB NFE | BAXBBRBRRZE, /etc/apt/sources.list ARBEARBREMNE. RHFEEE
BRiEsE, BATRZEWN N TREIURERWZEERMAERFRINMN FEIT:

deb http://ftp.debian.org/debian/ buster main
deb http://security.debian.org/ buster/updates main

6.4.6.3 CD LXERAVEFRE

Mgz (BBEFHAN CD FHIRHINRRER ) S CD PEE LR MERIMAMN EERS, KM EEFHRE
BELEM profile E| profile MBLIBLEIFEIRT gigabyte (FRIFFIERLRABAIANER ). —BRLRT EMRSE
(TERANERSBIAESRSB[BAMEE ), HENLTRFERAEECHNERERMAN LS KT HERRE
E")O



http://popcon.skolelinux.org/
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6.4.6.4 XATEXEFIR LTSP lRS[BLRIVEIZEN

Providing the kernel boot parameter edu-skip-1ltsp-make-client makes it possible to skip one step which converts the
LTSP chroot from a thin-client chroot into a combined thin-client/diskless workstation chroot.

XEATFEWRR, FINMNRGBEE—NBRARER PR chroot {ISKINRES — RSB LEBHITLE chroot, FBRILAE
B, WXLARRITIX SR E S M &R E,

EESRIEES chroot FIRTRRKMLREEINEEIRE, BRI LBRETH,

6.4.7 LR{EM USB NFIRENZEREME CD / BN E

B M Squeeze KFARBEBEIZEHI CD/DVD/IEHHE . iso FBIHREI USB NTFIRTNEE (BFRIF “USB #&" ) HNE
518, BRMMITHEXHEN -GS, MEXNFEENXXEGFIRENZEZRHE:

sudo dd if=debian-edu-amd64-i386-XXX.iso of=/dev/sdX bs=1024

BURTFIRERERTHMNRER, USB NFRMBSRINEMME CD SE\BEXNE,

6.4.8 BIMLLZE (PXE) HEISTEBEFiE

WFRENLER BT HESITERS R, EFIRBLIENS| SR, ER—NMELREFMG|ISEIIIH PXE X

B, MRE—MHIRIEEER XXX bin XHRILM PXE LXKMW, A& FTEEMIZ R F inM <k ¥dE B BEMH, EXMIE

JUAR Debian ZRFZFHY initrd MERIECL X P ATERR S 28 EM1TA S 1 /usr/share/debian-edu-config/tools/pxe-addfi
XRINEEMREEE profile PXE ERBFIMHTF:

{{attachment:pxe-tjener.pdf}}

This is how the PXE menu looks with the Main Server and LTSP Server profiles:
{{attachment:28-Diskless-WS-GRUB_Boot_menu-PXE.pdf}}

EERRMMMERNREIMEMAEEIAL, % tab BHAREBRZSISEIN (BRLEX ),

XMREBARTEETFIENEE FIREEMN EW®E1S, MRIFL, TREIFILLEA GOsa? #iRINEl LDAP, B
A, ARGIINRFEREITENR.

B XxTFMEE P iIRINEE ] LATE Network clients HowTo ER#EE I,

6.4.8.1 {84 PXE &%
PXE %3 f#EF debian LRFIEF preseed X, FBR]A#IEAKIE0)ELRE 2 MG E.

EUERII—1TEERINZ tjener:/etc/debian-edu/www/debian-edu-install.dat

d-i pkgsel/include string my-extra-package(s)

PXE &3 fEHR /var/lib/tftpboot/debian-edu/install.cfg F7E /etc/debian-edu/www/debian-edu-install.dat
FRBY presseeding M, XL R] A N B R ZHEFTE L RATHY presseding, Kt TR T NELRNEZ IR, 5
—NFiERTE /etc/debian-edu/pxeinstall.conf Fl /etc/debian-edu/www/debian-edu-install.dat.local &
EMTINIR EFHIZIT /usr/sbin/debian-edu-pxeinstall REFHE LA,

Further information can be found in the manual of the Debian Installer.

ES T EIEIT PXE DRMIBIVER, 7£ tjener:/etc/debian-edu/www/debian-edu-install.dat FRES
mirror/http/proxy, mirror/ftp/proxy ¥ preseed/early_command BUEITEEMNT, EZILTRMIBAVEER,
ARVIBITHRIENE #', FNEKREBIR export http_proxy="http://webcache:3128"; " &84,

BT preseeding XM THZRIEHTE —LiRE T URH preseeded, XLEHFAZERI PXElinux BEARFRIS| S EHAT A
/var/lib/tftproot/debian-edu/install.cfg 52, B, BEABSNEEE LRIZRERILA,



http://www.debian.org/releases/buster/installmanual
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6.4.9 TEHIHREK

BIZERI CD, DVD SHEANEBEFKANER Debian LRZEMBHES, BERLIRITTREMBE AR, Preseeding 52
VRE X B 1EE 2 0] #Y/a) &,

AR EES MM EUFNEE (XAME Debian REIZFFMAINRERA ) 7 remaster the CD/DVD BIEE—A
preseeding {4,

6.5 FERIREIL
XALZNNEFEZREHERMINGE - XEIMUARE. BEANVERERBRMNIE, BRABEREAFEERA. Ik
FAEEAEGRRENE, MLBEANERTE,

So here is a screenshot tour through a graphical 64-bit Main Server + Workstation + LTSP Server installation and how it
looks at the first boot of the main server, a PXE boot on the workstation network and on the LTSP client network:

{{attachment:01-Installer_64bit_boot_menu.pdf}}
{{attachment:02-select_a_language.pdf}}
{{attachment:03-select_your_location.pdf}}
{{attachment:04-Configure_the_keyboard.pdf}}
{{attachment:05-Detect_and_mount_CD-ROM.pdf}}
{{attachment:06-Load_installer_components_from_CD.pdf}}
{{attachment:07-Detect_network_hardware.pdf}}
{{attachment:08-Choose_Debian_Edu_ profile.pdf}}
{{attachment:09-Really_use_the_automatic_partitioning_tool.pdf}}
{{attachment:10-Really_use_the_automatic_ partitioning_tool-Yes.pdf}}
{{attachment:11-Participate_in_the_package_usage_survey.pdf}}
{{attachment:12-Set_up_users_and_passwords.pdf}}
{{attachment:12a-Set_up_users_and_passwords.pdf}}
{{attachment:12b-Set_up_users_and_passwords.pdf}}
{{attachment:12c-Set_up_users_and_passwords.pdf}}
{{attachment:12d-Setting-up-the-partitioner.pdf} }
{{attachment:13-Install the base system.pdf}}
{{attachment:14-Select_and_install_software.pdf}}
{{attachment:17-Select_and_install_software.pdf} }
{{attachment:18-Build LTSP chroot.pdf}}
{{attachment:19-Install_the_ GRUB_boot_loader_on_a_hard_disk.pdf}}
{{attachment:20-Finish_the_Installation.pdf}}
{{attachment:21-Finish_the_Installation-Installation_complete.pdf} }
{{attachment:22-Tjener_ GRUB_boot_menu.pdf}}
{{attachment:23-Tjener-Login.pdf}}
{{attachment:26-Tjener-KDE__Desktop_ Browser.pdf}}
{{attachment:27-Tjener-KDE_ Desktop.pdf}}
{{attachment:28-Diskless-WS-GRUB_Boot_menu-PXE.pdf} }
{{attachment:29-Diskless-WS-LDM__Login.pdf}}
{{attachment:31-ThinClient-KDE_Desktop.pdf} }



http://wiki.debian.org/DebianInstaller/
http://wiki.debian.org/DebianInstaller/Preseed
http://wiki.debian.org/DebianInstaller/Modify/CD
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7 #&£F

7.1 ESHRIRLIR

ERSBEENEBEBTE - MAFPNKS, EEEXFREINMSSFR “GRAF” KRD. XKFRI55%L,
E%H Samba MKS (BJBAE GOsa? KA ), HEBHRAIFIRE N 700 (BBHFE chmod o+x ~ KRIEMAMIT
ATCA#AE]) ), TE R RIBAER sudo AL root,

See the information about Debian Edu specific file system access configuration before adding users; adjust to your site's
policy if needed.

TxZE, FRhERFNRREMNE—HER:
1. Log into the server.
2. Add users with GOsaZ.
3. DA GOsa2 RANTAFY - EXEFiRFLE TN UERERMARZ NS IR,

ETFEFRBRRINAAAIER, SEBAIRXE, SFNMERTITIEROPRUL, BMARBIFTEMD
Hith# 4

There is additional information available elsewhere in this manual: the New features in Buster chapter should be read by
everyone who is familiar with previous releases. And for those upgrading from a previous release, make sure to read the
Upgrades chapter.

A yNREBHY DNS FREFEEMRIVIBMETFEEERTMEEN DNS RS BRSHEHMEN, REZSMX
4> DNS FRSBBERNEMN “HAR" REMX—RSH,

XEBH HowTo —HIRZE T B S RVRRARTIT AR — L2 5 4 0] K A [a) i,

{{attachment:27-Tjener-KDE_ Desktop.pdf}}

7.1.1 BITHEEMRS 2 MRS

AT RAEIE — 1 web ERFREEEEITEEIEMRS R LIRS, BRNSETENRE -,

7.2 GOsa2 BN

GOsa? @ — e LAFSENEIR{RAY Debian Edu iIREMN—LEEZIHMHHIET web NEIET R, £ GOsa? R AEIE
(R, 1Bk, SEMR) XLEEZRA:

- APEE

« (HETE

= NIS MEEEER

= (TENERE

= DNS EiE

= DHCP &EIE

AT AB] GOsa? {RFEE Skolelinux ERRSZ /A —NE web MEIEH (BFIR ) RE, MINRZBEANMELASRS S
(ERRS2E + LTSP fRS388 + TIFLECE ) RERMAIIURERSZRES., MR LERIN2ERSE, B3H: £
AR5 88 R KEIRIMERER GOsa2,

M= web LT BEHHERIX4 URL https://www/gosa RKifE] GOsa2, HEAEREFESR,

= |If you are using a new Debian Edu Buster machine, the site certificate will be known by the browser.

« BN, FIFWEIEX SSLIERERMNEBIRER. MRMTIHERMBEMIME L, MEIRNEEEZEH BB,

WF 2R LR GOsa2 (EE1ESE: https://oss.gonicus.de/labs/gosa/wiki/documentation,



https://www/gosa
https://oss.gonicus.de/labs/gosa/wiki/documentation
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7.2.1 GOsa2 EFF 5

GOsa % |+
ys:/Awww/gosa/main.php?global_check C Search wBE ¥ #@ v | =

. You're logged in as John Doe [jdoe] I Debian Edu

Administration A | Welcome to GOsa My account | Change password

Directory structure

&
g

Administration

Users
Groups —  Directory structure M, Users o/ Groups | Access control
Access control H'l:: Manage organizations, Manage aspects of user '_' A Manage aspects of groups &gl Control access to GOsa
organizational units, accounts like generic, like members, POSIX, ] managed objects down to
Object groups localities, countries and POSIX, samba and mail desktop, samba and mail attribute and action level
more settings settings
Sudo rules
NIS Netgroups Object groups Sudo rules [ NIS Netgroups : Systems
.ﬁ- Combine different types of Manage all aspects of : NIS Netgroups H: Manage systems, their
Systems objects to make use of system wide sudoers l|_lﬁ— management l_- : services and prepare them
this relationship definitions = for use with GOsa
Preferences
Addons
LDAP tools
BassuadiiManagement — Preferences = LDAP tools Password Management
Configure global and t: Export LDIF or Excel ) Password Management
special GOsa settings like snapshots of the LDAP i Add-0On
hooks and plug-in tree
parameters

2002-2018 The GOsa team, GOsa 2.7.4

£ GOsa? BRZRIFREER GOsa? KI5 TIH,

BER, MAUARERER - MESHEEFRNETREGEFAESER. B TEM, BNBERRREMIE
B, ENREETRERS GOsa2 FriRtAERITE S,

£ Debian Edu H, K, B, MRAFZERRFE—1 LDAP BRE, A:&TE;FWFH:FEEE%%E mEtAFMEH
Ry (&) TFih, LTSP AR5528F Windows Hlg8, XFF4E, Hh, FNKAEENFEZRA—RX. Z/FH LDAP
;E{I\{l:lll_a\! E%ﬁ\ Sk0|e|inux Mggqqﬂgﬁﬁﬁ%gﬁﬁ?%iz{gl%\o

GOsa?2 B—F{EH LDAP REREEEHRERSENSIEMNERTE, FaIUREN “S817 RIMERAEWKS,,
4B, B, MR, FF, BURTIRETIRITHSEM, /RR] A GOsa2/LDAP HRRER| 15/ E R RIILELRLEMI# A Debian
Edu AR 2809 LDAP BUEM R,

A default Debian Edu main server installation currently provides two "departments”: Teachers and Students, plus the
base level of the LDAP tree. Student accounts are intended to be added to the "Students” department, teachers to the
"Teachers" department; systems (servers, Skolelinux workstations, Windows machines, printers etc.) are currently added to
the base level. Find your own scheme for customising this structure. (You can find an example how to create users in year
groups, with common home directories for each group in the HowTo/AdvancedAdministration chapter of this manual.)

BIBRELIENES (BEEAF, EB4E, BIERAEF ), GOsa2 [EFMESR] (HREME ) E2EMAEME,
7.3 {£H GOsa2 SEHF
Bk, SnAAEMEESN ‘B, RRAEMSEABR—NE “F4E7 M “Bh” UKk GOsa? BREIER (J5H

—MEEIRRIAF, ) P, EEXMRPIREIAEE—MFF Base WFERMAIFIRS | SELIREIRREM (BN
XigBIRPBRRZEUW— N TFAERER ) FAMEBRORE (FIIRIN— AR ) £ —1NEXFE

7.3.1 ARMMAF

BTRMEATUENRSMMBERED “BF" X2, EX—NELEABHGENRFE— N FREENEFRE L, EFHP
B “gIE”, mER "AF7, MEBAFIEEaSKES,



https://wiki.debian.org/DebianEdu/Documentation/Buster//HowTo/AdvancedAdministration#User_Customisations_with_GOsa.2BALI-
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» REENERNER (FFESFHIT) FUFNAFERE (RE ),

= HRRERASH, FFED GOsa® RIFEEXURBMNEMAF R, EENER— M MEAAFENAFR, BLEME
EE£RBNZSEAPAREE, TRMREBZFEZIE ASCII F5 GOsa? FIEEEMTLTRHIAF B,

» MRMGBAEMRERMWAFE, REIUETHETZZEHEMAFE, BFERSTESERHER, (NRIFEEEET
fF'EE?zEl){E’JFHF'% FA— 1" YmiE884TFF /etc/gosa/gosa.conf FiRM allowUIDProposalModification="true"
YE A B A0EINZY " location definition”, )

» EESTMNE, FIEEHAFPNRE GOsa? FR, EA LIRMITRERELIBFRE,

BIEAFRE (EFEEXFR, BSUAELAT), AEA AN "BE" &i.

fERBE—S, GOs:2 RINEHMAFNED, RABRZEREETAN “GEER", A ZEPRTERERIE
HEBH—E5,

MB—tNIRRI, (RIERT SVER P BIR DB EIR . (FUUEREATR S BB RAFEIMERRIER Skolelinux
%,

7.3.2 EER, EHMERAF

i | Users My account | Change password

List of users

@ @ © O Base rreachers o] || Actions v ||| . Search b
Surname ~ Given name Login pefault filter Actions
Hirsch Harry harhir Show templates A
[T NewTeacher NewTeacher newteacher Show POSIX users A

Show SAMBA users
Show mail users
v Search in subtrees

A4 Edit filters...

EEoaeiMbRAF, £/ GOsa? MRAEMMNARAFHIAFIIR, EFRPEBFEEBITA “LiR" &, — M GOsa® 12
HAERT R, MRERBERIAFIKFERRGEHPIBIMUE, T GOsa?/LDAP WIIEEREHI “EFHH
R EDRCIER,

When using the "Filter” box, results will immediately appear in the middle of the text in the table list view. Every line
represents a user account and the items farthest to the right on each line are little icons that provide actions for you: edit
user, lock account, set password and remove user.

BEBR—HIHE, REUNEBEEREREXAFNER, EXAPHNZBIMENRAFRERAETIR,
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A% | Users | harhir

Generic | POSIX Samba ACL References

Personal information

Last .
name King

First
name*

F’""‘ g Login* harhir
Personal
& title

Academic
title

Harry

Date of
birth

Sex
Change picture... j

Preferred
language

Base
{Teachers

7.3.3 1ZEZ

My account | Change password

Address

Private
phone

Homepage

Password h j
storage ssha

Certificates ! -
Edit certificates...

Restrict login to

IP or network Adt

FEMERBCHAFPBRER GOsa? RENEHCHEL, ERARA (RRARIRE ) RBRMIZTHEEY GOsa?
AL, #A Gosa, —PMEERMNZESWERE—NMROIRAER GOsa? H1, XAWFHRIRXMFEER KK BIER

BURIREZEIHEE,

NECHAFPRERNIINE GOsa? HERFINIR, ERESH GOsa? F5IXME, ArJUENRMEFEK,IIE

1B, ZMiZIFEESFRIAE.,
NEEAXN AP IRENEE

1. BREERMAF, WL
2. REAFPBMETENHENS

3. ERERRMIITTE L, ReIARE B kR

A | Users

My account | Change password

To change the user password use the fields below. The changes take effect immediately. Please memorize the new password, because the user

wouldn't be able to login without it.

New password

Repeat new password

Slrength __

EMESZTRNZNNE S |

Set password = Cancel
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7.3.4 REEMNRAFPERE

BIBLGEIEER CSV XH4F GOsa? KEEGIZAF, vIAEREFIEFAIE FRIBIRG (15]9[] localc ), &, KbE
BEMFERARMS: vid, %, BFNEE, BEE vid FERPLSBEEMNIECR., BEENZMEEESR LDAP ':F'E
FER uid iR (HEDLITHIIT getent passwd | grep tjener/home | cut -d":" -f1 MEE ),

L£iR CSV XHFEIVIERR (GOsa? M ZHEHAE )

« ER N FAFRORA

= REFEMASIS

= CSV XMW BE—MIET (BEEZDRMIR)

» XEFERHIAFRAERE, FJATE GOsa? HHES AHEIHE X

HESANTERE:

1. SREEMSHMEEP “LDAP EIEE" Hix

2. REFEEEMN “SA” %

3. NREAWHE, FERESANBRAFIIRY CSV XH

4. EREMES AERE) N AT BB FER (90 NewTeacher 3% NewStudent )
5. mEE AN “SA” &

BAM—ENAR—MIERE, RIFERTH/LNEMBFR CSV XX, THETTCAMER.

Same applies to the password management module, which allows to reset a lot of passwords using a CSV file or to re-generate
new passwords for users belonging to a special LDAP subtree.

Administration £ | Welcome to GOsa My account | Change password

Directory structure

Reset Passwords
Users

Groups With the GOsa2 Password Management Add-On you can mass reset user passwords in various ways.

Access control
Object groups Configure password reset options

Sudo rules Please configure options for this run of resetting user credentials.

NIS Metgroups

Systems
Upload a credentials file (CSV format).

File format: CSV, comma-separated, no quotes, two columns: <uid>,<userPassword>

Preferences
Select CSV file for uploading: Browse... Mo file selected.
LDAP tools

Password Management
Reset passwords of accounts in a certain organizational unit of the LDAP tree.

Change passwords for accounts in this OU subtree:  ckgle - Dehian-Edu j

Length of auto-generated passwords: 12 j

Review upcoming password resets
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7.4 F GOsa2 EIERF4H

4%y | Groups My account | Change password

Generic = Startmenu | ACL | References

Group Group members
name* class 22 2018
Description . -

P Class 22 startin 2018
B *

ase /Students
Force GID
Samba group j indomain  SKOLELINUX j

System trust

Trust mode | disabled j
Add
OK Cancel
4% | Groups My account | Change password
List of groups
G @ @ O pase/ 4] || Actions » ||| 5. search... 5]
Name ¥ Description ‘ Properties Actions

£ Students [all students]

£ Teachers [all teachers]

53 admins All system administrators in the 5g i .{Q

institution

i class_22 2018 Class 22 start in 2018 - 28

§ g domain-admins SAMBA Domain Administrators § g » .¢f ﬂ

1 domain-users SAMBA Domain Users - A8

§ g gosa-admins G0Osa® Administrators § g .{ Q

8 jradmins All junior admins in the institution [5- S ] 28

8 nonetblk Users that should be unaffected by - .{ &

N network blocking N

A printer-admins Printer Operators 51 A8

HEESAFEEEERLL
RE] A A BB BMAHER, BETLIEIARIERE LADP BB MIKEME,
BN, THEEIESIER) Samba 4, WMRIFEHLIRIBIE TIE Samba AiE, FIUEZRIERIZLE,
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AIIAFEFEEMNASFMERLEIAFIR, (MREFIERERTRSEERERA,, LEKRE LDAP RE,
PERRIMARNBHEEEM unix 8, FELHBTFENRTXENER,

7.41 w@mL{TEMAEERE

# List existing group mapping between UNIX and Windows groups.
net groupmap list

# Add your new or otherwise missing groups:
net groupmap add unixgroup=NEW_GROUP type=domain ntgroup="NEW_GROUP"\
comment="DESCRIPTION OF NEW GROUP"

7.5 H GOsa2 EIEH 28

HESEREAR L R 1FREIE Debian Edu MERIIFTEEEMIZE, A GOsa?2 A#INZ| LDAP BXMEBENSRE— 1 E
WM&, —NIP Huht, —4 MAC HittFI— MR GEER “WEE" ). TTEHY Debian Edu LEMIIEHIAS I AFMAVLE
W—E&,

SERINEMEN, TETFEFESPIRARER TF, NEEWENTFIEFEER GOsa? R, EFBERIERRIEA,

ZRVLEE, BEMA GOsa2 EXE, RY, R, {Ro]UAFIA BihtZS 8 10.0.0.0/8 FER—A IP st/ EH B, B
BIRBEAFE X EELL: 10.0.2.2 (tjener) 1 10.0.0.1 (X ). A 10.0.16.20 F 10.0.31.254 ( #HEZHY 10.0.16.0/20
BN 4000 EAH ) il DHCP FENSHEIRE,

ETE GOsa2 AR AR MAC it fy 52:54:00:12:34:10 B9—NERZS IP HHAEEEZHAX N MAC ik, EVIRFNE
IP; eI AR I ip FHEE 10.0.0.0/8 FERE—INEHMEEMUE, NRUXFHAXAFMNE—EVIE, &
BRJEEMR 10.0.0.2, NRIFEEBXMIIMNLG: FENRGHIRSZEFMER x>10 F1 x<50 89 10.0.0.x, mxFIIEs
x>100, AEZIEMEEERRNNRLR, BRIERSIEZZINTE RFIGEIE—MEXBIERR,

If the machines have booted as thin clients/diskless workstations or have been installed using any of the networked profiles, the
sitesummary2ldapdhcp script can be used to automatically add machines to GOsa?. For simple machines it will work out
of the box, for machines with more than one mac address the actually used one has to be chosen, sitesummary2ldapdhcp
-h shows usage information. Please note, that the IP addresses shown after usage of sitesummary2ldapdhcp belong to the
dynamic IP range. These systems can then be modified to suit your network: rename each new system, activate DHCP and
DNS, add it to netgroups (see screenshot below for recommended netgroups), reboot the system afterwards. The following
screenshots show how this looks in practice:

root@tjener:~# sitesummary2ldapdhcp -a -i ether-22:11:33:44:55:ff
info: Create GOsa machine for am-2211334455ff.intern [10.0.16.21] id ether-22:11:33:44:55: <
ff.

Enter password if you want to activate these changes, and “c to abort.
Connecting to LDAP as cn=admin,ou=ldap-access,dc=skole,dc=skolelinux,dc=no

enter password: k¥kkkkkk
root@tjener:~#
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& | Systems My account | Change password
Directory structure

Users List of systems

Groups QG O @ ©|Basel|/ 4 || Actions. ||| T, Search.. L

Access control = Name ™ Description Release Actions
Object groups 9 Students [all students]

Sudo niles 5 Teachers [all teachers]

NIS Netgroups O = am-2211334455f £8
Systems l:J J gateway A28
l:.l 2 |tiener Main server; modify only if 100% sure. o 8
Preferences

LDAP tools

Password

Management

# | Systems | am-22113344555 My account | Change password
Generic | NIS Metgroup = ACL = Refersnces

Properties

Waorkstation name’ | 3m.2211334455ff Made Activated j

Diescription Sysiog senver gefault j

Location

Base' / Inherit time server attibutes NTP server

ntp
tiener -|| Add || Delete

Network settings

IP-address  10.0.16.21 Propose IP | £ (L) Enatie DNS for this device

MAC-address’ 27.11:33:44:55:ff Auto detect

[ Enable DHGP for this device o




Debian Edu / Skolelinux Buster 10+edu0 Manual 2019-01-20 23 / 68

M | Systems | am-2211334455ff

Generic

MIS Metgroup  ACL  References

Properties

Workstation name” wsD1l.intern

Description

Location

Base®

Network settings

IP-address 10.0.0.2

MAC-address’ 22:11:33:44:55:ff

[+ Enable DHCP for this device &)

Parent nede  (tjener) dhep

4% | Systems | wsOL.intern | unconfigured

Please select the desired NIS Netgroups

G

G

B |]I |]I

B

-

R NG Base /

Common name ™
Students [all students]
Teachers [all teachers]
all-hosts

cups-queue-autoflush-hosts
cups-queue-autoreenable-hosts
fsautoresize-hosts
Itsp-server-hosts
nethlock-hosts

printer-hosts

server-hosts
shutdown-at-night-hosts

shutdown-at-night-wakeup-hosts-blacklist

winstation-hosts

2 'workstation-hosts

£

Auto detect

:l Edit settings

My account | Change password

Mode Activated :l
Syslog server  default :I

Inherit time server attributes NTP server
ntp

tjener :l Add Delete

r_‘:ﬂ Enable DMS for this device
Zone TJENER/intern :|
TTL

DMS records Add

My account | Change password

Description

All netgroup members

Flush CUPS print queues automatically every night
Re-enable CUPS print queues automatically every hour
Run debian-edu-fsautoresize automatically

All LTSP-servers

Hosts where network blocking should be enabled

All machines with a printer

All servers

Enable shutdown-at-night automatically

Don't wake up systems in this netgroup via shutdown-at-night
tool

All MS Windows worlstations

All workstations
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cronjob E# DNS 8/N\AHZEIT—IX; su -c ldap2bind FJALAFEhfl% B3,

7.5.1 EZRFMPIBRAES
ERFMERVIR SERABRAFPEEZEM, BIEXERBEEEE,

7.5.2 {EXUIRENE/ NEAEIR

£/ GOsa? RINI—&NERE LDAP Kt zjg, Rl CMENEBMHERERINEAETENNBH LSE (SAPHE ),
XERFNFEBALMUT —MIEEMNERABFAFEMMEN, BE L FTXEFRERTENSEE.

g0, FEHERARME] NetGroup MEKZN RN E RENZH BRI PRI A V3] 2Xas S TR ; M FRHIHLEE =] A
EERS 2R LERRS,

AT RIRMHMEA

= cups-queue-autoflush-hosts

= cups-queue-autoreenable-hosts
= fsautoresize-hosts

= |tsp-server-hosts

= netblock-hosts

= printer-hosts

= server-hosts

= shutdown-at-night-hosts

= shutdown-at-night-wakeup-hosts-blacklist
= winstation-hosts

= workstation-hosts
B &l NetGroup INEERRTE
= NFS,

- TERATRIB[ESHBEITIFEW LTSP RB[EH, BTELER, XITIEENL, ltsp IRZBBFENRS 23
FNEANEVINEARAEH S HOHEZ NFS, FBAICETE LDAP S FTEC B iX L IFfR RN S8 ML AR B E
M LDAP EF{ERIES IP iUt REHEEM,

A FER GOsa? ERHERE TIELEA LTSP RS, BNMRIA ST EARIINER R, TETIELE
EPIHAER NFS, BLENAREEWLCE,

= fs-autoresize
— X—£AHAY Debian Edu ¥1285 BaNAREITZE AR LVM XK/,
» RERXHL
— X —48/9 Debian Edu M EIF7ERIE B &)X A AT & BEIR,
» CUPS (cups-queue-autoflush-hosts Fl cups-queue-autoreenable-hosts)
- XLELH S FRRY Debian Edu M35 BRI EBDIRIFFAEITENRADI, HE&/\WEHEREFIZARFTENAT,
= netblock-hosts
— X4AFRY Debian Edu M 28R RWAIFEIZDI AL LRINIEE, 458 web RIBFRHIN# AEEIXHEAEL

MBREMNZ —IMEEIHHE “Samba M #57& (7 “ENER” XiF ), WRMFEITKIRINIMBL Windows R4Z
Skolelinux Samba 1%, {REE/ARI Windows EHLE] LDAP WFi% B 8 EE1X Windows N X —IFMITFE, BX
AN Windows EH1ZE| Skolelinux M4EHE ZERSE AR FMAY HowTo/NetworkClients —E,
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8 FTENVEIE

For Printer Management point your web browser to https://www:631. This is the normal CUPS management interface
where you can add/delete/modify your printers and can clean up the printing queue. By default only root is allowed but
this can be changed: Open /etc/cups/cups-files.conf with an editor and add one or more valid group names matching your
site policy to the line containing SystemGroup lpadmin. Existing GOsa? groups that might be used are gosa-admins and
printer-admins (both with the first user as member), teachers and jradmins (no members after installation).

8.1 Use printers attached to workstations

The package p910nd is installed by default on a system with the Workstation profile.

= Edit /etc/default/p910nd like this (USB printer):

~ P910ND_OPTS="-f /dev/usb/Ip0"
— P910ND_START=1

= Configure the printer using the web interface https://www.intern:631; choose network printer type AppSocket/HP
JetDirect (for all printers regardless of brand or model) and set socket://<workstation ip>:9100 as connection
URL.

9 BWES

Debian Edu RRIFRNECE W fRFFFA BV 2 LRUBTHE Y, ERTRY/ER, NTP BTERIE, RIAERT, HE
SHERHITRT, MREERNEE, XRENBFRIFTINNERITH,

A NBEEAKET ISON , BRHOEIE, EEEENTIZERIALE,

ERRAEINBEHIEY, BERENTERIZS[BAMEEZFIKLAK LTSP chroot £RY /etc/ntp.conf X, TE server iB
KADRILERE ("#") #3818, XZfE, NTP IRZBEBEFEZEM root IB1T /etc/init.d/ntp restart RER, WNRVIEEE
FAIMNERE IR E MR, 1B1T ntpq -c lpeer,

10 ¥FELSHHTX

HF B XeIEHIMEIR, ERERENXEIEENH 7. BY XL X, B root iB1T debian-edu-fsautoresize
-n, SBRUAZEEZETHNMA “EFFNIXKN HWESEE,

11 2f3P

11.1 E|FHRG

KU NABUFER apt-get upgrade,

f£F apt-get HLBES, EEMRAARAZTEMU root EHLITHFHITHE NS : apt-get update ( BFR]HREFET!
7<) # apt-get upgrade ( WEJLAFRIVIREBFHR ).

As Debian Edu uses libpam-tmpdir, setting a per user TMP directory, it is a good idea to run apt-get without the TMP

and TMPDIR variables set in the LTSP chroot. It is also a good idea to upgrade using the C locale to get known output
and sorting order, even though that making a difference is a bug in a package.



https://www:631
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LC_ALL=C apt-get update ; LC_ALL=C TMP= TMPDIR= ltsp-chroot apt-get update
LC_ALL=C apt-get upgrade -y

LC_ALL=C TMP= TMPDIR= ltsp-chroot -p apt-get upgrade -y
ltsp-update-kernels # If a new kernel was installed

ltsp-update-image

A HNEIE LTSP chroot IREE THM#Z, 1B1T ltsp-update-kernels SRIRHRIZERIZIERE S EESH, L2
i PXE 5| SR AZIEBEE TFTP 9%, MNZIERRKE LTSP chroot,

A s 1tsp-update-image EFTERL NBD BR{S,
L4 cron-apt l apt-listchanges FECEENTRAZMEIRIEAFIZAMU R —NMFER,

cron-apt BXIBIT B FEMFBEHIRE X ARIEFREE. EATRIERAE, BTHEN] (BFEERE ), BA
H{RMIT apt-get upgrade RN AMEFTFEL,

NREEFTH oI UB S BEMNLIR, XFEELL wiki.debian.org/UnattendedUpgrades BV IHIAKECE unattended-upgrades
REE, EFNEEEHERPEIAEA,

apt-listchanges B] LUBIT B FHMFLLMRL XM T EHEFICE, HESELIRTIEIT aptitude 5% apt-get BRIERE
il

11.1.1 REBFECHREEHEXRER

B9 EXFTRIZIT cron-apt BRAELXKNRHBLEENN—MIAZE. A MREBEXTEEMMBEMNNGERT
5] Debian ZEEEHEMMFIIR, BEBEZTHFMMERNEZELEN. HiRR (B cron-apt ) REHESRERRHGE
MBRXERES.

11.2 &HEE

For backup management point your browser to https://www/slbackup-php. Please note that you need to access this
site via SSL, since you have to enter the root password there. If you try to access this site without using SSL it will fail.

A Note: the site will only work if you temporarily allow ssh root login on the backup server (main server 'tjener’ by default).

ZRINBIL T tiener 45815 /skole/tjener/home0, /etc/, /root/.svk F1 LDAP E| LVM TFBY /skole/backup, JNR{R

NEEEEYNERER (UBA—MFRIREN]) IMRESBRESIR,
ZRIRIZX—ENHRIENKRIERRIPMFR,

MRFEEZ N IRIVEIRRISNEBARS 28, MTHRENE S —MERMRBEEEENEINMFENRE — S8,

MREBRERBNGR, REERZERAWTHLST:

$ sudo rdiff-backup -r <date> \
/skole/backup/tjener/skole/tjener/home0/user \
/skole/tjener/home0/user_<date>

XJG7E /skole/tjener/home0/user_<date> MHFHKHE TFKE /skole/tjener/home0/user ¥ F <date> HINE
MRIGBIRE BN, ERIUMMERE DEFZX (ARRE ), HTFEIEXHE,

MREBRRIBNEY, ERHTIEANEERERE “@iF" FERERBIWRFIIRE:
Maintenance
tiener|= | cChoose | Oldest snapshot to keep: 2013-07-02722:30:04+02:00 |+ | Delete older « Status
s Confi
* Restore

« Maintenance
« Logout



https://wiki.debian.org/UnattendedUpgrades
http://lists.debian.org/debian-security-announce/
https://www/slbackup-php
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11.3 fRSREM
11.3.1 Munin

M https://www/munin/ BI{GE] Munin EBIRER R, ERHET—X, 2, ANEFENZRENHLE, FHY
RAEE RSB R 4 o) EARRAT 25 AR B,

fEF Munin MIZHIVIEEPIR, BRIBIBIREZ] sitesummary FIENIIRBNERMAI, Munin MIZFIEZE T munin-node
REBRIEN. NEXENBZEE] Munin BIEBHMEEME—X, ERRIT cron HEFRTE, EIMEXMIFE, BA root
7E sitesummary B8 ( EEREARSZEE ) L1517 sitesummary-update-munin, XIGEFT /etc/munin/munin.conf

X5,

B —HM EEIE R EFEF nunin-node-configure 2R HIE &V 25 L BohEMMARLIR MBI HEF M /usr/share/munin/
FIASEIH T S 1A RXAIALE] /etc/munin/plugins/,

Munin BIMX{EE, B]&Mhttp://munin-monitoring.org/,

11.3.2 Icinga

Icinga RAFNRRSS MEIERIM https://www/icinga/ 158, XBENEMMBIEIEYVSZFRSZEA sitesummary RAILE
FES. BERSEEEM LTSP REBEEMNNBZIRTENURE, AN TEBRNESFIRSIEENGE, EETE
i FERE2EE, FixIFif E%R nagios-nrpe-server A E,

ENMAFPBR icingaadmin MEEKIAZEIGR skolelinux, HTFLLFEE, BREAS root HEIMZEE, FILER
root IBITUA TS REEZRG:

htpasswd /etc/icinga/htpasswd.users icingaadmin

HEEINBERT Icinga AR IEBR FHBHFIXP]BATE /etc/icinga/sitesummary-template-contacts.cfg I host-notify-by-
# notify-by-email Bk notify-by-nothing K%,

Icinga EEE X FEHIIR /etc/icinga/sitesummary.cfg, sitesummary cron job £ B F MRS KITIIFRM
/var/lib/sitesummary/icinga-generated.cfg,

YN Icinga 4B R BATE /var/lib/sitesummary/icinga-generated.cfg.post XHFPIREGHB SEEMIXE

2,

BX Icinga BIEERIBAM https://www.icinga.com/ BETE icinga-doc EB KIS,

11.3.2.1 —H&HY Icinga BENCA AN IR EA]
AT RUNMEIAIBRE WA Icinga ZERIIEBAE,

11.3.2.1.1 DISK CRITICAL - free space: /usr 309 MB (5% inode=47%):

ZHRX (REIFH Jusr/) K, X—HREBNGERSEE: (1) BR—EXXHEHE (2) #BNZoXBKAN, 0R
ZHXR /var/, I apt-get clean ;5IE APT NN n] ARSIR— X4, WRE LVM EEFPBE S TE]UIKE,
i&1T debian-edu-fsautoresize FEF ]I BiZH X, BEESXEBMBITINER, "JLARINERBEVLE

fsautoresize-hosts MWM4&4H,

11.3.2.1.2 APT CRITICAL: 13 packages available for upgrade (13 critical updates).

BJARRISHARFREGE., DEN—LEELLEIE, EAHLK, U root ELRIFHE BT ssh FRKIGIT apt-get upgrade
&& apt-get dist-upgrade’s TE LTSP fR$528%, tHEICE(EMA ltsp-chroot apt-get update &&ltsp-chroot apt-get
upgrade B # LTSP chroot,

MBABF TR BF BISIE Debian WFHARAEFTMAIM I IIE, STBAECE unattended-upgrades FEH IR
B RAEFREE, ZIFAREFR LTSP chroot,

EFH LTSP chroot, BJUAf#EH 1tsp-chroot apt-get update && ltsp-chroot apt-get upgrade, {E 64 {ifR332%
£, BEEARM -a 1386 fER—1NSEE Itsp-chroot, EHEINX—ERLREFZ chroot B MFEE.
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11.3.2.1.3 WARNING - Reboot required : running kernel = 2.6.32-37.81.0, installed kernel = 2.6.32-38.83.0

BITHMAZLEERZROAZIE, EEERRNERMEENANZ, XBEHEIHAE, FHAIHFRNZBEERE
Debian Edu EIEMIZ L&,

11.3.2.1.4 WARNING: CUPS queue size - 61

The printer queues in CUPS have a lot of jobs pending. This is most likely because of a unavailable printer. Disabled print
queues are enabled every hour on hosts that are member of the cups-queue-autoreenable-hosts netgroup, so for such
hosts no manual action should be required. The print queues are emptied every night on hosts that are member of the
cups—-queue-autoflush-hosts netgroup. If a host have a lot of jobs in their queue, consider adding this host to one or
both of these netgroups.

11.3.3 Sitesummary

Sitesummary B FN\B& 1+%$ﬂ”iﬁ1nlu\#4%ﬁhscéﬁq:'ﬁ‘%ﬂﬁ’%%%oi; ILERERRIM /var/lib/sitesummary/entries/
R3X%S. /usr/lib/sitesummary/ FRIBIARF]ASRIERIIIRS

— KB sitesummary RSB EFTATRIE R IREFILAM https://www/sitesummary/ K15

—LEXTF sitesummary BIXAHBIM http://wiki.debian.org/DebianEdu/HowTo/SiteSummary X1

11.4 FEZH X Debian Edu EHIFNEER

EZHX Debian Edu EFFNE R I UAENAEEE NS RER WA HET PIXE

12 FK

A ERiEx—FHRIEEH, BEBESFHRFNETRSEXRLAIBIRE SR, Debian Edu/Skolelinux 2%
Bix, HERERIFAEE,

Please read this chapter and the New features in Buster chapter of this manual completely before attempting to upgrade.

12.1 FARBY—ARiLFR

Ft4% Debian AN—MRITHREI T —MEERZE S, BEMRAIZIS T Debian Edu EREEEIEET A LIEEREEEX . (£
%] Debian bug 311188 E’JE;L:.M) FHRANA R REB MBI MIE R T REMRE — L T 1%,

—iRRIE, FALRRSZELETFLEINFME, TRBBEREARDN, TEVIBEETSN, NEREIIEREND
chroot M8, BJUAMBHEZRE, WIRE, X/ chroot EA EHEY T {EiL chroot, WL HEYNBTZHE.

If you want to be sure that after the upgrade everything works as before, you should test the upgrade on a test system
or systems configured the same way as your production machines. There you can test the upgrade without risk and see if
everything works as it should.

WEHLEFiE Debian ZRFMPBREIRIRERTREIESR.

FREHEITIHMIRE R B E K M EF— ERAt(e) th 2R, %Bﬁﬁﬁz)&‘lb& R FH 4 F £ L At T 38 B9 4E (=T [B) LAY 324,
Debian Edu IR EMREE T RMIEERE T ZEEZ MR ETIF—ERAYE], B3 Debian £ L3 |HF2E HR A2 F56¢,
Debian Edu WA EEM,



https://www/sitesummary/
http://wiki.debian.org/DebianEdu/HowTo/SiteSummary
https://bugs.debian.org/311188
http://www.debian.org/releases/stable/installmanual
http://www.debian.org/security/faq#lifespan
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12.2 Upgrades from Debian Edu Stretch

A Be prepared: make sure you have tested the upgrade from Stretch in a test environment or have backups ready to be
able to go back.

Please note that the following recipe applies to a default Debian Edu main server installation (desktop=kde, profiles
Main Server, Workstation, LTSP Server). (For a general overview concerning stretch to buster upgrade, see: https:
//www.debian.org/releases/buster/releasenotes)

AEFER X, FEREMERES, BA root BX,

Please note one difference between apt and apt-get: By default apt-get keeps downloaded packages, apt removes them
from the cache (after successful installation).

WNR apt BHEIEMEAR, SIXEIEM /SKIBIT apt -f install AAFHE—IX apt -y full-upgrade,

12.2.1 ARERSSE
- BEMARSANRAREN:

apt update
apt full-upgrade

- FERHEEE:

apt-get clean

= Prepare and start the upgrade to Buster:

sed -i 's/stretch/buster/g' /etc/apt/sources.list
apt update
apt full-upgrade

» apt-list-changes: HEFFRIZKENNER; & < RE > @ TR, <q> BFX—I1H,

= Read all debconf information carefully, choose 'keep your currently-installed version’ unless stated differently below; in
most cases hitting return will be fine.

= (FREEIEXEREN—LRER:
— FIXME: list promps about package configuration here.

= Get the new Debian Edu Buster artwork:

apt install debian-edu-artwork-buster

- EfEME, BT -LEE:



https://www.debian.org/releases/buster/releasenotes
https://www.debian.org/releases/buster/releasenotes

Debian Edu / Skolelinux Buster 10+edu0 Manual 2019-01-20 30 / 68

apt purge linux-image-4.9.0-%
apt purge linux-headers-4.9.0-%*

» MEARRAREIESLF:
BR; WEMAPERANL

R GOsa2 B AP REEETLLE,
WMRBERBIERE LTSP F w1 LIE,

NS AT AN/ HIFR R R HIN£8 4L I 5548,
MR AT BARIEFN R USRI EREE F BB,

SNSRP] AEIRFTENN,

NS ELfth ks E RS IEAE TAF,

12.2.2 ARKRITFI

Do all the basic things like on the main-server and without doing the things not needed. And then do this in addition.

= To enable LDAP connection, renew the server certificate:

rm /etc/ldap/ssl/ldap-server-pubkey.pem
service nslcd stop

service fetch-ldap-cert restart

service nslcd start

12.2.3 Upgrading LTSP chroots

Make sure you have enough disk space. LTSP uses Network Block Device (NBD). The NBD image file size is about 4 GiB
(default installation). If the image is updated, another 4 GiB for a temporary file are needed.

Also please note that the default LTSP architecture was i386 for Stretch. See below how to create a chroot for 64-bit-PCs
(amd64).

ltsp-chroot -m -a i386 apt update

ltsp-chroot -m -a i386 apt -y full-upgrade

sed -i 's/stretch/buster/g' /opt/ltsp/i386/etc/apt/sources.list
ltsp-chroot -m -a i386 apt update

ltsp-chroot -m -a i386 apt -y full-upgrade

ltsp-chroot -m -a i386 apt -f install

ltsp-chroot -m -a i386 apt -y full-upgrade

ltsp-chroot -m -a i386 apt --purge autoremove
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« TEARSSESIRE ST LTSP S2#5:

ltsp-update-kernels
ltsp-update-sshkeys
ltsp-update-image

AT EMEZTE, P8 AER 1tsp-update-image -n; S[% man ltsp-update-image,

12.2.4 Recreating an LTSP chroot

On the LTSP server(s) the LTSP chroot could also be recreated. The new chroot will still support both thin-clients and
diskless workstations. Please note: As of Buster, the LTSP chroot arch defaults to the one used for the server side.

#FR /opt/1tsp/i386 (EX /opt/ltsp/amd64, HURTIRRIIRE ). MREAMHIMEZE, BEREMNE,
BA root IZfT debian-edu-1tsp --arch 1386 ( B% debian-edu-1tsp —-arch amdé4 ) EFEIE chroot,

12.2.5 Add additional LTSP chroot to support 64-bit-PC clients

At least 20 GiB additional disk space on /opt is required.

= Run "ltsp-build-client --arch amd64" to create chroot and NBD image.

= Use "ldapvi -ZD '(cn=admin)’" to replace 1386 with amd64 (dhcp statements in LDAP for one dedicated network).
= Run "service isc-dhcp-server restart”.

= Edit /etc/debian-edu/pxeinstall.conf (set Itsparch=amd64).

= Run 'debian-edu-pxeinstall’ to regenerate the PXE menu.

= Run 'service nbd-service restart’ to serve the new NBD file.

12.3 Upgrades from older Debian Edu / Skolelinux installations (before Stretch)

To upgrade from any older release, you will need to upgrade to the Stretch based Debian Edu release first, before you can
follow the instructions provided above. Instructions are given in the Manual for Debian Edu Stretch about how to upgrade
to Stretch from the previous release, Jessie. Likewise the Jessie manual describes how to upgrade from Wheezy.

13 HowTo

« —fHREIE HowTo

« SREE HowTo

» £[E HowTo

= WLEEFim HowTo
= Samba HowTo

» = HowTo

» FF HowTo
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14 —REEIE HowTo

ML ETIWR Debian Edu WFIFFIAARANAIME AL TIE, X —EMNRAPEES “#H—5" WIRRH
XI5,

14.1 EEMAE: FH git RAITHIRRIRE /etc/
£ Debian Edu Squeeze F5|3##Y) etckeeper ( LABTARAEFRY etcinsvk B M Debian R ), (FEH it fFARAEE
BIRFRIRER /etc/ PRIFFB XK,

X UAEB G EIERM, EcRFMER, URXHAMREXAXGFNEENNE, X1 git FEEENECERE
/etc/.git/ H,

BNV, EIEREEBNER, MMATFRBMEZEEREIER,
HEiZIhEPREE, £ etckeeper vcs log ¥, MEMMNNERZEBIINESR, FJUERYU etckeeper ves diff B

AN
AR Yo
FZHEESE nan etckeeper B,

ERmLIIR:

etckeeper vcs log
etckeeper vcs status
etckeeper vcs diff
etckeeper vcs add .
etckeeper vcs commit -a
man etckeeper

14.1.1 AiERG

EMRENRA L, 2 HNRAREEERFMHAEENR:

etckeeper vcs log

EE BRI e B IR IRERM ML X R 2 &R HTHY:

etckeeper vcs status

EARBEFE— I, MEBFTRRIXG:

etckeeper vcs commit -a /etc/resolv.conf

14.2 HEFXKN)
£ Debian Edu 1, BRT /boot/ DR ZINIFFBENXRAEZLE LVM L, M Linux A% 2.6.10 BASR, FIBAEE(IH
HHNTRASX, SRSXNATEEZS KIREHERE,

BRABIEEANWSEX (3, 20GiB), EAEHRLIEIT fsck NESAFBENEMNREENNFEENE], &I, WRAT
g, BIBLE—MEXROSRBINMEFIX,



http://www.git-scm.com/
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RIETENIEMIAK debian-edu-fsautoresize (FEES T B HHINN X HMNAR, EM /usr/share/debian-edu-config/
/site/etc/fsautoresizetab F /etc/fsautoresizetab FEIEEFEE., SRBIXLNEHHRHEME, FEHIWAN
MERTENEINY BRHAX, HSABESHSITEN, BNERZSLETET EBEXNMNNEZRS, FEESH —n RLMHN
TXLEHST BN ERSA,

XANHAEZ/NIESF fsautoresize-hosts MELBARENE iRtk BT,

% Squid RIBFAERAMAS X KB, BEZFEF etc/squid/squid.conf FLEFRNENVE, REHDXNENIERA
/usr/share/debian-edu-config/tools/squid-update-cachedir BIEM, WEBHFINX /var/spool/squid/ HY
KINAEEE Squid EFHE 80% 1FAEREFA/.

14.2.1 BELEIR

BEEEE (VM) SEBEREHHEERNIXES XKD, BTBM LVM HowTo FZEESHX LVM,
BREHIIES 1vextend LHBEEBMS ARFNT B—MEEE, FIH, EATRGESRI R homed F 30GiB:

lvextend -L30G /dev/vg_system/skole+tjener+home0
resize2fs /dev/vg_system/skole+tjener+home0

BIEFTIN 30GiB R B home0, HEA—A “+”7 (-L+30G)

14.3 XS E LRREFIMERER GOsa2

R (REEIME ) RERT —MEEARS 2R profile MRE —METEAEY web FEBNIZ Fin, (FAX—ERBBER
REQIEZMAP, (F—1AF) & (FEF ) shell RERARX M GLFITEZERS R LZR—IR/NKEAREZH:

$ sudo apt update

$ sudo apt install education-desktop-xfce lightdm

### after installation, run 'sudo service lightdm start'
### login as first user

14.4 fEA Idapvi

dopvi R—MEBSITRURMABERRE LDAP BIBENTA,
TERENT:

ldapvi --ldap-conf -ZD '(cn=admin)'

Note: 1ldapvi will use whatever is the default editor. By executing export EDITOR=vim in the shell prompt one can
configure the environment to get a vi clone as editor.

FA Idapvi 7510 LDAP W&, FEREEZHENNRFIISMNERE LDAP W REEIHE,
A 128 1dapvi 2—NMEENMWIE, YOTAZEE LDAP $RE, FHIIZESERT JXplorer,



http://www.tldp.org/HOWTO/LVM-HOWTO/
http://www.lichteblau.com/ldapvi/manual/
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14.5 Kerberized NFS

Using Kerberos for NFS to mount home directories is a security feature. The levels krb5, krb5i and krb5p are supported
(krb5 means Kerberos authentication, i stands for integrity check and p for privacy, i.e. encryption); the load on both server
and workstation increases with the security level, krb5i might be a good choice.

For new systems added with GOsa?, Kerberos host keytab files are generated automatically.

To create one for a system already configured with GOsa?, login on the main server as root and run

/usr/share/debian-edu-config/tools/gosa-modify-host <hostname> <IP>

Please note: host keytab creation is possible for systems of type workstations, servers and terminals but not for those
of type netdevices. Also, LTSP clients are using sshfs to mount home directories, so there’'s nothing to do for diskless
workstations.

14.5.1 How to enable it
Main server

= login as root
= run ldapvi -ZD '(cn=admin)', search for sec=sys and replace it with sec=krb5i

= edit /etc/exports: uncomment/adjust/comment existing entries for /srv/*; make sure they look like this:

/srv/nfsd gss/krbb5i(rw,sync,fsid=0,crossmnt ,no_subtree_check)
/srv/nfs4/home0 gss/krbb5i(rw,sync,no_subtree_check)

= run exportfs -r

= run exportfs to control if gss/krb5i is active for both entries.

TfFiuk

= |ogin as root.

= run /usr/share/debian-edu-config/tools/copy-host-keytab

14.6 Standardskriver
This tool allows to set the default printer depending on location, machine, or group membership. For more information, see
/usr/share/doc/standardskriver/README.md.

The configuration file /etc/standardskriver.cfg has to be provided by the admin, see /usr/share/doc/standardskriver/ex
as an example.
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14.7 JXplorer, —4> LDAP BB &M@

MRAEFEAEAFPRERLIE LDAP 8iEE, BF jxplorer EHE, KIAMBRATELE, EREBEiL0EE R
XHE:

host: ldap.intern

port :636

Base dn:dc=skole,dc=skolelinux,dc=no
Security level: ssl + user + password
User dn: cn=admin,ou=ldap-access

SHifENEPAsSE "This session only",

14.8 Idap-createuser-krb, — NS IT LR

ldap-createuser-krb &—ME Kerberos Bl LDAP HFFIREHZREA/NGSITLIR, 824, L EEBRTNK,

14.9 {$H stable-updates

B 2011 £ Squeeze Z#LASK, Debian B2TE stable-updates EXF BB E T LARITE volatile.debian.org H4EIFPRIEGE

While you can use stable-updates directly, you don’'t have to: stable-updates are pushed into the stable suite regularly when
stable point releases are done, which roughly happens every two months.

14.10 {FH backports LI FRHIER 4
1Z1T Debian Edu R1&E T EMFEE, Debian Edu BITHSAME; XIER—/MEM: GNEHREMRMIREGEE—=IL
iTIAY, XENAT backports.debian.org,

Backports M Debian MikhR ( KEB4Y ) F1 Debian FI2TERR (XEJLANEHIA, 1§U§D§é§¥ﬁ) EHMmEFNRGE,
ABAEANITEYN Debian Edu RIFRTE Debian &R LI RAFIRIEXHFE1T (FNEFILAEY ), BMNEBIGEHEEBES
ZEM 5l backports, MAZFERAEXER]HRIFTE backports,

{#H backports 2B EM:

echo "deb http://deb.debian.org/debian/ buster-backports main" >> /etc/apt/sources.list
apt-get update

Hign]LAB St R —1 backported B{4E, THEAIGSIEEER backported RRZASHY tuxtype:

apt-get install -t buster-backports tuxtype

MEREMXGE—HFBNEH backports (WMRATA ). BEMBIIIFE, backports =853 : main, contrib fl

non-free,

14.11 F CD BRE{ARIBRE T

If you want to upgrade from one version to another (for example from Buster 10.1+edu0 to 10.3+edul) but you do not
have Internet connectivity, only physical media, follow these steps:

A CD / DVD / X / USB NEFIRENEE, IS EEHFER apt-cdrom 9



http://wiki.debian.org/StableUpdates
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mount /media/cdrom
apt-cdrom add -m

5|F3 apt-cdrom (8) FAT1:

= apt-cdrom is used to add a new CD-ROM to APTs list of available sources. apt-cdrom takes care of determining the
structure of the disc as well as correcting for several possible mis-burns and verifying the index files.

- WA apt-cdrom HHAFIEI APT Righ, MABEUFTRA, HE—ESKBRNE—HUAS MEAHRS
ISt FT B AE 2R S8R

REBITEMIGBLRARRL:

apt-get update
apt-get upgrade

14.12 BiBEFIRAIHIE

killer is a perl script that gets rid of background jobs. Background jobs are defined as processes that belong to users who
are not currently logged into the machine. It's run by cron job once an hour.

BELRE, U root BIIEBITTU TGS

apt-get install killer

1413 ZEFEMBNRER

unattended-upgrades @2 BMIEREL (MEM) ALK Debian REEB, INMNREFBRIMINGRHMEEXR
TRELHAS, £ /var/log/unattended-upgrades/ BIRMEBE; MBA, BE—FER /var/log/dpkg.log Fl
/var/log/apt/,

14.14 ®EBHXN

REET BENfErRE R AE Y EMERRIRERTIEENTH, IMREENTF 16:00 BRI EQZIHE X
AR, ERSXANTERAFN, EFRR 7:00 ZAE2ZIXEIR BIOS FTANEE, MERSBEEIXM 06:30 AKX
EEMERIEERITAHIEE, X LEAjB) m] BATE B2 IR A B2 ART (8] T &I PHRIX L,

HEREXMR NS ICEN—EEER:

» HEAEEREFIRNRERNNE XA, XHEEHWHREERBER, MIELRRNER, WE LTSP BEFin
TFHY LDM ssh EHEGHSHITHRE,

= ATBBERRLEY, KRTFBEMEBNEFIAZRN B,

= There are two different methods available to wake up clients. One uses a BIOS feature and requires a working and correct
hardware clock, as well as a motherboard and BIOS version supported by nvram-wakeup; the other requires clients to
have support for wake-on-lan, and the server to know about all the clients that need to be woken up.
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14.14.1 YR E®RIE) XM

On clients that should turn off at night, touch /etc/shutdown-at-night/shutdown-at-night, or add the hostname (that
is, the output from 'uname -n' on the client) to the netgroup "shutdown-at-night-hosts”. Adding hosts to the netgroup in
LDAP can be done using the GOsa? web tool. The clients might need to have wake-on-lan configured in the BIOS. It is also
important that the switches and routers used between the wake-on-lan server and the clients will pass the WOL packets to
the clients even if the clients are turned off. Some switches fail to pass on packets to clients that are missing in the ARP
table on the switch, and this blocks the WOL packets.

Fﬁﬁﬂﬁigﬁtﬂ’] wake-on-lan, RI0ZE FixE /etc/shutdown-at-night/clients, —17—1, F—1 2 IP thitt, fEf5

& MAC titit ( Rl ), 7 PR S & B — BN £ A E P im 5 RAVMIA /etc/shutdown-at-night/clients-gener

X/ /etc/shutdown-at-night/clients-generator &5 sitesummary —E{ERIIRGI:

#!/bin/sh
PATH=/usr/sbin: $PATH
export PATH
sitesummary-nodes -w

YR A netgroup KFEZR Fif shutdown-at-night B9 5 —MIERERIX—MIAERRE ng-utils RHEEHY netgroup T
A:

#!/bin/sh

PATH=/usr/sbin: $PATH

export PATH

netgroup -h shutdown-at-night-hosts

14.15 iR TR AEEE IGH) Debian-Edu ARS8

ZNEBEM LR KB RRIVIEE, ERE R autossh IRIFE, I:_IL)\FHEELS‘Z—/P SSH f&iE % — & {Re] bAi3a]
FIMEEXM _ERIME, MixALE, STGET SSH REE VIR NI B HOARS 28 Ao

1416 M EMRS B[O EHMZREMIMIARSS VS

FERANLERT, FTERSEEERSE tener L1517, AECBNERSE SR, "IURAE minimal RRECE,
MNX—RELERIL—EVIEER Debian Edu MEH—EB5, B (iF ) REITEMARS.

RE-ATRTREERSONEMFZNTR:

= {£F debian-edu-expert 5| FEINLHER minimal BLE
» TRATRSWRHEE

» BERS

» BRAFRSRE LIRS

« 7EERRSEE EEH DNS (BT LDAP/GOsa?)
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14.17 BB wiki.debian.org #J HowTo 3Z#4

FIXME: The HowTos from http://wiki.debian.org/DebianEdu/HowTo/ are either user- or developer-specific. Let's
move the user-specific HowTos over here (and delete them over there)! (But first ask the authors (see the history of those
pages to find them) if they are fine with moving the howto and putting it under the GPL.)

= http://wiki.debian.org/DebianEdu/HowTo/AutoNetRespawn
= http://wiki.debian.org/DebianEdu/HowTo/BackupPC

= http://wiki.debian.org/DebianEdu/HowTo/ChangeIpSubnet
= http://wiki.debian.org/DebianEdu/HowTo/SiteSummary

= http://wiki.debian.org/DebianEdu/HowTo/Squid_LDAP_Authentication

15 EEITERERE

In this chapter advanced administration tasks are described.

15.1 User Customisations with GOsa?

15.1.1 Create Users in Year Groups

In this example we want to create users in year groups, with common home directories for each group (home0/2014,
home0/2015, etc). We want to create the users by csv import.

(TEREEMRSEEE LM root AF

= Make the necessary year group directories

mkdir /skole/tjener/home0/2014

(as superuser in Gosa)
= Department

Main menu: goto 'Directory structure’, click the 'Students’ department. The 'Base’ field should show '/Students’. From the
drop box 'Actions’ choose 'Create’ /'Department’. Fill in values for Name (2014) and Description fields (students graduating
in 2014), leave the Base field as is (should be '/Students’). Save it clicking 'Ok’. Now the new department (2014) should
show up below /Students. Click it.

= Group

Choose 'Groups’ from the main menu; 'Actions’/Create/Group. Enter group name (leave 'Base’ as is, should be /Stu-
dents/2014) and click the check box left of 'Samba group” 'Ok’ to save it.

= Template

Choose 'users’ from the main menu. Change to 'Students’ in the Base field. An Entry NewStudent should show up, click
it. This is the 'students’ template, not a real user. As you'll have to create such a template (to be able to use csv import
for your structure) based on this one, notice all entries showing up in the Generic, POSIX and Samba tabs, maybe take
screenshots to have information ready for the new template.

Now change to /Students/2014 in the Base field; choose Create/ Template and start to fill in your desired values, first the
Generic tab (add your new 2014 group under Group Membership, too), then add POSIX and Samba account.

= |mport users

Choose your new template when doing csv import; testing it with a few users is recommended.
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15.2 Other User Customisations

15.2.1 Creating folders in the home directories of all users

With this script the administrator can create a folder in each user's home directory and set access permissions and ownership.

In the example shown below with group=teachers and permissions=2770 a user can hand in an assignment by saving the
file to the folder "assignments” where teachers are given write access to be able to make comments.

#!/bin/bash
home_path="/skole/tjener/home0"
shared_folder="assignments"
permissions="2770"
created_dir=0
for home in $(1ls $home_path); do
if [ ! -d "$home_path/$home/$shared_folder" ]; then
mkdir $home_path/$home/$shared_folder
chmod $permissions $home_path/$home/$shared_folder
#set the right owner and group
#"username" = "group name" = "folder name"
user=$home
group=teachers
chown $user:$group $home_path/$home/$shared_folder
((created_dir+=1))
else
echo -e "the folder $home_path/$home/$shared_folder already exists.\n"
fi
done
echo "$created_dir folders have been created"

15.2.2 Easy access to USB drives and CD-ROMs/DVDs

When users insert a USB drive or a DVD / CD-ROM into a (diskless) workstation, a popup window appears asking what
to do with it, just like in any other normal installation.

When users insert a USB drive or a DVD / CD-ROM into a thin client there is only a notify-window showing up for a few
seconds. The media is automatically mounted and it is possible to access it browsing to the /media/$user folder. This is
quite difficult for many non experienced users.

It is possible to have the default KDE "Plasma” file manager Dolphin showing up if KDE "Plasma” (or LDXE, if installed in
parallel to KDE "Plasma”) is in use as desktop environment. To configure this, simply execute /usr/share/debian-edu-config/1
enable on the terminal server. (When using GNOME, device icons will be placed on the desktop allowing easy access).

In addition the following script could be used to create the symlink "media” for all users in their home folder for easy access
to USB drives, CD-ROM / DVD or whatever media is connected to the thin client. This might come in handy if users want
to edit files directly on their plugged in media.

#!/bin/bash
home_path="/skole/tjener/home0"
shared_folder="media"
permissions="775"
created_dir=0;
for home in $(1ls $home_path); do
if [ ! -d "$home_path/$home/$shared_folder" ]; then
In -s /media/$home $home_path/$home/$shared_folder
((created_dir+=1))
else
echo -e "the folder $home_path/$home/$shared_folder already exists.\n"
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fi
done
echo "$created_dir folders has been created"

15.2.2.1 A warning about removable media on LTSP servers

A Warning: When inserted into an LTSP server USB drives and other removable media cause popup messages on remote
LTSP clients.

If remote users acknowledge the popup or use pmount from the console, they can even mount the removable devices and
access the files.

15.3 Use a dedicated storage server

Take these steps to set up a dedicated storage server for user home directories and possibly other data.

= Add a new system of type server using GOsa? as outlined in the Getting started chapter of this manual.

— This example uses 'nas-server.intern’ as the server name. Once 'nas-server.intern' is configured, check if the NFS
export points on the new storage server are exported to the relevant subnets or machines:

root@tjener:~# showmount -e nas-server
Export list for nas-server:

/storage 10.0.0.0/8
rootQtjener:~#

Here everything on the backbone network is granted access to the /storage export. (This could be restricted to
netgroup membership or single IP addresses to limit NFS access like it is done in the tjener:/etc/exports file.)

= Add automount information about 'nas-server.intern’ in LDAP to allow all clients to automatically mount the new export
on request.

— This can’t be done using GOsa?, because a module for automount is missing. Instead, use Idapvi and add the required
LDAP objects using an editor.

ldapvi --ldap-conf -ZD '(cn=admin)' -b ou=automount,dc=skole,dc=skolelinux,dc=no

When the editor shows up, add the following LDAP objects at the bottom of the document. (The "/&" part in the
last LDAP object is a wild card matching everything 'nas-server.intern’ exports, removing the need to list individual
mount points in LDAP.)

add cn=nas-server ,ou=auto.skole,ou=automount ,dc=skole,dc=skolelinux,dc=no

objectClass: automount

cn: nas-server

automountInformation: -fstype=autofs --timeout=60 ldap:ou=auto.nas-server,ou= <
automount ,dc=skole,dc=skolelinux,dc=no

add ou=auto.nas-server ,ou=automount ,dc=skole,dc=skolelinux,dc=no
objectClass: top

objectClass: automountMap

ou: auto.nas-server

add cn=/,ou=auto.nas-server ,ou=automount ,dc=skole,dc=skolelinux,dc=no

objectClass: automount

cn: /

automountInformation: -fstype=nfs,tcp,rsize=32768,wsize=32768,rw,intr,hard,nodev, <«
nosuid ,noatime nas-server.intern:/&
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= Add the relevant entries in tjener.intern:/etc/fstab, because tjener.intern does not use automount to avoid mounting
loops:

— Create the mount point directories using mkdir, edit '/etc/fstab’ as adequate and run mount -a to mount the new
resources.

= Enable access in case diskless workstations are used. This is a special case, because sshfs is used instead of NFS and
automount:

— Create the mount point directories in the LTSP diskless client's root (default /opt/1tsp/i386/) as well.
Add a line containing 'LOCAL_APPS_EXTRAMOUNTS=/storage’ to /opt/1tsp/i386/etc/1ts.conf (example).
Create a link in each user's home dir like 'In -s /storage Storage' to help users find the resources.

Now users should be able to access the files on 'nas-server.intern’ directly by just visiting the '/tjener/nas-server/storage/’
directory using any application on any workstation, LTSP thin client or LTSP server, and visiting ~/Storage in case an LTSP
diskless client is used.

15.4 Restrict ssh login access

There are several ways to restrict ssh login, some are listed here.

15.4.1 Setup without LTSP clients

If no LTSP clients are used a simple solution is to create a new group (say sshusers) and to add a line to the machine’s
/etc/ssh/sshd_config file. Only members of the sshusers group will then be allowed to ssh into the machine from
everywhere.

Managing this case with GOsa is quite simple:

= Create a group sshusers on the base level (where already other system management related groups like gosa-admins
show up).

= Add users to the new group sshusers.

= Add AllowGroups sshusers to /etc/ssh/sshd_config.

= Execute service ssh restart.

15.4.2 Setup with LTSP clients

The default LTSP client setup uses ssh connections to the LTSP server. So a different approach using PAM is needed.

= Enable pam_access.so in the LTSP server's /etc/pam.d/sshd file.

= Configure /etc/security/access.conf to allow connections for (sample) users alice, jane, bob and john from everywhere
and for all other users only from the internal networks by adding these lines:

+ alice jane bob john : ALL

+ ALL : 10.0.0.0/8 192.168.0.0/24 192.168.1.0/24
- ALL : ALL

#

If only dedicated LTSP servers are used, the 10.0.0.0/8 network could be dropped to disable internal ssh login access. Note:
someone connecting his box to the dedicated LTSP client network(s) will gain ssh access to the LTSP server(s) as well.
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15.4.3 A note for more complex setups

If LTSP clients were attached to the backbone network 10.0.0.0/8 (combi server or LTSP cluster setup) things would be
even more complicated and maybe only a sophisticated DHCP setup (in LDAP) checking the vendor-class-identifier together
with appropriate PAM configuration would allow to disable internal ssh login.

16 HowTos for the desktop

16.1 Using Xfce, GNOME, KDE Plasma, LXDE, LXQt and/or MATE together

To install other desktop environments after installation, simply use apt:

apt update
apt install education-desktop-gnome education-desktop-kde education-desktop-lxde education <
-desktop-1lxqt education-desktop-mate

To set the default desktop environment, run:

update-alternatives --config x-session-manager

Users will then be able to choose any of the six desktop environment via the login manager before logging in. Of course,
you can also choose to give less choices. Keep in mind that there will be several programs for the same purpose (like file
managers, editors, PDF viewers...) if more than one desktop environment is installed; this might confuse users.

The use of LXDE as default on LTSP clients can be forced; see networked clients for details.

If you don’t want to do installations with the default desktop Xfce, you can also install with one of the five alternative
desktops, GNOME, KDE, LXDE, LXQt or MATE directly.

16.2 Set up a multi-language desktop environment

To support multiple languages these commands need to be run:

= Run dpkg-reconfigure locales (as root) and choose the languages (UTF-8 variants).

= Run these commands as root to install the related packages:

apt update
/usr/share/debian-edu-config/tools/install-task-pkgs
/usr/share/debian-edu-config/tools/improve-desktop-110n

Users will then be able to choose the language via the Lightdm display manager before logging in; this applies to Xfce,
LXDE and LXQt. GNOME and KDE both come with their own internal region and language configuration tools, use these.
MATE uses the Arctica greeter on top of Lightdm whithout a language chooser. Run apt purge arctica-greeter to
get the stock Lightdm greeter.

If LTSP diskless clients are used the above steps need to be done inside the LTSP chroot as well. LDM supports all desktop
environments. First use Settings to choose the language, then login.
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16.3 Playing DVDs

libdvdcss is needed for playing most commercial DVDs. For legal reasons it's not included in Debian (Edu). If you are
legally allowed to use it, you can build your own local packages using the 1ibdvd-pkg Debian package; make sure contrib
is enabled in /etc/apt/sources.list.

apt update
apt install libdvd-pkg

Answer the debconf questions, then run dpkg-reconfigure libdvd-pkg.

16.4 Handwriting fonts

The package fonts-linex (which is installed by default) installs the font "Abecedario” which is a nice handwriting font
for kids. The font has several forms to be used with kids: dotted, and with lines.

17 HowTos for networked clients

17.1 Introduction to thin clients and diskless workstations

% Default for new Debian Edu Buster installations: LTSP clients are using the same architecture as the LTSP server, i.e.
64-bit-PC (aka amd64) or 32-bit-PC (aka i386).

A Please keep in mind to use the correct architecture for all commands referred to below.

One generic term for both thin clients and diskless workstations is LTSP client. LTSP is the Linux Terminal Server Project.
Thin client

A thin client setup enables an ordinary PC to function as an (X-)terminal, where all software runs on the LTSP server. This
means that this machine boots via PXE without using a local client hard drive.

Diskless workstation

A diskless workstation runs all software locally. The client machines boot directly from the LTSP server without a local hard
drive. Software is administered and maintained on the LTSP server (inside of the LTSP chroot), but it runs on the diskless
workstation. Home directories and system settings are stored on the server too. Diskless workstations are an excellent way
of reusing older (but powerful) hardware with the same low maintenance cost as with thin clients.

LTSP defines 320MB as the default minimum amount of RAM for diskless workstations. If the amount of RAM is less, the
machine will boot as thin client. The related LTSP parameter is FAT_RAM_THRESHOLD with the default value 300. So if
(for example) the clients should only boot as diskless workstations if they have 1 GB RAM, add FAT_RAM_THRESHOLD=1000
to Its.conf (or set this in LDAP). Unlike workstations diskless workstations run without any need to add them with GOsa?,
because LDM is used to login and connect to the LTSP server.

LTSP client firmware

LTSP client boot will fail if the client's network interface requires a non-free firmware. A PXE installation can be used for
troubleshooting problems with netbooting a machine; if the Debian Installer complains about a missing XXX.bin file then
non-free firmware has to be added to the initrd used by LTSP clients.

In this case execute the following commands on an LTSP server.

# First get information about firmware packages
apt-get update && apt-cache search “firmware-

# Decide which package has to be installed for the network interface(s).
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# Most probably this will be firmware-linux-nonfree.

# Things have to take effect in the LTSP chroot for architecture amd64.
ltsp-chroot -a amd64 apt-get update

ltsp-chroot -d -a amd64 apt-get -y -q install <package name>

# copy the new initrd to the server's tftpboot directory and update the NBD image.
ltsp-update-kernels
ltsp-update-image

As a shorter alternative -- installing all available firmware and updating the tftpboot directory -- you could execute:

/usr/share/debian-edu-config/tools/ltsp-addfirmware

17.1.1 LTSP client type selection

Each LTSP server has two ethernet interfaces: one configured in the main 10.0.0.0/8 subnet (which is shared with the main
server), and another forming a local 192.168.0.0/24 subnet (a separate subnet for each LTSP server).

On the main subnet the complete PXE menu is provided; the separate subnet for each LTSP server allows only diskless and
thin LTSP client selection.

Using the default PXE menu on the main subnet 10.0.0.0/8, a machine could be started as diskless workstation or thin
client. By default clients in the separate subnet 192.168.0.0/24 will run as diskless workstations if the amount of RAM is
sufficient. If all clients in this LTSP client subnet should run as thin clients, the following has to be done.

(1) Open the file /opt/ltsp/amd64/etc/ltsp/update-kernels.conf with an editor
and replace the line

CMDLINE_LINUX_DEFAULT="init=/sbin/init-1tsp quiet"

with

CMDLINE_LINUX_DEFAULT="init=/sbin/init-1tsp LTSP_FATCLIENT=False quiet"
(2)Execute 'ltsp-chroot -a amd64 /usr/share/ltsp/update-kernels'

(3)Execute 'ltsp-update-kernels'

(4)Execute 'ltsp-update-image'

17.2 Configuring the PXE menu

The PXE configuration is generated using the script debian-edu-pxeinstall. It allows some settings to be overridden
using the file /etc/debian-edu/pxeinstall.conf with replacement values.

17.2.1 Configuring the PXE installation

The PXE installation option is by default available to anyone able to PXE boot a machine. To password protect the PXE
installation options, a file /var/lib/tftpboot/menupassword.cfg can be created with content similar to this:

MENU PASSWD $4$NDkOOTUzNTQINTQ5$7d6KvA1VCIKRKcijtVSPfveuWPM$

The password hash should be replaced with an MD5 hash for the desired password.

The PXE installation will inherit the language, keyboard layout and mirror settings from the settings used when installing
the main-server, and the other questions will be asked during installation (profile, popcon participation, partitioning and
root password). To avoid these questions, the file /etc/debian-edu/www/debian-edu-install.dat can be modified
to provide preselected answers to debconf values. Some examples of available debconf values are already commented
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in /etc/debian-edu/www/debian-edu-install.dat. Your changes will be lost as soon as debian-edu-pxeinstall is

used to recreate the PXE-installation environment. To append debconf values to /etc/debian-edu/www/debian-edu-install.d
during recreation with debian-edu-pxeinstall, add the file /etc/debian-edu/www/debian-edu-install.dat.local

with your additional debconf values.

More information about modifying PXE installations can be found in the Installation chapter.

17.2.2 Adding a custom repository for PXE installations

For adding a custom repository add something like this to /etc/debian-edu/www/debian-edu-install.dat.local:

#add the skole projects local repository

d-i apt-setup/locall/repository string http://example.org/debian stable main <
contrib non-free

d-i apt-setup/locall/comment string Example Software Repository

d-i apt-setup/locall/source boolean true

d-i apt-setup/locall/key string http://example.org/key.asc

and then run /usr/sbin/debian-edu-pxeinstall once.

17.2.3 Changing the PXE menu on a combined (main and LTSP) server

The PXE menu allows network booting of LTSP clients, the installer and other alternatives. The file /var/1ib/tftpboot/pxelinu:
is used by default if no other file in that directory matches the client, and out of the box it is set to link to /var/1ib/tftpboot/debi:

If all clients should boot as diskless workstations instead of getting the full PXE menu, this can be implemented by changing
the symlink:

In -s /var/lib/tftpboot/debian-edu/default-diskless.cfg /var/lib/tftpboot/pxelinux.cfg/ +
default

If all clients should boot as thin clients instead, change the symlink like this:

In -s /var/lib/tftpboot/debian-edu/default-thin.cfg /var/lib/tftpboot/pxelinux.cfg/default

See also the PXELINUX documentation at http://syslinux.zytor.com/wiki/index.php/PXELINUX .

17.2.4 Separate main and LTSP server

For performance and security considerations it might be desired to set up a separate main server which doesn't act as LTSP
server.

To have Itspserver00 serve diskless workstations on the main (10.0.0.0/8) network, when the main server is not a combined
server, follow these steps:

= copy the 1tsp directory from /var/lib/tftpboot on Itspserver00 to the same directory on the main server.

= copy /var/lib/tftpboot/debian-edu/default-diskless.cfg to the same directory on the main server.

= edit /var/lib/tftpboot/debian-edu/default-diskless.cfg to use the IP address of ItspserverQ0; the following
example uses 10.0.2.10 for the IP address of Itspserver00 on the main network:
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DEFAULT 1ltsp/amd64/vmlinuz initrd=1ltsp/amd64/initrd.img nfsroot=10.0.2.10:/opt/ltsp/amd64 <+
init=/sbin/init-1tsp boot=nfs ro quiet ipappend 2

= set thesymlink in /var/1ib/tftpboot/pxelinux.cfg on the main server to point to /var/lib/tftpboot/debian-edu/defa

As an alternative, you could use 1dapvi, search for 'next server tjener’ and replace tjener with Itspserver00.

17.2.5 Use a different LTSP client network

192.168.0.0/24 is the default LTSP client network if a machine is installed using the LTSP profile. If lots of LTSP clients are
used or if different LTSP servers should serve both i386 and amd64 chroot environments the second preconfigured network
192.168.1.0/24 could be used as well. Edit the file /etc/network/interfaces and adjust the ethl settings accordingly.
Use 1dapvi or any other LDAP editor to inspect DNS and DHCP configuration.

17.2.6 Add LTSP chroot to support 32-bit-PC clients

In case LTSP server and chroot are 64-bit-PC, it is still possible to support older 32-bit systems. At least 20 GiB additional
disk space on /opt would be required.

= Run ltsp-build-client --arch amd64 to create chroot and NBD image.

= Use 1dapvi -ZD '(cn=admin)' to replace amd64 with 1386 (dhcp statements in LDAP for one dedicated network).
= Run service isc-dhcp-server restart.

= Edit /etc/debian-edu/pxeinstall.conf (set ltsparch=i386).

= Run debian-edu-pxeinstall to regenerate the PXE menu.

= Run service nbd-service restart to serve the new NBD file.

17.3 Changing network settings

The debian-edu-config package comes with a tool which helps in changing the network from 10.0.0.0/8 to something else.
Have a look at /usr/share/debian-edu-config/tools/subnet-change. It is intended for use just after installation on
the main server, to update LDAP and other files that need to be edited to change the subnet.

A Note that changing to one of the subnets already used elsewhere in Debian Edu will not work. 192.168.0.0/24 and
192.168.1.0/24 are already set up as LTSP client networks. Changing to these subnets will require manual editing of
configuration files to remove duplicate entries.

There is no easy way to change the DNS domain name. Changing it would require changes to both the LDAP structure
and several files in the main server file system. There is also no easy way to change the host and DNS name of the main
server (tjener.intern). To do so would also require changes to LDAP and files in the main-server and client file system. In
both cases the Kerberos setup would have to be changed, too.

17.4 LTSP in detail

17.4.1 LTSP client configuration in LDAP (and Its.conf)

To configure specific LTSP clients with particular features, you can add settings in LDAP or edit the file /opt/1tsp/amd64/etc/1ts
Please note that 1tsp-update-image has to be run after each change to Its.conf. The image update isn’t needed if Its.conf
is copied to the /var/lib/tftpboot/Itsp/amd64/ directory.
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A We recommend to configure clients in LDAP (and not edit 1ts. conf directly, however, configuration webforms for LTSP
are currently not available in GOsa?, you have to use a plain LDAP browser/explorer or 1dapvi), as this makes it possible
to add and/or replace LTSP servers without loosing (or having to redo) configuration.

The default values in LDAP are defined in the cn=1tspConfigDefault,ou=ltsp,dc=skole,dc=skolelinux,dc=no
LDAP object using the 1tspConfig attribute. One can also add host specific entries in LDAP.

Run man 1ts.conf to have a look at available configuration options (see /usr/share/doc/1tsp/LTSPManual.html for
detailed information about LTSP).

The default values are defined under [default]; to configure one client, specify it in terms of its MAC address or IP address
like this: [192.168.0.10].

Example: To make the thin client ltsp010 use 1280x1024 resolution, add something like this:

[192.168.0.10]

X_MODE_O = 1280x1024
X_HORZSYNC = "60-70"
X_VERTREFRESH = "59-62"

somewhere below the default settings.

To force the use of a specific xserver on an LTSP client, set the XSERVER variable. For example:

[192.168.0.11]
XSERVER = nvidia

If a thin client comes up with a black screen the use of a specific color depth might help. For example:

[192.168.0.12]
X_COLOR_DEPTH=16

Depending on what changes you make, it may be necessary to restart the client.

To use IP addresses in 1ts.conf you need to add the client MAC address to your DHCP server. Otherwise you should use
the client MAC address directly in your 1ts.conf file.

17.4.2 Force all LTSP clients to use LXDE as default desktop environment

Make sure that LXDE is installed on the LTSP server; then add these lines below [default] in "lts.conf”:

LDM_SESSION=LXDE
LDM_FORCE_SESSION=true

17.4.3 Desktop autoloader

This tool preloads the default Desktop environment (and programs of your choice). It is only useful for diskless clients. The
setup is site specific, also some technical skills are required.

= Read about it: run 1tsp-chroot cat /usr/share/doc/desktop-autoloader/README.Debian
At least two files need to be edited. Available <editor> choices are: vi, nano, mcedit.

= run ltsp-chroot <editor> /etc/cron.d/desktop-autoloader

= run ltsp-chroot <editor> /etc/default/desktop-autoloader

If the setup is complete, update the NBD image running 1tsp-update-image and test it.
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17.4.4 Load-balancing LTSP servers

17.4.4.1 Part 1

It is possible to set up the clients to connect to one of several LTSP servers for load-balancing. This is done by providing
/opt/ltsp/amd64/usr/share/ltsp/get_hosts as a script printing one or more servers for LDM to connect to. In
addition to this, each LTSP chroot needs to include the SSH host key for each of the servers.

First of all, you must choose one LTSP server to be the load-balancing server. All the clients will PXE-boot from this server
and load the Skolelinux image. After the image is loaded, LDM chooses which server to connect to by using the "get_hosts”
script. You will decide later how this is done.

The load-balancing server must be announced to the clients as the "next-server” via DHCP. As DHCP configuration is in
LDAP, modifications have to be done there. Use 1dapvi --ldap-conf -ZD '(cn=admin)' to edit the appropriate entry
in LDAP. (Enter the main server's root password at the prompt; if VISUAL isn't set, the default editor will be nano.) Search
for a line reading dhcpStatements: next-server tjener Next-server should be the IP address or hostname of the server
you chose to be the load-balancing server. If you use hostname you must have a working DNS. Remember to restart the
DHCP service.

Now you have to move your clients from the 192.168.0.0 network to the 10.0.0.0 network; attach them to the backbone
network instead of the network attached to the LTSP server's second network card. This is because when you use load-
balancing, the clients need direct access to the server chosen by LDM. If you leave your clients on the 192.168.0.0 network,
all of the clients’ traffic will go through that server before it reaches the chosen LDM server.

17.4.4.2 Part 2

Now you have to make a "get_hosts"” script which generates a list of server names for LDM to connect to. The parameter
LDM_SERVER overrides this script. In consequence, this parameter must not be defined if the get_hosts is going to be
used. The get_hosts script writes on the standard output each server IP address or host name, in random order.

Edit " /opt/Itsp/amd64/etc/Its.conf” and add something like this:

MY_SERVER_LIST = "xXXX XXXX xxxx"

Replace xxxx with either the IP addresses or hostnames of the servers as a space-separated list. Then, put the following
script in /opt/ltsp/amd64/usr/lib/1ltsp/get_hosts on the server you chose to be the load-balancing server.

#!/bin/bash
# Randomise the server list contained in MY_SERVER_LIST parameter
TMP_LIST=""
SHUFFLED_LIST=""
for i in $MY_SERVER_LIST; do
rank=$RANDOM
let "rank %= 100"
TMP_LIST="$TMP_LIST\n${rank}_ $i"
done
TMP_LIST=$(echo -e $TMP_LIST | sort)
for i in $TMP_LIST; do
SHUFFLED_LIST="$SHUFFLED_LIST $(echo $i | cut -d_ -f2)"
done
echo $SHUFFLED_LIST

17.4.4.3 Part 3

Now that you've made the "get_hosts” script, it's time to make the SSH host key for the LTSP chroots. This can be done
by making a file containing the content of /opt/ltsp/amd64/etc/ssh/ssh_known_hosts from all the LTSP servers that
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will be load-balanced. Save this file as /etc/1tsp/ssh_known_hosts.extra on all load-balanced servers. The last step is
very important because Itsp-update-sshkeys runs every time a server is booted, and /etc/ltsp/ssh_known_hosts.extra
is included if it exists.

A you save your new host file as /opt/1tsp/amd64/etc/ssh/ssh_known_hosts, it will be erased when you reboot the
server.

There are some obvious weaknesses with this setup. All clients get their image from the same server, which causes high
loads on the server if many clients are booted at the same time. Also, the clients require that server to be always available;
without it they cannot boot or get an LDM server. Therefore this setup is very dependent on one server, which isn't very
good.

Your clients should now be load-balanced!

17.4.5 Sound with LTSP clients

LTSP thin clients use networked audio to pass audio from the server to the clients.

LTSP diskless workstations handle audio locally.

17.4.6 Use printers attached to LTSP clients

= Attach the printer to the LTSP client machine (both USB and parallel port are supported).

= Configure this machine to run a printer in Its.conf (default location: /opt/ltsp/amd64/etc/1ts.conf), see the LTSP
manual /usr/share/doc/1ltsp/LTSPManual .html#printer for details.

= Configure the printer using the web interface https://www:631 on the main server; choose network printer type
AppSocket/HP JetDirect (for all printers regardless of brand or model) and set socket://<LTSP client ip>:9100
as connection URI.

17.4.7 Use NFS instead of NBD

To speed up customizing and testing an LTSP chroot NFS could be used.

# Switch from NBD --> NFS:

sed -i 's/default ltsp-NBD/default 1ltsp-NFS' /opt/ltsp/$(dpkg --print-architecture)/boot/
pxelinux.cfg/ltsp

sed -i 's/ontimeout ltsp-NBD/ontimeout ltsp-NFS/' /opt/ltsp/$(dpkg --print-architecture)/ <
boot/pxelinux.cfg/ltsp

ltsp-update-kernels

# Switch from NFS --> NBD:

ltsp-update-image

sed -i 's/default 1ltsp-NFS/default 1ltsp-NBD' /opt/ltsp/$(dpkg --print-architecture)/boot/
pxelinux.cfg/ltsp

sed -i 's/ontimeout ltsp-NFS/ontimeout 1ltsp-NBD/' /opt/ltsp/$(dpkg --print-architecture)/ ¢
boot/pxelinux.cfg/ltsp

ltsp-update-kernels
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17.4.8 Upgrading the LTSP environment

It is useful to upgrade the LTSP environment with new packages fairly often, to make sure security fixes and improvements
are made available. To upgrade, run these commands as user root on each LTSP server:

ltsp-chroot -a amd64 # this does "chroot /opt/ltsp/amd64" and more, ie it also prevents <+
daemons from being started

apt update

apt upgrade

apt full-upgrade

exit

ltsp-update-image

17.4.8.1 Installing additional software in the LTSP environment

To install additional software for an LTSP client you must perform the installation inside the chroot of the LTSP server.

ltsp-chroot -a amdé64

## optionally, edit the sources.list:
#editor /etc/apt/sources.list

apt update

apt install $new_package

exit

ltsp-update-image

17.4.9 Slow login and security

Skolelinux has added several security features on the client network preventing unauthorised superuser access, password sniff-
ing, and other tricks which may be used on a local network. One such security measure is secure login using SSH, which is the
default with LDM. This can slow down some client machines which are more than about fifteen years old, with as little as a 160
MHz processor and 32 MB RAM. Although it's not recommended, you can add a line to /opt/1tsp/amd64/etc/1lts.conf
containing:

LDM_DIRECTX=True

A Warning: The above protects initial login, but all activities after that use unencrypted networked X. Passwords (except
the initial one) will travel in cleartext over the network, as well as anything else.

Note: Since such fifteen-year-old thin clients may also have trouble running newer versions of LibreOffice and Firefox due to
pixmap caching issues, you may consider running thin clients with at least 128 MB RAM, or upgrade the hardware, which
will also give you the benefit of being able to use them as diskless workstations.

17.5 Connecting Windows machines to the network / Windows integration

17.5.1 Joining a domain

For Windows clients the Windows domain "SKOLELINUX" is available to be joined. A special service called Samba, installed
on the main server, enables Windows clients to store profiles and user data, and also authenticates the users during the
login.

A Joining a domain with a Windows client requires the steps described in the Debian Edu Buster Samba Howto.
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Windows will sync the profiles of domain users on every Windows login and logout. Depending on how much data is stored
in the profile, this could take some time. To minimise the time needed, deactivate things like local cache in browsers (you
can use the Squid proxy cache installed on the main server instead) and save files into the H: volume rather than under
"My Documents”.

17.6 Remote Desktop

17.6.1 Remote Desktop Service

Choosing the LTSP server profile or the combined server profile also installs xrdp, a package which uses the Remote Desktop
Protocol to present a graphical login to a remote client. Microsoft Windows users can connect to the LTSP server running
xrdp without installing additional software - they simply start a Remote Desktop Connection on their Windows machine and
connect.

Additionally, xrdp can connect to a VNC server or another RDP server.

Some municipalities provide a remote desktop solution so that students and teachers can access Skolelinux from their home
computer running Windows, Mac or Linux.

Xrdp comes without sound support; to compile the required modules this script could be used.

#!/bin/bash
# Script to compile / recompile xrdp PulseAudio modules.
# The caller needs to be root or a member of the sudo group.
# Also, /etc/apt/sources.list must contain a valid deb-src line.
set -e
if [[ $UID -ne O ]] ; then
if ! groups | egrep -q sudo ; then
echo "ERROR: You need to be root or a sudo group member."
exit 1

fi
fi
if ! egrep -q ~deb-src /etc/apt/sources.list ; then

echo "ERROR: Make sure /etc/apt/sources.list contains a deb-src line."

exit 1
fi
TMP=$ (mktemp -d)
PULSE_UPSTREAM_VERSION="$ (dpkg-query -W -f='${source:Upstream-Version}' pulseaudio)"
XRDP_UPSTREAM_VERSION="$(dpkg-query -W -f='${source:Upstream-Version}' xrdp)"
sudo apt -q update
# Get sources and build dependencies:
sudo apt -q install dpkg-dev
cd $TMP
apt -q source pulseaudio xrdp
sudo apt -q build-dep pulseaudio xrdp
# For pulseaudio 'configure' is all what is needed:
cd pulseaudio-$PULSE_UPSTREAM_VERSION/
./configure
# Adjust pulseaudio modules Makefile (needs absolute path)
# and build the pulseaudio modules.
cd $TMP/xrdp-$XRDP_UPSTREAM_VERSION/sesman/chansrv/pulse/
sed -i 's/"PULSE/#PULSE/' Makefile
sed -i "/#PULSE_DIR/a \
PULSE_DIR = $TMP/pulseaudio-$PULSE_UPSTREAM_VERSION" Makefile
make
# Copy modules to Pulseaudio modules directory, adjust rights.
sudo cp *.so /usr/lib/pulse-$PULSE_UPSTREAM_VERSION/modules/
sudo chmod 644 /usr/lib/pulse-$PULSE_UPSTREAM_VERSION/modules/module-xrdp*
# Restart xrdp, now with sound enabled.
sudo service xrdp restart
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17.6.2 Available Remote Desktop clients

= freerdp-x11 is installed by default and is capable of RDP and VNC.

— RDP - the easiest way to access Windows terminal server. An alternative client package is rdesktop.

— VNC client (Virtual Network Computer) gives access to Skolelinux remotely. An alternative client package is xvncviewer.

= NX graphical client gives students and teachers access to Skolelinux remotely on Windows, Mac or Linux PC. One
municipality in Norway has provided NX support to all students since 2005. They report that the solution is stable.

= Citrix ICA client HowTo to access Windows terminal server from Skolelinux.

18 Samba in Debian Edu

A\ Please read the information provided on the Samba wiki about supported Windows versions, needed registry patches
and other procedures before proceeding.

https://wiki.samba.org/index.php/Joining_a_Windows_Client_or_Server_to_a_Domain
https://wiki.samba.org/index.php/Required_Settings_for_Samba_NT4_Domains

Samba has been fully prepared for use as an NT4-style domain controller. After a machine has joined the domain, this
machine can be fully managed with GOsa2.

18.1 Getting Started

This documentation presumes that you have installed the Debian Edu main server and also a Debian Edu workstation. We
presume that you have already created some users that can login and use the Debian Edu workstation. We also presume
that you have a Windows workstation at hand, so you can test access to the Debian Edu main server from a Windows
machine.

After installation of the Debian Edu main server the Samba host \\TJENER should be visible in your Windows Network
Neighbourhood. Debian Edu's Windows domain is SKOLELINUX. Use a Windows machine (or a Linux system with
smbclient) to browse your Windows/Samba network environment.

1. START -> Run command
2. enter \\TJENER and press return

3. -> a Windows Explorer window should open and show the netlogon share on \\TJENER, and maybe printers you
already have configured for printing under Unix/Linux (CUPS queues).

18.1.1 Accessing files via Samba

Student and teacher user accounts that have been configured via GOsa? should be able to authenticate against \\ TJENER\HOMES

or \\TJENER\ <username> and access their home directories even with Windows machines not joined to the Windows
SKOLELINUX domain.

1. START -> Run command
enter \\TJENER\HOMES or \\TJENER\ <username> and press return

enter your login credentials (username, password) in the authentication dialog window that appears

> N

-> a Windows Explorer window should open and show files and folders in your Debian Edu home directory.

By default only the [homes] and the [netlogon] shares are exported; further share examples for students and teachers can
be found in /etc/samba/smb-debian-edu.conf on your Debian Edu main server.



http://wiki.debian.org/DebianEdu/HowTo/CitrixApps
https://wiki.samba.org/index.php/Joining_a_Windows_Client_or_Server_to_a_Domain
https://wiki.samba.org/index.php/Required_Settings_for_Samba_NT4_Domains
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18.2 Domain Membership

To use Samba on TJENER as a domain controller, your network’s Windows workstations have to join the SKOLELINUX
domain provided by the Debian Edu main server.

The first thing you have to do is to enable the SKOLELINUX\Administrator account. This account is not intended for
day-to-day usage; its current main purpose is to add Windows machines to the SKOLELINUX domain. To enable this
account log on to TJENER as the first user (created during main server installation) and run this command:

= $ sudo smbpasswd -e Administrator

The password of SKOLELINUX\Administrator has been preconfigured during the main server's installation. Please use the
system's root account when authenticating as SKOLELINUX\ Administrator.

Once you are done with your administrative work make sure to disable the SKOLELINUX\Administrator account again:

= $ sudo smbpasswd -d Administrator

18.2.1 Windows hostname
Make sure your Windows machine has the name that you want to use in the SKOLELINUX domain. If not, rename it first

(and then reboot). The NetBIOS host name of the Windows machine will later on be used in GOsa? and cannot be changed
there (without breaking the domain membership for this machine).

18.3 First Domain Logon

Debian Edu ships some logon scripts that pre-configure the Windows user profile on first logon. When logging on to a
Windows workstation that has joined the SKOLELINUX domain for the first time the following tasks are run:

1. copy the user's Firefox profile to a separate location and register that with Mozilla Firefox on Windows
2. set up Web-Proxy and start page in Firefox
3. set up Web-Proxy and start page in IE

4. add a MyHome icon to the Desktop that points to drive H: and opens Windows Explorer on double-click

Other tasks are run on every logon. For further information on this, please refer to the /etc/samba/netlogon folder on
your Debian Edu main server.

19 HowTos for teaching and learning

All Debian packages mentioned in this section can be installed by running apt install <package> (as root).

19.1 Teaching Programming

stable/education-development is a meta package depending on a lot of programming tools. Please note that almost 2 GiB
of disk space is needed if this package is installed. For more details (maybe to install only a few packages), see the Debian
Edu Development packages page.



https://packages.debian.org/stable/education-development
https://blends.debian.org/edu/tasks/development
https://blends.debian.org/edu/tasks/development
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19.2 Monitoring pupils

A Warning: make sure you know the status of the laws about monitoring and restricting computer users' activities in your
jurisdiction.

Some schools use control tools like Epoptes to supervise their students. See also: Epoptes Homepage.

To get full Epoptes support, these steps are required.

# Run on a combi server (and on each additional ltsp server):

apt update

apt install epoptes

ltsp-chroot -m --arch amd64 apt update

ltsp-chroot -m --arch amd64 apt install epoptes-client

ltsp-chroot -m --arch amd64 apt install ssvnc

ltsp-chroot -m --arch amd64 sed -i 's/test -f/#test -f/' /etc/init.d/epoptes-client
ltsp-chroot -m --arch amd64 sed -i 's/grep -qgs/#grep -qs/' /etc/init.d/epoptes-client
# If diskspace matters, use 'ltsp-update-image -n' instead.

ltsp-update-image

19.3 Restricting pupils’ network access

Some schools use Squidguard or Dansguardian to restrict Internet access.

20 HowTos for users

20.1 {E4=5%5

Every user should change her or his password by using GOsa2. To do so, just use a browser and go to https://www/gosa/.

Using GOsa? to change the password ensures that passwords for Kerberos (krbPrincipalKey), LDAP (userPassword) and
Samba (sambaNTPassword and sambalLMPassword) are the same.

Changing passwords using PAM is working also at the GDM login prompt, but this will only update the Kerberos password,
and not the Samba and GOsa? (LDAP) password. So after you changed your password at the login prompt, you really
should also change it using GOsa?.

20.2 Java

20.2.1 BTN Java MFIERF

Standalone Java applications are supported out of the box by the OpenJDK Java runtime.

20.3 {EAHEFHRT

All users can send and receive mails within the internal network; certificates are provided to allow TLS secured connections.
To allow mail outside the internal network, the administrator needs to configure the mailserver exim4 to suit the local
situation, starting with dpkg-reconfigure exim4-config.

Every user who wants to use Thunderbird needs to configure it as follows. For a user with username jdoe the internal email
address is jdoe@postoffice.intern.



https://packages.debian.org/stable/epoptes
http://www.epoptes.org
https://packages.debian.org/stable/squidguard
https://packages.debian.org/stable/dansguardian
mailto:jdoe@postoffice.intern
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20.3.1 Thunderbird

= /3% Thunderbird

= Click 'Skip this and use my existing email’

= Enter your email address

= Don't enter your password as Kerberos single sign on will be used
= Click 'Continue’

= For both IMAP and SMTP the settings should be 'STARTTLS' and 'Kerberos/GSSAPI’; adjust if not detected auto-
matically

= Click 'Done’

20.3.2 Obtaining a Kerberos ticket to read email on diskless workstations

If working on a diskless workstation, you don't have a Kerberos TGT by default. To get one, click the credentials button in
the system tray. Enter your password and the ticket will be granted.

20.4 Volume control

On thin clients, pavucontrol or alsamixer (but not kmix) can be used to change audio volume.

On other machines (workstations, LTSP servers, and diskless workstations), kmix or alsamixer can be used.

21 Ta@k

21.1 X STk

Currently there are local teams in Norway, Germany, the region of Extremadura in Spain, Taiwan and France. "Isolated"
contributors and users exist in Greece, the Netherlands, Japan and elsewhere.
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22 %%

22.1 ETFLENZF
22.1.1 in English

= http://wiki.debian.org/DebianEdu
= https://lists.skolelinux.org/listinfo/admin-discuss - support mailing list

= F#debian-edu on irc.debian.org - IRC channel, mostly development related; do not expect real time support even though
it frequently happens '

22.1.2 in Norwegian

= https://lists.skolelinux.org/listinfo/bruker - support mailing list

= https://lists.skolelinux.org/listinfo/linuxiskolen - mailing list for the development member organisation
in Norway (FRISK)

= #skolelinux on irc.debian.org - IRC channel to support Norwegian users
22.1.3 in German

= http://lists.debian.org/debian-edu-german - support mailing list
= https://www.skolelinux.de - official German representation
= #skolelinux.de on irc.debian.org - IRC channel to support German users

22.1.4 in French

= http://lists.debian.org/debian-edu-french - support mailing list

22.2 TARH

Lists of companies providing professional support are available from http://wiki.debian.org/DebianEdu/Help/Professionall

23 New features in Debian Edu Buster

23.1 New features for Debian Edu 104+edu0 Codename Buster
23.1.1 Installation changes

= New version of debian-installer from Debian Buster, see its installation manual for more details.
= New artwork based on the futurePrototype theme, the default artwork for Debian 10 Buster.
= New default desktop environment Xfce (replacing KDE).

= New CFEngine configuration management (replacing unmaintained package cfengine2 with cfengine3); this is a major
change, for details see the official CFEngine documentation.

= The architecture of the LTSP chroot now defaults to the server one.



http://wiki.debian.org/DebianEdu
https://lists.skolelinux.org/listinfo/admin-discuss
https://lists.skolelinux.org/listinfo/bruker
https://lists.skolelinux.org/listinfo/linuxiskolen
http://lists.debian.org/debian-edu-german
https://www.skolelinux.de
http://lists.debian.org/debian-edu-french
http://wiki.debian.org/DebianEdu/Help/ProfessionalHelp
http://www.debian.org/releases/buster/installmanual
https://wiki.debian.org/DebianArt/Themes/futurePrototype
https://docs.cfengine.com
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23.1.2 Software updates

= Everything which is new in Debian 10 Buster, eg:

— Linux kernel 4.19

— Desktop environments KDE Plasma Workspace 5.14, GNOME 3.22, Xfce 4.12, LXDE 0.53, MATE 1.20
— Firefox 60.4 ESR and Chromium 72.0

— LibreOffice 6.1

— Educational toolbox GCompris 0.95

— Music creator Rosegarden 18.12

— GOsa 2.74

— LTSP 5.18

— Debian Buster includes more than 57000 packages available for installation.

— More information about Debian 10 Buster is provided in the release notes and the installation manual.

23.1.3 Documentation and translation updates

= Translation updates for the templates used in the installer. These templates are now available in 76 languages, of which
31 are fully translated. The profile choice page is available in 29 languages, of which 19 are fully translated.

= The Debian Edu Buster Manual is fully translated to German, Italian, Dutch, Norwegian Bokmal and Japanese.

— Partly translated versions exist for French, Danish, Polish, Spanish, Simplified Chinese and Ukranian.

23.1.4 Other changes compared to the previous release

= The USB ISO image can be used for offline installations again.

= New school level related meta-packages education-preschool, education-primaryschool, education-secondaryschool and
education-highschool are available. None of them is installed by default.

= Some packages rather belonging to preschool or primaryschool level (like gcompris-qt, childsplay, tuxpaint or tuxmath)
are no longer installed by default.

= Site specific modular installation. It is now possible to install only those educational packages that are actually wanted.
See the installation chapter for more information.

= Site specific multi-language support. See the Desktop chapter for more information.

= LXQt 0.14 is offered as a new choice for the desktop environment.

= New GOsa?-Plugin Password Management.

= Unusable options have been removed from the GOsa? web interface.

= New netgroup available to exclude systems belonging to the shut-down-at-night-hosts netgroup from being woken up.
= New tool Standardskriver (Default printer). See the Administration chapter for more information.

= New tool Desktop-autoloader. It allows performance improvements for LTSP diskless clients. See the NetworkClients
chapter for more information.

= Improved TLS/SSL support inside the internal network. A RootCA certificate is used to sign server certificates and user
home directories are configured to accept it at account creation time; besides Firefox ESR, also Chromium and Konqueror
can now use HTTPS without the need to allow insecure connections.



http://www.debian.org/releases/buster/releasenotes
http://www.debian.org/releases/buster/installmanual
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= Kerberized ssh. A password isn't needed anymore for connections inside the internal network; root needs to run kinit
first to enable it.

= Kerberized NFS. It is now possible to use more secure home directory access, see the Administration chapter for more
information.

= Added configuration file /etc/debian-edu/pxeinstall.conf with examples to make site specific changes easier.

= Added configuration file /etc/1tsp/ltsp-build-client.conf with examples to make site specific changes easier.

= With X2Go server now available in Debian, the related packages are now installed on all systems with Profile LTSP-Server.
= Support for running Java applets in the Firefox ESR browser has been dropped upstream.

= Support for nonfree flash has been dropped from the Firefox ESR browser. We have also decided to drop the free but
unmaintained gnash implementation.

23.1.5 Known issues

= see the Debian Edu Buster status page.
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The Bokmal translation is copyrighted by Petter Reinholdtsen (2007, 2012, 2014, 2015, 2016, 2017, 2018), Havard Korsvoll
(2007-2009), Tore Skogly (2008), Ole-Anders Andreassen (2010), Jan Roar Rgd (2010), Ole-Erik Yrvin (2014, 2016, 2017),
Ingrid Yrvin (2014, 2015, 2016, 2017), Hans Arthur Kielland Aanesen (2014), Knut Yrvin (2014), FourFire Le'bard (2014),
Stefan Mitchell-Lauridsen (2014), Ragnar Wislgff (2014) and Allan Nordhgy (2018) and is released under the GPL v2 or
any later version.

The German translation is copyrighted by Holger Levsen (2007), Patrick Winnertz (2007), Ralf Gesellensetter (2007, 2009),
Roland F. Teichert (2007, 2008, 2009), Jirgen Leibner (2007, 2009, 2011, 2014), Ludger Sicking (2008, 2010), Kai
Hatje (2008), Kurt Gramlich (2009), Franziska Teichert (2009), Philipp Hibner (2009), Andreas Mundt (2009, 2010) and
Wolfgang Schweer (2012, 2013, 2014, 2015, 2016, 2017, 2018) and is released under the GPL v2 or any later version.

The Italian translation is copyrighted by Claudio Carboncini (2007, 2008, 2009, 2010, 2011, 2012, 2013, 2014, 2015, 2016,
2017, 2018) and Beatrice Torracca (2013, 2014) and is released under the GPL v2 or any later version.

The French translation is copyrighted by Christophe Masson (2008), Olivier Vitrat (2010), Cédric Boutillier (2012, 2013,
2014, 2015), Jean-Paul Guilloneau (2012), David Prévot (2012), Thomas Vincent (2012) and the French 110n team (2009,
2010, 2012) and is released under the GPL v2 or any later version.
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The Danish translation is copyrighted by Joe Hansen (2012, 2013, 2014, 2015, 2016) and is released under the GPL v2 or
any later version.

The Dutch translation is copyrighted by Frans Spiesschaert (2014, 2015, 2016, 2017, 2018) and is released under the GPL
v2 or any later version.

The Japanese translation is copyrighted by victory (2016, 2017) and is released under the GPL v2 or any later version.

The Polish translation is copyrighted by Stanistaw Krukowski (2016, 2017) and is released under the GPL v2 or any later
version.

The Simplified Chinese translation is copyrighted by Ma Yong (2016, 2017), Boyuan Yang (2017) and Roy Zhang (2017)
and is released under the GPL v2 or any later version.

26 ASHIENE

AXEHEHEFEMEIE, BEXAE, AFiE, AXE, F=18, BEARERIEUNREENRE. FERNTENEIS
&, R=IBMEEPXEE, XERCWRINZMNELL,

26.1 W{ATERIRAS A

26.1.1 Translate using PO files

B2 BHRREITE —#, A XEMERFICRE PO XEBE X T X—FRIWEZEEFTLATE /usr/share/doc/debian-edu-d
PR, Git BF (ITX) hEgX—XG., MREBEMIENIEAXIEEZSH language specific conventions,

To commit your translations you need to be a member of the Salsa project debian-edu.

Then check out the debian-edu-doc source using ssh access: git clone git@salsa.debian.org:debian-edu/debian-edu-d

MRARBEMENE, NFEM Git EHLHXXH (ZIRFIAERFHITH ), HRRIMEX debian-edu-doc A EHIHIR
FHt £ PO XHFEIE IR S, BSERSHAUFRERHERIA,

AIUANTHS (FELRK git REEBRIF) EREW debian-edu-doc JRICHE:
= git clone https://salsa.debian.org/debian-edu/debian-edu-doc.git

IREYR4E documentation/debian-edu-buster/debian-edu-buster-manual.$CC. po X (R{RIYIB ESREER
$CC)H, BIFZ TERTUARSITEIE; HIBIUER lokalize,

ARENERRRZZAE Git (ANBEIRFEMEIIR ) {1z & IXZAEIHiRR S,
£ debian-edu-doc BRAERAN T < B ERABEIA:

= git pull

[%)1% /usr/share/doc/debian-edu-doc/README.debian-edu-buster-manual-translations 3R T @A GBI —MNXEIR LB
KIESHIHT PO X, FIANFIEHRENE,

BEBX—FMNEALRT, BACEZFFEMSE" FIXME" HF/HFH,

Basic information about Salsa (the host where our Git repository is located) and Git is available at https://wiki.debian.
org/Salsa.

MR Git AFAE, ERAT W Git $BFF;, B—ERNBEELCREMN, HrIRFEE & gitk KEBMRMHL Git BIFR
EO



https://jenkins.debian.net/userContent/debian-edu-doc/
https://wiki.debian.org/DebianEdu/Contribute/Translation/Conventions
http://bugs.debian.org/debian-edu-doc
http://bugs.debian.org
https://wiki.debian.org/Salsa
https://wiki.debian.org/Salsa
http://git-scm.com/book
http://git-scm.com/book/en/Git-Basics-Recording-Changes-to-the-Repository
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26.1.2 {FH web N HETELENZ

HUIBSIHELRRTE BT Weblate KEJIE EZEE S https://hosted.weblate.org/projects/debian-edu-documenta:
debian-edu-buster/,

BIRE ST E)E,

27 Appendix A - The GNU General Public License

Note to translators: there is no need to translate the GPL license text.
Translations are available at https://www.gnu.org/licenses/old-licenses/gpl-2.0-
translations.html.

27.1 Debian Edu 10+edu0 %14 Buster B9

Copyright (C) 2007-2018 Holger Levsen < holger@layer-acht.org > and others, see the Copyright chapter for the full list of
copyright owners.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public License
as published by the Free Software Foundation; either version 2 of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied
warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General Public License for
more details.

You should have received a copy of the GNU General Public License along with this program; if not, write to the Free
Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA.

27.2 GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc. 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

27.3 TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying it
may be distributed under the terms of this General Public License. The "Program”, below, refers to any such program or

work, and a "work based on the Program” means either the Program or any derivative work under copyright law: that is to

say, a work containing the Program or a portion of it, either verbatim or with modifications and/or translated into another
language. (Hereinafter, translation is included without limitation in the term "modification”.) Each licensee is addressed as
you™.

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope. The
act of running the Program is not restricted, and the output from the Program is covered only if its contents constitute a
work based on the Program (independent of having been made by running the Program). Whether that is true depends on
what the Program does.

1. You may copy and distribute verbatim copies of the Program'’s source code as you receive it, in any medium, provided
that you conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer of warranty;
keep intact all the notices that refer to this License and to the absence of any warranty; and give any other recipients of
the Program a copy of this License along with the Program.



https://hosted.weblate.org/projects/debian-edu-documentation/debian-edu-buster/
https://hosted.weblate.org/projects/debian-edu-documentation/debian-edu-buster/
mailto:holger@layer-acht.org
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You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in
exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program,
and copy and distribute such modifications or work under the terms of Section 1 above, provided that you also meet all of
these conditions:

= a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of any
change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the
Program or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this License.

c) If the modified program normally reads commands interactively when run, you must cause it, when started running
for such interactive use in the most ordinary way, to print or display an announcement including an appropriate copyright
notice and a notice that there is no warranty (or else, saying that you provide a warranty) and that users may redistribute
the program under these conditions, and telling the user how to view a copy of this License. (Exception: if the Program
itself is interactive but does not normally print such an announcement, your work based on the Program is not required
to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the
Program, and can be reasonably considered independent and separate works in themselves, then this License, and its terms,
do not apply to those sections when you distribute them as separate works. But when you distribute the same sections as
part of a whole which is a work based on the Program, the distribution of the whole must be on the terms of this License,
whose permissions for other licensees extend to the entire whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the
intent is to exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based on the
Program) on a volume of a storage or distribution medium does not bring the other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form
under the terms of Sections 1 and 2 above provided that you also do one of the following:

= a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more than your
cost of physically performing source distribution, a complete machine-readable copy of the corresponding source code,
to be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

c) Accompany it with the information you received as to the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial distribution and only if you received the program in object code or executable
form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an executable work,
complete source code means all the source code for all modules it contains, plus any associated interface definition files,
plus the scripts used to control compilation and installation of the executable. However, as a special exception, the source
code distributed need not include anything that is normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same place counts as distribution of the source code, even though third
parties are not compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License. Any
attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically terminate your rights
under this License. However, parties who have received copies, or rights, from you under this License will not have their
licenses terminated so long as such parties remain in full compliance.
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5. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission
to modify or distribute the Program or its derivative works. These actions are prohibited by law if you do not accept
this License. Therefore, by modifying or distributing the Program (or any work based on the Program), you indicate your
acceptance of this License to do so, and all its terms and conditions for copying, distributing or modifying the Program or
works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives a
license from the original licensor to copy, distribute or modify the Program subject to these terms and conditions. You
may not impose any further restrictions on the recipients’ exercise of the rights granted herein. You are not responsible for
enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited
to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from the conditions of this License. If you cannot distribute so as to
satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all. For example, if a patent license would not permit royalty-free redistribution of the
Program by all those who receive copies directly or indirectly through you, then the only way you could satisfy both it and
this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the section
is intended to apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity
of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution system,
which is implemented by public license practices. Many people have made generous contributions to the wide range of
software distributed through that system in reliance on consistent application of that system; it is up to the author/donor
to decide if he or she is willing to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Program under this License may add an explicit geographical
distribution limitation excluding those countries, so that distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time to
time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems or
concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License which
applies to it and "any later version”, you have the option of following the terms and conditions either of that version or
of any later version published by the Free Software Foundation. If the Program does not specify a version number of this
License, you may choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different,
write to the author to ask for permission. For software which is copyrighted by the Free Software Foundation, write to
the Free Software Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of
preserving the free status of all derivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM,
TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE
COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS”" WITHOUT WARRANTY OF
ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY
AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT
HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED
ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSE-
QUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT
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LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR
THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

28 Appendix B - no Debian Edu Live CD/DVDs for Buster yet
A\ Debian Edu Live CD/DVDs for Buster are not available at the moment.

28.1 Features of the Standalone image

= XFCE desktop
= All packages from the Standalone profile

= All packages from the laptop task

28.2 Features of the Workstation image

= XFCE desktop
= All packages from the Workstation profile

= All packages from the laptop task

28.3 Activating translations and regional support

To activate a specific translation, boot using locale=11_CC.UTF-8 as a boot option, where II_CC.UTF-8 is the locale
name you want. To activate a given keyboard layout, use the keyb=KB option where KB is the desired keyboard layout.
Here is a list of commonly used locale codes:

Language (Region) Locale value Keyboard layout
Norwegian Bokmal nb_NO.UTF-8 no

Norwegian Nynorsk nn_NO.UTF-8 no

German de_DE.UTF-8 de

French (France) fr_FR.UTF-8 fr

Greek (Greece) el_GR.UTF-8 el

Japanese ja_JP.UTF-8 jp

Northern Sami (Norway) se_NO no(smi)

A complete list of locale codes is available in /usr/share/i18n/SUPPORTED, but only the UTF-8 locales are supported
by the live images. Not all locales have translations installed, though. The keyboard layout names can be found in
/usr/share/keymaps/i386/.
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28.4 Stuff to know

= The password for the user is "user”; root has no password set.

28.5 Known issues with the image

« A\ There are no images yet

28.6 Download

The image would be (but currently isn't) available via FTP, HTTP or rsync from £tp.skolelinux.org under cd-buster-live/.

29 Appendix C - Features in older releases

29.1 New features for Debian Edu 94+edu0 Codename Stretch released 2017-06-17
29.1.1 Installation changes

» YFRE Debian Stretch BIFTAR debian-installer, B AT SIE L ZEF,
= The "Thin-Client-Server” profile has been renamed to "LTSP-Server” profile.

= New artwork based on the "soft Waves” theme, the default artwork for Debian 9 Stretch.

29.1.2 Software updates

= Everything which was new in Debian 9 Stretch, eg:

— Linux kernel 4.9

— Desktop environments KDE Plasma Workspace 5.8, GNOME 3.22, Xfce 4.12, LXDE 0.99.2, MATE 1.16
x KDE Plasma Workspace is installed by default; to choose one of the others see this manual.

— Firefox 45.9 ESR and Chromium 59
* |ceweasel has been re-renamed to Firefox!

— lcedove has been re-renamed to Thunderbird and is now installed by default.

— LibreOffice 5.2.6

— Educational toolbox GCompris 15.10

— Music creator Rosegarden 16.06

— GOsa 2.7.4

— LTSP 55.9

— Debian Stretch includes more than 50000 packages available for installation.

— More information about Debian 9 Stretch is provided in the release notes and the installation manual.

29.1.3 Documentation and translation updates

= Translation updates for the templates used in the installer. These templates are now available in 29 languages.

= The Debian Edu Stretch Manual is fully translated to German, French, ltalian, Danish, Dutch, Norwegian Bokmal and
Japanese. The Japanese translation was newly added for Stretch.

— Partly translated versions exist for Spanish, Polish and Simplified Chinese.



ftp://ftp.skolelinux.org/cd-buster-live/
http://ftp.skolelinux.org/cd-buster-live/
http://www.debian.org/releases/stretch/installmanual
https://wiki.debian.org/DebianArt/Themes/softWaves
http://www.debian.org/releases/stretch/releasenotes
http://www.debian.org/releases/stretch/installmanual
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29.1.4 Other changes compared to the previous release

= [cinga replaces Nagios as monitoring tool.
= kde-spectacle replaces ksnapshot as screenshot tool.
= The free flash player gnash is back again.

= Plymouth is installed and activated by default, except for the 'Main Server’ and 'Minimal’ profiles; pressing ESC allows
to view boot and shutdown messages.

= Upon upgrade from Jessie the LDAP data base has to be adjusted. The sudoHost value 'tjener’ has to be replaced with
"tjener.intern’ using GOsa? or an LDAP editor.

= The 32-bit PC support (known as the Debian architecture i386) now no longer covers a plain i586 processor. The new
baseline is the 1686, although some i586 processors (e.g. the "AMD Geode") will remain supported.

= Debian 9 enables unattended upgrades (for security updates) by default for new installations. This might cause a delay
of about 15 minutes if a system with a low uptime value is powered off.

= LTSP now uses NBD instead of NFS for the root filesystem. After each single change to an LTSP chroot, the related
NBD image must be regenerated (1tsp-update-image) for the changes to take effect.

= Concurrent logins of the same user on LTSP server and LTSP thin client are no longer allowed.

29.2 New features for Debian Edu 84+edu0 Codename Jessie released 2016-07-02

= read the release announcement on www.debian.org: Debian Edu / Skolelinux Jessie —a complete Linux solution for your
school.

29.2.1 Installation changes

= New version of debian-installer from Debian Jessie, see installation manual for more details.

29.2.2 Software updates

= Everything which is new in Debian 8 Jessie, eg:

— Linux kernel 3.16.x

— Desktop environments KDE Plasma Workspace 4.11.13, GNOME 3.14, Xfce 4.10, LXDE 0.5.6
* new optional desktop environment: MATE 1.8
x KDE Plasma Workspace is installed by default; to choose one of the others see this manual.

— the browsers Iceweasel 31 ESR and Chromium 41

— LibreOffice 4.3.3

— Educational toolbox GCompris 14.12

— Music creator Rosegarden 14.02

— GOsa 2.7.4

- LTSP 5.5.4

— new boot framework: systemd. More information is available in the Debian systemd wiki page and in thesystemd
manual.

— Debian Jessie includes about 42000 packages available for installation.

— More information about Debian 8 Jessie is provided in the release notes and the installation manual.



https://www.debian.org/News/2016/20160702.en.html
https://www.debian.org/News/2016/20160702.en.html
http://www.debian.org/releases/jessie/installmanual
https://wiki.debian.org/systemd
http://www.freedesktop.org/wiki/Software/systemd/
http://www.freedesktop.org/wiki/Software/systemd/
http://www.debian.org/releases/jessie/releasenotes
http://www.debian.org/releases/jessie/installmanual
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29.2.3 Documentation and translation updates

= Translation updates for the templates used in the installer. These templates are now available in 29 languages.
= Two manual translations have been completed: Dutch and Norwegian Bokmal.

= The Debian Edu Jessie Manual is fully translated to German, French, Italian, Danish, Dutch and Norwegian Bokmal. A
partly translated version exists for Spanish.

29.2.4 Other changes compared to the previous release

= squid: Shutdown and reboot of the main server takes longer than before due to a new default setting shutdown_lifetime
30 seconds. As an example the delay could be set to 10 seconds by appending the line shutdown_lifetime 10
seconds to /etc/squid3/squid. conf.

= ssh: The root user is no longer allowed to login via SSH with password. The old default PermitRootLogin yes has
been replaced with PermitRootLogin without-password, so ssh-keys will still work.

» slbackup-php: To be able to use the slbackup-php site (which uses root logins via ssh), PermitRootLogin yes has to
be set temporarily in /etc/ssh/sshd_config.

= sugar: As the Sugar desktop was removed from Debian Jessie, it is also not available in Debian Edu jessie.

29.3 New features in Debian Edu 7.14+edu0 Codename Wheezy released 2013-09-28

29.3.1 User visible changes

= Updated artwork and new Debian Edu / Skolelinux logo, visible during installation, in the login screen and as desktop
wallpaper.

29.3.2 Installation changes

= New version of debian-installer from Debian Wheezy, see installation manual for more details.

» The DVD image was dropped, instead we added a USB flash drive / Blu-ray disc image, which behaves like the DVD
image, but is too big to fit on a DVD.

29.3.3 Software updates

= Everything which is new in Debian Wheezy 7.1, eg:

— Linux kernel 3.2.x

— Desktop environments KDE "Plasma” 4.8.4, GNOME 3.4, Xfce 4.8.6, and LXDE 0.5.5 (KDE "Plasma" is installed by
default; to choose GNOME, Xfce or LXDE: see manual.)

— Web browser Iceweasel 17 ESR

— LibreOffice 3.5.4

- LTSP 5.4.2

— GOsa 2.7.4

— CUPS print system 1.5.3

— Educational toolbox GCompris 12.01
— Music creator Rosegarden 12.04

— Image editor Gimp 2.8.2

— Virtual universe Celestia 1.6.1



http://www.debian.org/releases/wheezy/installmanual

Debian Edu / Skolelinux Buster 10+edu0 Manual 2019-01-20 67 / 68

Virtual stargazer Stellarium 0.11.3

Scratch visual programming environment 1.4.0.6

New version of debian-installer from Debian Wheezy, see installation manual for more details.

Debian Wheezy includes about 37000 packages available for installation.

More information about Debian Wheezy 7.1 is provided in the release notes and the installation manual.

29.3.4 Documentation and translation updates

= Translation updates for the templates used in the installer. These templates are now available in 29 languages.

= The Debian Edu Wheezy Manual is fully translated to German, French, ltalian and Danish. Partly translated versions
exist for Norwegian Bokmal and Spanish.

29.3.5 LDAP related changes

= Slight changes to some objects and acls to have more types to choose from when adding systems in GOsa. Now systems
can be of type server, workstation, printer, terminal or netdevice.

29.3.6 Other changes

= New Xfce desktop task.
= LTSP diskless workstations run without any configuration.

= On the dedicated client network of LTSP servers (default 192.168.0.0/24), machines run by default as diskless worksta-
tions if they are powerful enough.

» GOsa gui: Now some options that seemed to be available, but are non functional, are greyed out (or are not clickable).
Some tabs are completely hidden to the end user, others even to the GOsa admin.

29.3.7 Known issues

= Using KDE "Plasma” on standalone and roaming workstations, at least Konqueror, Chromium and Step sometimes fail
to work out-of-the box when the machines are used outside the backbone network, proxy use is required to use the other
network but no wpad.dat information is found. Workaround: Use Iceweasel or configure the proxy manually.

20.4 |BRRAEMIAEER

The following Debian Edu releases were made further in the past:

= Debian Edu 6.0.7+r1 {5 "Squeeze”, &#TF 2013-03-03,

= Debian Edu 6.0.44-r0 {$B"Squeeze”, &#HF 2012-03-11,

= Debian Edu 5.0.6+edul XS "Lenny”, &#HF 2010-10-05,

= Debian Edu 5.0.44-edu0 {5 Lenny”, &%TF 2010-02-08,

= Debian Edu "3.0r1 Terra”, &#F 2007-12-05,

= Debian Edu "3.0r0 Terra” &#5F 2007-07-22, BEFE#TF 2007-04-08 9 Debian 4.0 Etch,
= Debian Edu 2.0, &#F 2006-03-14, EF 2005-06-06 % #i#YJ Debian 3.1 Sarge,

= Debian Edu "1.0 Venus” &#F 2004-06-20, EF 2002-07-19 & HHI Debian 3.0 Woodys,

A complete and detailed overview about older releases is contained in Appendix C of the Jessie manual; or see the related
release manuals on the release manuals page.



http://www.debian.org/releases/wheezy/installmanual
http://www.debian.org/releases/wheezy/releasenotes
http://www.debian.org/releases/wheezy/installmanual
https://wiki.debian.org/DebianEdu/Documentation/Jessie/AppendixC
https://wiki.debian.org/DebianEdu/Documentation
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29.4.1 XTIHRITHRFHWESER

FIHRITHRAMEKIEZSEEPTBATE http://developer.skolelinux.no/info/cdbygging/news.html ¥%Z,



http://developer.skolelinux.no/info/cdbygging/news.html
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