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HERRLYTE

A3ET YN N fER bash(1) shell ai L FRYBZE A UREHRER.
# <A root WKFIB{THIEGRS>
$ <MEBAFKFIETHGS>

XL shell RARFX S TFAERMKS, HTENENE, EAFMRP shell RAFHEXMNIMEEERIZER “PS1="\3$""
M “ps2=' ', XEFLMBERINFRAFERL shell BRFREFTESTE,

=
EE

SIL7E bash(l) RPIIMREEE “sPs1” F1 “$Ps2” MR,

ERZREERANITHRIE, FRFEDHER, W “7E shell PRABSFHRG, BA Enter 1,7

RIS EMMERAERBE - RIAEIE, FEXRRNAESERR, JEEIERERIEANEY " f7the”, E
MBI B S — N RENEEFRIEE, ERVENNEGSHERNEREAT 0", BEATRIESIEERE
R, XENEREIMAEREN TIEXEHEERRIJENERE, XERIEETEFSHINEEANEIRAT
FHAEN.

=z
B

IR EEEANHOBMT AL, RIELEXFEANSRE,

EXAEERS| ANG S FETHENG | SEERMFTEINIFAETIRG, #M& aptitude safe-upgrade”,
EXAESERS| ArRBRE XX A BIEBNG | SIEL R TEMN FERHAITIRG, #M&K deb-src”,

BHEMETHEMERESANFMIETE (FIiEk), BITFVFEHAITIRE, & bash(l), FEANIEMEX @I
AT @RS RIZIFES.
$ man 1 bash

manpage SEFTFYVFARFEIES 27K manpage TET S, Y sources.list(5), RIXIRET BN N aSRIXENEEED

B/

$ man 5 sources.list

info page UMW S Z ERFTFHFMAKITE, 91 info make, EIVfRETHEALTHESHKKIEBHIER,

$ info make

XHBRE NG| SIERRMITEMN FRHITIRE, FK"/etc/passwd”, WFEEXMH, {RAILAEHA TGS RIK
NENER.

$ sensible-pager "/etc/passwd”

B R BEHANE| SIER R TEIN FARHITIFE, &K /etc/apt”, RAIUBATIMHESRKAEERHIAR,
$ mc "/etc/apt/”

REBBIREBITEMNFERIEITIRE, &K vim, FETUBATIINGSRANENESR.

$ dpkg -L vim
$ apt-cache show vim
$ aptitude show vim

— AN AT REBIE X BRIERENME, YR BNE | SIERRMITEIN FAHITIRE, &~ /usr/share/doc/base
#0” /usr/share/doc/base-passwd/users-and-groups.html”, 2&iL EIURL, #i{&https://www.debian.org,
{RETABIT A R 5 an <RI A,
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$ zcat "/usr/share/doc/base-passwd/users-and-groups.txt.gz” | sensible-pager
$ sensible-browser "/usr/share/doc/base-passwd/users-and-groups.html”
$ sensible-browser "https://www.debian.org”

BT ERANE | SEERMITEINFREITIFE, FFE"$” B4R, MK STERM”, {REICAMA TG SRKIKNE
OEEIIER

$ echo "$TERM”

popcon ;RITE

popcon HUIRH AREMLEE T NENRITE. EHYTEHATEJ 2018-07-01 15:49:36 UTC, 818 T #8id 169839 N
HHEIEREEF 28 NEMIFILEL 197277 NRE.

EE
EEE amd64 RF2E (unstable ) IRMIEEESR R B E 551 59509 R4 E, popcon FUBRESFZ IHAG TR
H

A “V:" FFSkRR “votes” B9 popcon FETTE SRR “1000 * ( HENEITEE PC _ERIELRY popcon 323X ) / (E B popcon
B,
A “I.” FERR “LREH” B popcon BETEARI “1000 * ( HETLEAE PC LHIEHY popeon 1B ) / (AH

popcon £3% ),

xR

RITETELL popcon FUEARMM AN BNEZHMNAENEE, BIFSEAZIUEMAE TR, 6, 857 1TEE
LR RZTIEER S “/bin” B R, EHIMRHMES “noatime” EIMARF RGMHEE, IHENAKZFRME
BT “1&ZE (vote )’ INEE,

REFBRN

WEBM K/ NBIERHRBTHENENENESE, EETF “apt-cache show” 5 “aptitude show” %< (H
FITE amd64 ZEMMIARIATERR ) IREM “BE XN, IREMA/NENMR KiB ( Kibibyte= 7R 1024 Bytes FYE I ),

3
BANE—MNRENSTRERTRAME “TRE RNELR—MENE, COSATRUXFNEENS, 2
RREMIOE, ENDEETRTERSE—1 .

=z
B

BRNEHERE"(Y)" RI\Z MR BEENZER AP RREFEIER TSR MERA PRI B R NRENR,

LAAXIEIRE Bug

WMRIRE MA@ B, 5EA reportbug(1) [ debian-reference MREEEIRE bug, IS IRASTEAT
RIBGHERIY, BER7diff -u” B87E bug IREEME,
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— LN FERERREE

XBLHNHAFN—LIREER:

- SNIRRVEE
- FERBFHUBHINE2ER
* KISS (fR¥FERMB/MNIN)
- NEERAPIILEIRIT (overengineering )
- FiERR BB
- F—FHRERTEREEN
- RTFM ( iZFM5ES
- fEo)[a) A, SEESEM EBR
- HARWMEER root FIBHE, FAARZEER root
- NEHRELITERHBEEIRRA
« REBANEFRNIERRIGES
(AR ETREEMZAE ) FEREEEENR
 FEMRKIERATAYIE LY 2 BIARZE X ] root shell
- BERESFERARBMNGR (USB BHE. BIIXEF)

—LENHERAENSIS

M Debian BB RRKE)—LBEEI3, HAERTUBPHERESR.

« “IXR2 Unix, BAMREBHEBZERBIIRED,” --- Miquel van Smoorenburg <miquels at cistron.nl>
- “Unix RBAP KRR EXMUGEREREMAIKR,” - Tollef Fog Heen <tollef at add.no>

HEERBERNE Unix B2 7|1 T —LE&BIIES,



https://zh.wikipedia.org/wiki/KISS原则
https://zh.wikipedia.org/wiki/RTFM
https://en.wikipedia.org/wiki/Unix_philosophy
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Chapter 1

GNU/Linux 72

BIARZES]) — PN ENRSE, MEFESI—THIMNE, ERABENXEREENN, BMRYABCES], »THEER
RS, RIFMAR—EEAER,

Debian GNU/Linux & 38 KAVIRIT KRB UnixiZ2ER R, — N SHPSESHIRER S, FUINFEST X LEEH K
Unix #1 GNU/Linux BYAE{1HE,

AIELEEE Unix BIXH, AERZME T GNU/Linux X414, ZH#MKIFRTRIFSEANES,

xR
WRIREEFIZE Unix RAPERT—ENENGSITIR, R EfEETXMXEPFHRE, BFIEeHM
—NSCAL S 56 A0 ] B,

1.1 =HIaEM

1.1.1 shell R%

EmzgzE, MRFRERR X BORXAMEREER (FlZ1 gdm3), WBAMHUSBENFHERRE. RIRIRE
EHBA foo, MARRRERMFHU TR,

foo login:

MBMRERT — GUI 15, 190 GNOME % KDE, IBAfREENS A Ctl-Alt-F1 #AERERE, BRE @
Alt-F7 [BE] GUI ﬂ-iﬁ. (BSFBEBESHTIXE 1.1.6 T ),

EERRRNT, FAARNAFR, fl30 penguin, ARKROEZER, & TFREAFNEZEDHBERZLFRE,

B
81{E Unix {648, Debian A TFTHAFSNBREANSHEN., AFIBEH/ISFBEM. - AFKSE
BETEMEFTAR, FIMIAFKSH root AP A adduser(8) BIE,

RGLURIFIE”/etc/motd” FAIRE{EE ( Message Of The Day ) KA 18, ERER— N LRRT,

Debian GNU/Linux jessie/sid foo ttyil

foo login: penguin

Password:

Last login: Mon Sep 23 19:36:44 JST 2013 on tty3

Linux snoopy 3.11-1-amd64 #1 SMP Debian 3.11.6-2 (2013-11-01) x86_64



https://www.debian.org
https://zh.wikipedia.org/wiki/GNU
https://zh.wikipedia.org/wiki/Linux
https://zh.wikipedia.org/wiki/Unix
https://zh.wikipedia.org/wiki/Multi-user
https://zh.wikipedia.org/wiki/Computer_multitasking
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/X_Window_System
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/KDE
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The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
foo:~$

IMEE, {RELTE shell T, shell BRAT{REIER S,

1.1.2 X R4 T8 shell #/RAF

WRMBRTHERREE R X Window System, FIIETFELRZ Debian FiEE “KEIME" FFERGNOME #Y
gdm3, MAMGERNAZGERERARRERAE. BAGHNEAFPENERUERIENAFKS, FH Tab #
(BkER ) TR RNER 2 ERE), the] MERRIRESD.

E7E X BO TR shell BRTF, MRABN— x LiniRIIZEFER, 140 gnome-terminal(1), rxvt(1) 5% xterm(1), 7E
GNOME REIMET, RRIMRE “‘NARE" - “MiE” - “Kin" RITHLIR,

RERJAE T FEME 1.1.6 TET,

FHE-EEEAL (9 fluxbox) THE, AIERLBHEMNABRBEAL, IREZMERL, A TohEREFFEHE
EReRRERE,

1.1.3 root K/
root WPt FFVERB R PSS, FEXANKE, (REEBEIT TENRASIEIS,

- 1% BHMERARZE LBUEMXH, RERENRIXAHER
< RERG LEMXAIRBEEFINER

- RERS LA P RIE

- RAPFEREREFAKS

FEBRAXFI8Y root Mk, ER(RIEEF I FERIER.

or:

FRAEMEMAHE root 3.

ES =N

—ANX (BIEEHIEE, W CD-ROM %, XL} Debian RARIRER R — XM ) FIMRPRFIBES S 2 IE root
AP ERSIARE, BAEXMERLT, £ root kP —MRIERTFE, EIEWMIIRRRTIENIZEN R
FRAVAFAEMMRRHITSENRE (BUE 1.23 W),

1.1.4 root shell 2R
XEBEFHLERMAETILRTERA root BB 53%13 root A9 shell IR,

« EFNRENERRERNT, BAroot FARFRER,



https://zh.wikipedia.org/wiki/Shell_(computing)
https://zh.wikipedia.org/wiki/X_Window_System
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Superuser
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- 7£ GNOME SEIMET & F “MARE" - “BifE” - “Root &,
. FEEEAPN shell BRETHA “su -17,

- BRERE LEA PR,
. FEEBAPH shell BRETHA “su”,

- XRFRFHIIAFPHN—EIMRIRE,

1.1.5 GUI R4EIETHE

MRFHNERAXELEEESNNEENARAAEIETR, ReIUE X LintEieE (140 gnome-terminal(1), rxvt(1) 3%
xterm(1) ) A root B9 shell IR7RFF FEHE, EWE 1.1.4 TFIE 7.85 15,

R A
=25

=

KIEAEBERRERE (FI20 gdm3(1) ) BIRRAF FHA root R{EA root kP BE1 X B R/IFIEEEE,

==
25

KIEAEAERRKBIEZH X Window Fiz{TAREEMIETE GUI 27, EAETRESERRE X FR.

1.1.6 EHIZEHIE

TEZRINEY Debian REEH, B 6 NEIIREIZE VTI00FFFESIE, STLLERE Linux EH _E/R5 shell, BRIE(RLET GUI
WET, SWRATURRETE Alt #8F F1—F6 Z—MREEMERIGEINR, B 1FHEFHGERITRIE
FEMK P H R Z APIE, X2 AFMERAHAR Unix B985, BREZS LR,

WMRIRAETF X Window R4 H, {RETLAEIE Ctrl-Alt-F1 BEIEFEHEHS 1, UMERRZRTAE ctrl 8, &£
Alt f#®F0 F1 B, {REIMUIRT Alt-F7 E1Z] X Window System, E—RIZITEREIMZEFIE 7,

R ] LAEARSITIHRE S — P EIIEGIE, flantlHmIEsE 1.
# chvt 1

1.1.7 EFRUGSITRRN

ESITHA Ctrl-D, ENEBETAM-Ctr1-88F0 d-$8, BIRIXA shell ;&5), MRFELTFERFIZHE, RIE
SRMEEERERIT. REXLEFHIFER “control D” FHTAEFE, RHAAREEIRE shift-#, Ctrl-D thebAfE
5J9 AD, K&, REIURAN" exit” BHEFS1T.

WMRAROLT x LIARINER () H, FRJBAMERXNXRA x LimiREEE .,

1.1.8 EMXFRSA

MBEMEMAINRRERL 1, Debian BT AFHRVEFRIEHITXHEEURSERE, EILERREZT 2
AARMFBEEINRNITE, BIDFATFPIRIEERGSARERERZ RN, WRRAEVERESTA, B
LRNMIRHRSENRAZRERR. (BN, FA]EFEEXRNLREZERERB/LDH, )

TEESAFPEIRAT, TUERRSITRARS.



https://zh.wikipedia.org/wiki/VT100
https://zh.wikipedia.org/wiki/缓存
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# shutdown -h now

TEBEAFPRIT, AIUERGLITRARSL,

# poweroff -i -f

B4, IR “/etc/inittab” HEE “ca:12345:ctrlaltdel:/sbin/shutdown -t1 -a -h now”, B4
{RRJBAIE T Ctrl-Alt-Delete (ERH#RTFZE Ctrl #. &£ Alt #7%0 Delete) Kx#l, BN inittab(5) FKENE S
MW,

S5 696 T,

119 RE—MNEREESA

T —WLIBREMNE (I “cat< THHIXHE >") E, BFRAKIE, REUEGSITEA “reset”, {RulgEXi%
ERELBIRAANGS, FEAILAEA “clear” KEHR,

1.1.10 EBiINFIFHRIEIIMNRAGE

REELFEFIREMER Debian RFR/NLZREIRM TEAR Unix IN8E, EWFHFMES, (£ apt-get(8) BxR—LE
ETFNLRMEGE LT curses 3AFE (FI120 me # vim) KIER— M NEBEHER.

# apt-get update

# apt-get install mc vim sudo

MRFELZLRTRXERAFE, MLAASHEMWRGERELR,

RER MITE Ky | 1%BAH

mc V:65, 1:239 1434 | XABANEREXEEES

sudo V:473,1:730 | 3578 | B/EBRAFETEN root NFRRITERR

vim V:118,1:400 | 2668 }#iim)x XA Vi B9 » TAERD s (A0
vim-tiny V:62, 1:967 1265 };ini)x XAYREERR Vi iERR, — I EFR RPN ARERS (FBE
emacs25 V:13, 1:21 19264 | GNU ITE /) Emacs, =7 Lisp B9 & X AZmiE es

w3m V:114,1:528 | 2303 | M ANEDHY A ZEMN 5 25

gpm V:12, 1:20 497 XAEFE Unix [NERIRENEE DL (5T50)

Table 1.1: BB AEXIZFEIIFR

iR LS AR, hE—MFNER,
(REIAE FENS SRR L,

# apt-get install package_name

1.1.11 ZENSNEFKS

WMREAERIRECHNERF KA REIT FTENGSIRIE, RATUERTENANEE-NMEIRPKE, ik,
SIB—MAFRR fish BIKS,

# adduser fish



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
http://packages.qa.debian.org/m/mc.html
http://packages.debian.org/sid/sudo
http://qa.debian.org/popcon-graph.php?packages=sudo
http://packages.qa.debian.org/s/sudo.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/vim-tiny
http://qa.debian.org/popcon-graph.php?packages=vim-tiny
http://packages.qa.debian.org/v/vim-tiny.html
http://packages.debian.org/sid/emacs25
http://qa.debian.org/popcon-graph.php?packages=emacs25
http://packages.qa.debian.org/e/emacs25.html
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
http://packages.qa.debian.org/g/gpm.html
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REE TE KAV | AR

doc-debian 1:855 166 Debian INE X5, (Debian & Ila]& ) FIEENXS
debian-policy I.75 5339 | Debian REEFMFIERX IS
developers-refergnce 1304 | Debian FEEESTTHAES

maint-guide L4 986 Debian FeEIFEFMN

debian-history | L1 5034 | Debian NE[ASE

debian-faq 1:846 1277 | Debian & Dia]&R

Table 1.2: R EUE B HHTIR

[B1 & Fr A o),
XFRE—NER fish IS, FERESITME, RAINERTENGSHRITAFPKSHENBrRERR,

# deluser --remove-home fish

1.1.12 sudo fi2E

FERE B A TR, FIIEITEZICAEM EFSRE Debian R4, EHE ERMACE sudo(8) RENIFHFAF
(IR penguin) RFBARFZGMIE root ZHLFEERISEE SR,

# echo ”"penguin ALL=(ALL) ALL” >> /etc/sudoers

#, FICMER TGS EIRTENAF (FISNAF penguin) THEZMEFKSEIERNR,
# echo ”"penguin ALL=(ALL) NOPASSWD:ALL"” >> /etc/sudoers

XERISHFEEN S AP TFEPARNME—RPER.

e
AP TEERAEREHNEERP RS, BACASRESFENAALZLME.,

@ VYIS
FELEdfBFH, BF penguin HEBRIKSER root kS 2B [E 2 HIRF,

AV
@ EEMBELT, EEANREE FIRLENN TEMEITRAEEEISHA. KZAZILFHQABITHRERE
BRIIERBIBIREITEIR (FIGNLE FAIINER ), FRIEMATIRE T IR B X HRIEES,

IR
AT WZREVIREFE R IRINPR, (R iZEEERARREHRRIGE, MAREL sudo(8) RKfER root X
FR.

=
FEEHREAREZMECE, sudo(8) IR F—IMHEAZ LMHE AP BRWEENRMAHEE root ZiE, X
A AFBMNESNEERMWENHITRIEER, RAINTHRIZEMT 4, 5—7H, Re]ENMMEMABTXEN
*XBEO



http://packages.debian.org/sid/doc-debian
http://qa.debian.org/popcon-graph.php?packages=doc-debian
http://packages.qa.debian.org/d/doc-debian.html
http://packages.debian.org/sid/debian-policy
http://qa.debian.org/popcon-graph.php?packages=debian-policy
http://packages.qa.debian.org/d/debian-policy.html
http://packages.debian.org/sid/developers-reference
http://qa.debian.org/popcon-graph.php?packages=developers-reference
http://packages.qa.debian.org/d/developers-reference.html
http://packages.debian.org/sid/maint-guide
http://qa.debian.org/popcon-graph.php?packages=maint-guide
http://packages.qa.debian.org/m/maint-guide.html
http://packages.debian.org/sid/debian-history
http://qa.debian.org/popcon-graph.php?packages=debian-history
http://packages.qa.debian.org/d/debian-history.html
http://packages.debian.org/sid/debian-faq
http://qa.debian.org/popcon-graph.php?packages=debian-faq
http://packages.qa.debian.org/d/debian-faq.html
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1.1.13 #F AT

IMEIRBLERIFE Debian RELATLT, REMRERAIEFNAFPKSHAZE XL,

XRZRE 7 Debian 48 (BMERRMING R ) RIREIE SHIXAENRRPILLISNA PN R EEMMIR, SR, AIEEHA
BE-LERATUMNA, EXO0XERFMANMIZFIEX—T, MNEZEFIE Debian REF,

BAMERATEMNAD, 1B Debian RAELE— 2K Unix RLERES],
< % 1.2 T ESMHE)
813 T (EERR)
14 75 (BEXAR)
% 1.5 75 (shell #1l)

% 1.6 W (XELERN)

#

1.2 3 Unix XZR%

£ GNU/Linux FIEfhE UnixiRER AR, XEHRARKZBRF, MEMXAIERHREN “/" HROEXHHE,
HEMZERAMRMELEXHRE, EBERME RN, BERE2EELT R,

XEHIE R UDBES NMRER, mount(8) BFIEEMRE EHEINXGRAMEBRERNXMAHN £, Bk
&9, umount(8) ILEA/RIE, ERITHI Linux A%E, mount(8) LS E A B] LUE S8 — B8 2 48 E 2 55 5B
W7, EAJUIEXHRFEHADHEZN, B, NRE. SAREIHEN, NENXGRRSFFIEREDT AT

f£/usr/share/doc/linux-doc-*/Documentation/filesystems/#%%|,

Unix R4 LB R, FLEHMAE LMXHR, BRFER, EEF Unix RFE L, RENBN[EOME, Fa0
‘AT, BRE-AXHURE, HEMBRAHNEAEAN. XENTF Windows KiIER—MERIIM S,

1.2.1 Unix XAE/M
THR—LE Unix SXEER,

« XHEBR KAXKNER, thEiH, "MYFILE” #1"MyFile” RRREBI 4,
- REREREXMGZRZNIR, EREMHR /7, FEEER root AFMRBER “/root” BIET.

- BAERBE-NEF, EAUNESEEFEERT /T MIMIFS, RERZNMH. EMRBFRE /7 (HFE “#
%" =% “RER") FAHETERESGS.

« BB RBREE—NEMEXHR, BWYXHR, HiER, RINFLAHLNZINEZTAMEIAENE K.
X=ANKRIERE X,

- FIBMLREXHR “/" BRAE, #EAESMERIAXGEZEE—N /7 -1 Y7 RRIEBR, H
fthey “/" BTHRBENTFER. ERFAREMAL, BLMGRXENEM, XEIFTESSAER, A TEXN
2REXEBIERBIF: “/usr/share/keytables/us.map.gz”, ~id, AITEIEEMNES “us.map.gz” &
HMIEAXMHGAE.

- RERBRSHDX, B “/etc/” # “/usr/”, FEFERMKANEESHFER, HIW “/etc/init.d/”
“/usr/local/”, XERIUE “BRH", FEIME—MERNXEHZBRMN “/" ZIEMIBEIENDEZ (—1X
) MER—RIRE, MERIAMIKEERN, HFRER—MESMBEREAN “KE" ®MI—1E, X
AMEUERER (/7)) Bt FERBERAR, FE-FBRERERT —IXM4TENEL, HEBEWRKRZMAE b
FAE, MARKRER, MEZEICH/ER “. /" EAKER. IMRNERERTAEMEURRNES, NDE
RSN,



https://www.debian.org/doc/manuals/securing-debian-howto/
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_file
https://zh.wikipedia.org/wiki/Directory_(file_systems)
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CHF-AMERE RBE-ABENERBEEERYMNAMES. XRE FRT11, CPIM,OpenVMS,MS-
DOS,Amiga0S, b B MIERE) Windows, XERBEE— M EEAET —MIEBF, trc:\", (REWLL, %
AREWREES A TVERSENESNXSRAN—B5. 558 122 B, )

JED=

SAMFAIUNEXHFBHRERTENFRERENS, EREXGRATIFME—MIEE. RIFBRER L
STTEESRRABXNFR, (L=, SR, RITMF, MECHHEARFF {3 () [ 17 7\ / ><|
;o #HeN Y % 0 S MRMBEE-ITXSERFNGR, LRFIEREFN A, EFAFM T RIZL. (Ra]E
NMBEEANEFEAE, XWXEIEGEE, LLUIXF LikeThis”. KR FEMN Linux AFSBEFEXGERRE

Rz,

=z
EE

XANroot” BIBEBETRN BB F root” X KRR IRB R (root) . NiXIRIE L T XHATEEMAE.

=
B

#i7 path MIRTEZSEREX MR, WAJERTHLERNIZEZ. BEBREFEASNEREFEET L FRAH.

[

ot
f

*TFXEBERNREIFMEEREG R LR RIRE (?/usr /share/doc/debian-policy/fhs/fhs-2.3. txt.gz”
#0 hier (7). fREIZIBEMU TR —LEATEE R FRZEIINTR.

EES EBE3EEES

/ RER

/etc/ AG LRI EXF
/var/log/ ABPEXHF

/home/ FrEEENAEFNEAFER

Table 1.3: EERRIAIRY|R

1.2.2 XHERGIRNREN

R82 UNIX RERIELE, Debian GNU/ Linux B R AREVIERBEFERSENMENEMFERE L, SEMG
RENRE, IEHIEFIZESEOLIHEBRUA—NWARNENE “/ dev /7 TH.

XM BR. REE (—MAENMEFEHZRURNTIE ) 5 Debian GNU/Linux Z 48 ERIYIIRIR EEE — U
inodefVEURLER, AT HEXEN, GIIMBENAF (EE) EBTHA, Rie—XinEE, FF, BR8
RABRREXGRAEPHEERRKIET Unix, MK Linux AZMWBXNMBRHAIT TR, HE, EEEXITEN
LIEFEIBTTHI#IZRE BE A ME XX R A HELE,

XATHYPIESLARFAEERZN A —FMRERIEFERYN, BAXATRNAEFNGSHTFS T2 AEMNIREHITE

HERE, EETNEYBIHEIISITHENSRXAB ABIBERIERZEIEITHEI
®’R

NRAFBARBIXAMFIVIELAR Z BN N KRR, NHSHEIT mount(8).

1.2.3 XHEZRFENE
# Unix R RIS R A PRMTE XA = RS MM AL,



https://zh.wikipedia.org/wiki/RT-11
https://zh.wikipedia.org/wiki/CP/M
https://zh.wikipedia.org/wiki/OpenVMS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/AmigaOS
https://zh.wikipedia.org/wiki/Microsoft_Windows
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/File_system_permissions
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- BEXNMAHARF (u)
« ENXHEFBEMEMAF (g)
- FTEERIAF (o), EHFRA “WR" 1 “FAEAN"

WX R, SN NMARRRTF T 5UENE,

« 7% (r) MERAFBEEREXHHIAR.
- 75 (w) NRAFAMBEEEIXXERE,
« ATRAT (x) BRRAFABEEEXHSM— N RLEIT,

WFEFRI, BNNENRRTFTFIIENE,

« \liE (r) RRAFAEETIHBERANAE,
- A]5 (w) RERAVFREERMEMER B X EmAIHF,
« ATRIT (x) RERAVFFIBEE VIR B RENXH,

EXE, —MNERWATMITRRERERANAFIEERENXE, ERAFERMITNEN, FIaA/NFIEIRETE,
Is(1) BFERXEGFBERMNRER (B2 ). HEfTHHE “-17 @&, ERRETEINFERTIES.

- XHER (F—IMFH)

o XEEHIBIERER (9 NER, =AEMAR—ARBREF, A, EtMNIRFRTR)

o BERREISTFRIREREREEN

- XIEFTEENAFRA

« XANXMHFTERIER

- UFF (FT) ARMIXMGRN

« XHRIBEAFNET[E] ( mtime )

- XHHWEF

5 BB
EiE
kS
TSHEE
FHRETR
RIRETR
iER=A- P
EETF

B

N|IT|T|IO|HQ!

Table 1.4: “1s -1" #HAIE—NFHIIR

chown(1) AT root i FPAECISXAFRIFRE &, chgrp(1) AT XHARIFTBEEEL root MK P IECYSXAFFTERYZE, chmod(1) AT
XFHIFTBEEL root Mk AL FNSIHA REVIGIEIINFR, BIF—1 foo XHMIEARIEEIMT,

# chown <newowner> foo
# chgrp <newgroup> foo
# chmod [ugoa][+-=][rwxXst][,...] foo

fgn, fReRICARRBBFEE—NERWMILAF foo A, HHEL4AE bar,
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# cd /some/location/
# chown -R foo:bar .
# chmod -R ug+rwX,o=rX .

B =/ NE A IREINPRAL,

+ Set-User-ID(SUID) i (s 8% S E#AFH x)
+ Set-Group-ID(SGID) {iI (s 2% S B HM x )
o METEAL (¢ T BREMBFIX)

R “1s -1" WXLMAHHEXEFE, NWRRAXLHE FTEMRITURIRE,

L[—NEITXHIRE Set-User-ID (i ¥ — AP UM B S/ ID @ TIXANETITXE (130 root B3/ ), EMUHY,
LB—ANEHITXHRE T Set-Group-ID (G A — NP A AFFIELER) ID iE1T1&3fF. (FI40 root 4B ), HATFIXLE
REFTEESHET NG, RETIAFTANMREZRINEE,

E—NBERLEIRE “Set-Group-ID” F#TF 3 BSD WXL, FIBEEEREEEIZMXMHIEETERAENA.

L—NERIRE “WR" BRIPFZERANXERREFREEZNI—TAPRHR, ATRP—AER “/tmp” X
HBAREHEHISHER FTXHERETNEE, MEERRAISNR, ERLEMEBRIREMNFL, SN, &
XA R] AR AN E AT B R B SNRE A~ B S — R R8I .

XEB— BB ARREIF,
$ 1s -1 /etc/passwd /etc/shadow /dev/ppp /usr/sbin/exim4

Crw------ T 1 root root 108, 0 Oct 16 20:57 /dev/ppp
-rw-r--r-- 1 root root 2761 Aug 30 10:38 /etc/passwd
-rW-r----- 1 root shadow 1695 Aug 30 10:38 /etc/shadow

-rwsr-xr-x 1 root root 973824 Sep 23 20:04 /usr/sbin/exim4
$ 1s -1d /tmp /var/tmp /usr/local /var/mail /usr/src
drwxrwxrwt 14 root root 20480 Oct 16 21:25 /tmp

drwxrwsr-x 10 root staff 4096 Sep 29 22:50 /usr/local
drwxr-xr-x 10 root root 4096 Oct 11 00:28 /usr/src
drwxrwsr-x 2 root mail 4096 Oct 15 21:40 /var/mail
drwxrwxrwt 3 root root 4096 Oct 16 21:20 /var/tmp

chmod(1) B 5 —MEERIURMIRSIFNPR, XFHRFRIVER 3 2 4 61/ \i#EH (KR 8) B

S tFR
CEARERF Set-User-ID (=4), Set-Group-ID (=2) 0 ¥G78 1L (=1) Z 1
B_ABF FFPRYRIE (=4), A1 5 (=2) # "FTHAT (=1) BPRZAN
=y e HAPRE £
BIARFAL HitFAFXRRE £

Table 1.5: chmod(1) S XA NPEAVEFIE

RITEERRE XL EAEER, MRMFIE “1s -1" HSWHAEILE] (2-10), BRAUITHE (KA 2) RRXHE
FOARPBR (“-" &AL 0, “rwx” /AL 1), fREIZFICIEMARFENENRRE 3 TN AR \HFIRE,

I FIGIF

$ touch foo bar

$ chmod u=rw,go=r foo

$ chmod 644 bar

$ 1s -1 foo bar

-rw-r--r-- 1 penguin penguin 0 Oct 16 21:39 bar
-rw-r--r-- 1 penguin penguin 0 Oct 16 21:35 foo



https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
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R’
INRIFF/EL shell IAHRIFE “Ls -1" BRMER, MEEFEAEXGS, W test(l), stat(1) F readlink(1),
shell RE&H<S, W “[” 3% “test”, FIRetiFEl,

1.2.4 EHIFTEXXAFINER: umask

24X PRIG R A ZIFT S 4 52 shell AE &< umask HIFREI, S0 dash(1), bash(l), FMIREFZ (7).
(XHPR) = (BERAIXENPR) & ~(umask 1H)

umask 8 I EXBE RIS Bi%
0022 -rwW-r--r-- -FWXr-Xr-Xx NErEARFe S
0002 rW-rw-r-- - FWXTWXT - X MBS

Table 1.6: umask &4l

Debian 2KIAMERBAFFAALE (UPG ), BY—NMAPRNARZHEHEESEIE— UPG, UPG MBRFMEEEN
BFER, IMEFRXAN UPG HE—m A, BNENEFPEBBEECHFAANEZE, 1B umask iIRER 0002 TBIFE
ZE2T, (EEL Unix TR, IBFBEEERFIRER—MU users FEARIEEE WML, EXMIBEAT, BF
ZLEEL umask i85 0022 E—MFEE)

B
BITE “umask 002" BA ~/.bashrc 3X&FTH UPG,

1.2.5 —(ARAFHIER (48)

AT EEANFRNAR—MIERF, IMNEFPEEBTER “sudo vigr” 448 /etc/group LAR{ER “sudo vigr
-s” Y48 /etc/gshadow R HIZEMIRL R, MEEETHZEEHER (BT “exec newgrp” ) U/ZAFHIIAR
%O

==
%, {RAILABERIIN—1T “auth optional pam_group.so” %] “/etc/pam.d/common-auth” CAKRERE
“/etc/security/group.conf”, EEESMIILIREMNSHMBLEIE, (B0RE 4 &,)

£ Debian ZEH, EHRERH XA, WRMEN— AP UIE)FELEIREHILE, 190 CD-ROM # USB ic
1218, (REZEEXAF N AHERERIRL S,

—LEZRZNARRRHUVARIFEMANEER root RERIGERIELEAFEMXAHFIRE,

125K

REEET dialout AAEEERR B AFIMIAR ILSIEEMTS, Z% BME root AP /etc/ppp/peers/”
FHSEESANRTREXEEXHNE, MREEBET dip A, MATUNIERIAS IP REEIIPLEZETNS L,
EERANGSITLIEEE pppd(8). pon(l) LA poff(1),

RLEZNHARRUIARTFENIIMRANTE root MREITHENGS.

HASRIREMAPFIANTEIIR, S0 H base-passwd BIRHAY“/usr/share/doc/base-passwd/users-and-gro
, HEihRAR “Arfa”,

BPRIERFZENEIESS, S0 passwd(5), group(5), shadow(5), newgrp(1), vipw(8), vigr(8), LA pam_group(8),
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g B 0] X AFFIR = RO HE AR

dialout REREERMBREORO (“/dev/ttys[0-3]7)

dip BIEMIARIED, eIEZZEERRS IP &k

cdrom CD-ROM, DVD+/-RW IREIES

audio HINRE

video WImE&E

scanner ESE TV

adm AGEIEHE

staff —ERTYREEIFHER: /usr/local”, “/home”
Table 1.7: XFXHARIMHARZRIRHEIERLEIITR

¢H BIEEES

sudo B ENTRZERIETT sudo

Ipadmin RITRSUNITENVIEEERM, Bk, BERITENN

Table 1.8: ZERMHRARMA THERSBITHAIR

1.2.6 BE)&
GNU/Linux X {48 =#h3ERIaY0 (8] B,

Sl BX ([AEL Unix UENX)
mtime XEERETE] (Is -1)

ctime NXHIRASIERETE] (1s -1c)
atime X HFREHIAEFIEE (Is -1u)

Table 1.9: Bfja) @2 B151FK

=z
B

ctime ~NEXHLIEAT 8],

=z
EE

atime 7£ GNU/Linux &%t FHESLERTREFIAE £ Unix BIE X BFIAREL,

- BEAXH, BRREEXEGFER mtime, ctime, 7] atime B4,
« NEXHFHIFMBEERENR, FoXTXHH ctime #] atime EE,
« FE[A S LR Unix RERF, ZE— PN XEFFIRE XA atime BT,

< E—AXH, BIREXXHAY atime B 7 GNU/Linux RE L, JINEKEEEXHRAER “strictatime” S
FRHBRT.

« 9N1R GNU/Linux RAMX G RFEEA relatime” Iz, F—IRIEXH, HEMERIEXXG, BT ZXEHR
atime B, (M Linux 2.6.30 FFIAHIZRIATT )

* W3R GNU/Linux RAMIHRFEEMR noatime” H#H, ME—IHE, FRETXNHAH) atime B,

ES=

ATHIEENERIZRPEBRAXGERAIIZEE, FIE T noatime” Fl'relatime” X MINEFIXI, WfE
FT strictatime” EIN, BNEEBEAINEHISIRIEE(LIEEE atime BHEXNMERNMEIE(E, {ER atime Bt
BRT mbox(5) XHLAIMNIEL BEI, 1F1E1EE mount(8),
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{£F touch(1) AR LHECR EFAE RIS [B1BL,

WFEHEE, 1s dniih FERAEIERIBXE (“fr_FR.UTF-8") 5IB8IXIE (“C”) RE,

$ LANG=fr_FR.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0@ oct. 16 21:35 foo

$ LANG=C 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo

SEE 025 FATY “1s -1” Hi,

1.2.7 s

BRMAEE X “foo” HHER—NEIIXMGE “bar’,

. FEREEE
- W BXHGES B
- “1n foo bar”
 fFSHEHEEL symlink
- BEBFERE B — N ERER X G

- “1ln -s foo bar”

BEATHEARA, rmGaLERPEZRNHTCNAMBIER,

$ umask 002

$ echo ”"0Original Content” > 1 foo

$ 1s -1i foo

1449840 -rw-rw-r-- 1 penguin penguin
$ 1n foo bar # TEHERE

$ 1n -s foo baz # TF=htHE

$ 1s -1i foo bar baz

1449840 -rw-rw-r-- 2 penguin penguin
1450180 lrwxrwxrwx 1 penguin penguin
1449840 -rw-rw-r-- 2 penguin penguin
$ rm foo

$ echo ”"New Content” > 3 foo

$ 1s -1i foo bar baz

1449840 -rw-rw-r-- 1 penguin penguin
1450180 lrwxrwxrwx 1 penguin penguin
1450183 -rw-rw-r-- 1 penguin penguin
$ cat bar

Original Content

$ cat baz

New Content

17

17

17

17

12

Oct

Oct
Oct
Oct

Oct
Oct
Oct

16

16
16
16

16
16
16

21:

21:
21:
21:

21:
21:
21:

42

42
a7
42

42
a7
48

foo

bar
baz
foo

bar
baz
foo

-> 2 foo

-> 4 foo

BHHERIAER — N XERAREE, HHARE— inode S, B Is(1) & “-1" EHERAL.
HEEERBXERE “ruxrwxrwx” BIXHEAEMRER, W EEGIFAR, SFREVBEXISEIRERE EREEX Gt

W,

( : ) I\Ey
PRAEREIFEEFIIER, SWAZCE—IEHR

AJRESBX R AERZ IV TIRIEIL,

=3

=

PBEEHEEERINFERE. FSENEEAS



https://zh.wikipedia.org/wiki/Hard_link
https://zh.wikipedia.org/wiki/Symbolic_link
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IR
BEERANSHHZILERRSRESE, RIHFE—MPIEHEREEE.

7 BREBEITHRENESR, EIEMHTEZERMEELM 2 AR, .7 BREEIRXER, BIERMEHER
FEEFEYF B RAYEIZMIEM,

NRARRI I Windows iT#F Linux, {RRRIFER Unix AN S FHERR T Windows RMEIER “REFR" BZS4
BILRITE), ATEREXHARATKIN, NATEERHEXHRRIEXFZEINXR, ERERIMERL, X
BENMRELEN,

1.2.8 mBEEE (F#HEL)

mREER—MREE MM, RIEATRE TG, ENB—IRER, FILt, E#WMH FIFO, BIE#HEE: R
NEEXIREREEZNFRBERAS —IRTER,

MR =M GHRBEBEHITEANRE, EANIREASKLL, BEEEANERNEERRIZELR, BT
L2 BERPIMEEUNLE, EENXK/NMEERT, EANFHNE, CEREBEREMMNTE, B shell BHM” 1] 271F
EINEE—HE, AT, —BEERTEM, IMMNHERMAINAVER—a5<2iT, EERAER—MAFET, BER
UNIX By — M EER MBI,

I FAGF

$ cd; mkfifo mypipe

$ echo "hello” >mypipe & # REIE&BIBIT

[1] 8022

$ 1s -1 mypipe

prw-rw-r-- 1 penguin penguin O Oct 16 21:49 mypipe
$ cat mypipe

hello

[1]+ Done echo "hello” >mypipe
$ 1s mypipe

mypipe

$ rm mypipe

1.2.9 EiEF

EEFWHZNBATHEMEBRNIEBES, BUIBEMIRERAZEAE, SEMTHRAEE (FIFO) FAAIFHIEZBEE
AETENZEHITEERR, WTFEETF, XEHEAZTEER—MNEET, BAFERR— M REFEMTFHIE
ERHIEEIEE (IPC) H— 1T a, EENRGITESBENELEEREDENZE, RENNEHE BBRNERE
F i UNIX iEEF .,

"R
Bid"netstat -an” LA URAENEERREEZITH THRLEERT,

1.2.10 E&XH

REXUHBEAFHYIEREMEMRSE, NEE EFX. BTRRE #E2 EMREN-—IFFRESNSE, B

“/dev/console” iR,

RERIERMEL,
- PHRE

- BRE—ANFA



https://zh.wikipedia.org/wiki/Named_pipe
https://zh.wikipedia.org/wiki/Inter-process_communication
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Unix_domain_socket
https://zh.wikipedia.org/wiki/Device_file
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N febr &pe

MERET—AIFED
- MEE, BO--

i;&-LXEE
BT E AR IT-R, #HITiAIE
- — MRS —ANFH
- MIERE---
R NEERIZE G, REZXERIEE S THEIBUE, REERHT/AIEMRIELDE, AXHEARKIE, BiF]

CAFSBAE ML REMFIEIEAPE, LEO, fRRTIAR XA HSAITEINIRE “/dev/1p0”, HEFEHBIAGSREIEE
FIERO “/dev/ttyse”, BR, MRIFXLIZEE /DT, BNFRIRESH—IARIME, FUEREID.

R
EHLEIFTEIN, £/ Ip(1),

REBMTREEINETHIT 1s(1) B2, WTFAR.

$ 1s -1 /dev/sda /dev/sr@ /dev/ttyS0® /dev/zero
brw-rw---T 1 root disk 8, O Oct 16 20:57 /dev/sda
brw-rw---T+ 1 root cdrom 11, O Oct 16 21:53 /dev/sro0
Crw-rw---T 1 root dialout 4, 64 Oct 16 20:57 /dev/ttyS0O
crw-rw-rw- 1 root root 1, 5 Oct 16 20:57 /dev/zero

- 7/dev/sda” EIRESE 8, XiFFSZE 0, EFJAK disk HEMAFIEE,

« 7/dev/sr0” FIFIRESE 11, KIRESE 0, EFIUM cdrom B#AMNAFIEE,

« 7/dev/ttySe” HEIRESE 4, KIFEFSKE 64, EFIUH dailout BEMAFIRE,
- 7/dev/zero” NEIREESR 1, KIRESE S5, EFUHERAFIEE,

I Linux REH, E”/dev’ ZTHIXHGRAZBENHK udev() HLHIEFE,

1.2.11 BHRIREXH
R — LA TRAIR & 3T,

RENXH BE N Sz H AR

/dev/null 1ZEY RE] “XHEREFR (EOF) ©

/dev/null EA TORE ( — PN ERPBIREFRN )

/dev/zero 1ZEY REP\O TF% (5 ASCII FRIEE 0 A=)
Jdev/random S fé%ﬁiﬁm;&r‘i ERIREI— N EVFR, BENEMR (2
/dev/urandom 1ZEY MEEBE =R hREN E = E 2R B —  NENFER
/dev/full EA REMEZE R (ENOSPC) Hix

Table 1.10: 455K B XETIFR

XLERFRIIR B XA EEH shell IFEEQKSER (£E% 158 T ),
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1.2.12 procfs F1 sysfs
procfs¥lsysfsm MR %, PRIMNET/proc” #17/sys” 2 £, BRZTPHBIBLEWRBELRAZTE, &R,
XEZEREMR, MIBTA TRATHRRERRTITHAEZ,

BX”/proc” ABNEEEBITHHERHET — N FEX, BRNZAFHMEHBEIMAN (PID), FRIZENAREENR
$#TH, Wps), ATUMNEXMEREMRERES.

»/proc/sys” ZTHBR, B8 TAUEXRELERZETESHMNED, (RBAIAER T/ syscl() L8R, HE
EREMME/BE G /etc/sysctl.conf”, )

SAMNBRXMERIRBIXE”/proc/keore” B, BEREREAE, ZIMXETRONBMATFRNNMIZERSZ, E
WARIFARZ, ER—MEMXHE, EBEARAERT, FMUTBBEOERKN,

v/sys” UFHEREE T RAREHNREEN, SN0EYE, WRENZENSEE CRARNESTRERERK
ETR S RRE N,

22&”proc.txt(.gz)”,”sysfs.txt(.gz)”, AREMIE XA Linux WZXHE (7/usr/share/doc/linux-doc-*/Doc
IXEEST#EE linux-doc-* BRI,

1.2.13 tmpfs

mpfs@ —MERXH RS, ENXEHEHREFEENAFTR, DEN, UTAFREFD umpfs BUER]ERIGEIEE
PRRRD X,

RARNFHEAPNER, 7/run” BRIEFEEP mpfs, XHEEE"/” EH A R1E, SHEITUBREAN. ERTESXHEHR
H®THEME=Z(E), [EAYtE X T Filesystem Hierarchy Standar2.3 kR i BRRI B RAIE :

« ”/var/run” - ”/run”

- ”/var/lock” - ”/run/lock”

« ”/dev/shm” = ”/run/shm”

2&7tmpfs. txt(.9z)”, XHMTF Linux WiZXHE (”/usr/share/doc/linux-doc-*/Documentation/filesyster
BREZTF, %48 linux-doc-* i21i,

1.3 Midnight Commander (MC)

Midnight Commander (MC) 2 —* Linux LR HEELRIRIFE T GNU IR WX ET)” . ERMFIRET IR
VM LIRERRLR, XESHTFI)cARER Unix &<,

Rl EFERB THMGSRERIFER” mc ” B9 Midnight Commander 1.

$ sudo apt-get install mc
£ mc(1) AL BBNKN LS Debian R, XREFHFEI AN, BEAIREMOERRKEE - LRMENAE,

- 7/etc” REFBEZR

«” /var/log” REFEZR

« ” /usr/share/doc” REFBEFR
«” /sbin” #1” /bin”



https://zh.wikipedia.org/wiki/Procfs
https://zh.wikipedia.org/wiki/Sysfs
https://zh.wikipedia.org/wiki/Tmpfs#Linux
https://zh.wikipedia.org/wiki/Virtual_memory
https://zh.wikipedia.org/wiki/Page_cache
https://zh.wikipedia.org/wiki/Paging
https://zh.wikipedia.org/wiki/Filesystem_Hierarchy_Standard
https://zh.wikipedia.org/wiki/Midnight_Commander
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1.3.1 BEX MC

ATHEEH MC MIHMEERBRFH cd I HEB R, HEBINELR ~/.bashrc” 888 —1"H mc B2 HEIMA,
. /usr/lib/mc/mc.sh

B8 mc(1) (f£”-P” EINE) NRE, GIRFEAEEMHXERAMHE, Fe]UEREXEE)

1.3.2 EziMC

MC P REER,

$ mc

MC B RBES TRBERNXGHESF, BItMEAFPEELEN]. RIFERK F1 Se] UIERIFEESRE. RRIFRZAL
PREEFNINEE R AT LAER MC,

B
T Le&imEL YN gnome-terminal(1), INEERAVIRIEMAIHETRESWAIRTZFEEL, 7 gnome-terminal E=]IE
i$”Edit” - "Keyboard Shortcuts” iE£ITi& & RZIFXEEE,

MRIRBENFrFmEDEIEA, RRGLREREG, BELRM”-a” B MC L 1TEIF BB T & RItL2E 0],
MRZHFREERA MC PHEREE, "JASEE 9.4.6 7.

1.3.3 MC XH&EIE
BIANFANEREREESTXHIER, B—MEANERXRIEEEHEON EE” KiZESFIAEINERES, BT

RE-LMBHVRER, TIPHRE gpm(8) BITHRE, (RBa]UEFHHLITERARRRERF. (E MC E#I1TEH!
FRENEIR(FRIBH R — E R IZAE shift #, )

RIEHE B EINEE

F1 EEIEE

F3 REBXEFEERR

= AR YmiE 2

F9 S FhIE R

F10 1Bt Midnight Commander

Tab T/ &6

Insert 3 Ctrl-T BT EXHEFRIRCXE, WEIER

Del MRS GEBE--RE MC AhEEHRER)
FEIREE SE3

Table 1.11: MC RIBRYE

1.3.4 MC S5 1T#I5

« cd LSEEPTHNEEPIRTHEE.

« Ctrl-Enter or Alt-Enter ¥NIXHRH&GS1T. £ cp(1) 1 mv(1) NG RFITAIE,
« Alt-Tab ERXEZBEMIIERTR.

« BRI MC ST AEEF BB R I, "mc /etc /root”,
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« Esc +n-key - Fn(ie.,,Esc+1 - F1,etc.; ESC+0 - F10)

« %ci% Esc BFIEIRTIR ALt 2—#%; B30, %A Esc + c FIER ALt-C 2—H# M), Esc #F7 meta i, BRHEHLFR
ZHR"M-",

1.3.5 MC AZ4miEEs

XITABERERE - TERRNMAWAR. # F3 ARERERR, BE F3 ERESHASRERKX, LZI{RATEA
BIREIIER, (£ F6 FEXBINFI SRR T, FS MEEXEHREISmART. F2 KEFEXH, Flo Bih. 2
B AENM B NTAF.

MC 4wiEz3 ] AE A FEMEGS VG,

$ mc -e filename_to_edit
$ mcedit filename_to_edit

XAR— 1N 2E0ORERE, EREETEAZLIRERKAZEHMNUE, EHAE0HRISEH, FERZ Al-F <n > Ktk
EHNL iR F{E A File - Insert file” 37 File - Copy to file” RN 7,
A ERYmiE 28 P] LA M BB dmaE 23 51X,

B, FSIEFERAMEEE $SEDITOR B $VISUAL RREmiERVER, MRIFESER vim(1) 3 nano(1) K
FHia, RIFEES TEMRBIIA~/ . bashrc” K3 mcedit #HITIRE,

export EDITOR=mcedit

export VISUAL=mcedit

WNRETRERIEFHEF " vim”,

WRAREERA vim(1) FARNRF, (Re]AERERD RGP LLEEH meedit(1) KiHITIAE,

1.3.6 MC NZPEESR

MC 2— MEREENEER, IR—IMEXHEPERNANTF TR, REBFEHAERE/usr/share/doc BRPEK
X, XBMEAE Linux EERMNRRAR, XNEFREFNEEL TGS HFER—MREERBD.

$ mc -v path/to/filename_to_view

$ mcview path/to/filename_to_view

1.3.7 HzEzh MC
EXHRmALE, BEYNEFREEXUHNART (BESF 9311 1), X MC —MEEHEMAE,

XA X [0] Z= 42 B A
AT AT
g EENT Sk
html X EEATMIT bR
”* . tar.gz” #”* .deb” X NEHEATABEEFER

Table 1.12: MC HR ¥+ [@] Z= S A A ;i

MIEXLEERRZMENAHEEN, FTEBNWXHNEBIIRENFIMIT. A chmod(1) il MC XH B NE
A BVIRZS,
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1.3.8 MC Ffy FTP EINXXEH R 4%

MC BEWS{EFR FTP BEEIYS M 0] 3 R 242 F9, AN p” KigiE FTP B4 R 4. 5% username : passwd@hostnam
A URL, A B A B R — RN RZEE K.

X & FTF”[deb.debian.org/debian]” 3% %E Debian A AL LEN,

1.4 25 Unix TENEEM

B MC ERZT]LNERMEMERE, BEFESMN shl BR T ERAGSITLEBURIEEEERN, JLMERTERBE
Unix T{EMIR,

1.41 ZE shell

AR BAEIT chsh(1) EIRREIE R shell,

BwHEe TE X/V [ POSIX shell | 15iAH

bash V:835,1:999 | 5776 | Yes Bash: GNU Bourne Again SHell (583< EBRE)
tcsh V9, 1:.37 1311 | No TENEX C Shell: —" Berkeley csh B9IE5akR 2
dash V:932,1:985 | 218 Yes Debian Almquist Shell, 21K shell filZs

zsh V:35, .71 2208 | Yes Z shell: B1F ZIBraBIFNE shell

mksh V:3,1:13 1339 | Yes Korn shell B9— MR

csh V2, I:11 339 No OpenBSD C Shell, Berkeley csh BJ—/NERZ

BARAESHY Stand-alone shell (FFAREIRE N E

sash V0, I:5 1037 Yes B9 /bin/sh™)
ksh V:3, 1:20 3276 | Yes Korn shellFJE1ER AT&T FRA
rc V:0, I:3 154 No AT&T Plan 9 rc shell FJ— 3L
icy- i i RIERDNEE
posh V20, 1:0 186 Yes Policy-compliant Ordinary SHell SRE%#RZHE18

shell(pdksh jR4E)

Table 1.13: shell 25 &

"R
BIRK POSIX HEEAFE, BT shell EENEF/T REERLFRF L, 1THIURNE, ATHBEERMAIIIIN
.

EARHIEHR, RXEIHY shell 2238 bash.

1.4.2 7Efl bash

fRETLAEIE “~/.bashrc” REH bash(1) BT 5.
2 FAUGIF,

# enable bash-completion
if ! shopt -oq posix; then
if [ -f /usr/share/bash-completion/bash_completion ]; then
. /usr/share/bash-completion/bash_completion
elif [ -f /etc/bash_completion ]; then
. /etc/bash_completion
fi
fi



http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
http://packages.qa.debian.org/b/bash.html
https://zh.wikipedia.org/zh-cn/Bash
http://packages.debian.org/sid/tcsh
http://qa.debian.org/popcon-graph.php?packages=tcsh
http://packages.qa.debian.org/t/tcsh.html
https://zh.wikipedia.org/wiki/Tcsh
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
http://packages.qa.debian.org/d/dash.html
https://zh.wikipedia.org/wiki/Almquist_shell
http://packages.debian.org/sid/zsh
http://qa.debian.org/popcon-graph.php?packages=zsh
http://packages.qa.debian.org/z/zsh.html
https://zh.wikipedia.org/wiki/Z_shell
http://packages.debian.org/sid/mksh
http://qa.debian.org/popcon-graph.php?packages=mksh
http://packages.qa.debian.org/m/mksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/csh
http://qa.debian.org/popcon-graph.php?packages=csh
http://packages.qa.debian.org/c/csh.html
https://zh.wikipedia.org/wiki/OpenBSD
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/sash
http://qa.debian.org/popcon-graph.php?packages=sash
http://packages.qa.debian.org/s/sash.html
https://zh.wikipedia.org/wiki/Stand-alone_shell
http://packages.debian.org/sid/ksh
http://qa.debian.org/popcon-graph.php?packages=ksh
http://packages.qa.debian.org/k/ksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/rc
http://qa.debian.org/popcon-graph.php?packages=rc
http://packages.qa.debian.org/r/rc.html
https://zh.wikipedia.org/wiki/Plan_9_from_Bell_Labs
https://zh.wikipedia.org/wiki/Rc
http://packages.debian.org/sid/posh
http://qa.debian.org/popcon-graph.php?packages=posh
http://packages.qa.debian.org/p/posh.html
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# CD upon exiting MC
. /usr/lib/mc/mc.sh

# set CDPATH to a good one
CDPATH=. :/usr/share/doc:~:~/Desktop:~
export CDPATH

PATH="${PATH+$PATH: }/usr/sbin:/sbin”
# set PATH so it includes user’s private bin if it exists
if [ -d ~/bin ] ; then
PATH="~/bin${PATH+:$PATH}”
fi
export PATH

EDITOR=vim
export EDITOR

N
fREJBATESE 9 BFFRYEE 9.2.7 TIEIEZXT bash BIERIKIT,

N
bash-completion X4 BEEREIL bash FHITR L 2.

1.4.3 50KIREE

f£25 UnixBME, BE—EEBRHEXNNRRE, 518, H8H Linnx FHEHES, RBELFAM Ctrl 0 Alt #9]
MEETIF, ERBJ/LI/MERICENZKRE,

REETE iR

Ctri-u R R ZTENFR

Ctri-H MR ARG — N F T

Ctrl-D KPR (ARIRFEER shell, MHEHE shell )
Cctrl-C BIF—NEEETHER

Ctrl-z B EERREEARXEEER

Ctrl-S [ENR=E e

Ctri-Q %) & e

Ctri-Alt-Del E2/XHZ%, £ inittab(5)
Left-Alt-key (B¢ Windows-key) Emacs F1AE UI B97cHE (meta-key )
Up-arrow FFIE7E bash FRGSAEER

CtrI-R FFIETE bash FREEEGRSHEER

Tab 7 bash 2 THRHEXER

Ctrl-VTab 7£ bash &2 1THiE Tab MARHEITHE

Table 1.14: bash BYIZ R4 E TR

TN
Ctrl-S MILIRINEERTBEM stty(1) 22A,
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1.4.4 Unix EBRYRIRIEIE

Unix LR MEARRFET 3 RIIBITR A,

BRIF ) vz

EEFoER T S HIEEIAER
BEER R

BEAE EREAREF I ZIHTATR
BEAE FEMEES IR YA E EILARAE

Table 1.15: Unix ¥R RAIRRIETIR

EMNRLEEAR LOPRIRE, WINARBPEE, HaIURIMPERER, 72 REMRANBELT, FANERLRE
MERMES TRPER, P THE Linxk FREGRIGERRIR, (REEIC gpm(8) fFABETHF#HIE (daemon ) BT,

1.45 HTIEF

less(1) LB —MERBRIRIDTIIEF (XHANTEERRE ), ERBEENGSSHEMERERKIZNXYE, £H

less L EBENMBRNMREZHEN LA “h”, EMINEELL more(l) L EFE, BIUEMANFLMIT eval
$(lesspipe)”8’eval $(lessfile)” ERINAELEELZFEMBARIEFMIESE/usr/share/doc/less/LESSOPEN”,
”-R” EIE] ASEI R YA F /i IR FT A /B A ANSI B3 X R, 1FHIEESE less(1),

1.4.6 NXAYwiEzs

TE{EFZE Unix RAATFEAR, SFEMFVim 3K EmacstI TR, {RMZAEBEEAH—1,

HKIAAIBFER Vim L2 —NAENERE, ER Linux/Unix RAE —MREBMIT T Vi w888, CArLRVIM vi
URERE nvi XETREFREN. BAE vin BRHET F1ERE, ARXTERENINEEERK, FTUFER
Vim MAREEHRHHN—LTH, )

{RiR{RA A Emacs #2 A XEmacs fEA{RIVmIERE, EXERBIFRIER, TEHRAERZNK, Emacs ERRZSH
<, BENFSE, BREER, BEEFEES. SRSHNEANEFNER, BRI TIFRIRR
SRIFIME S, IEEREMER, —LEAEZRFAN Linx RAEREFELEHFHE Emacs, £ T2 #HKF>) Emacs
AR EERTER NESiE, ELRZIERF S)EMA Emacs RHEREZER GNU Emacs 2EF 1,

ESRBNAFREXLEEFTSE - RIE, WA vin’ # F1 eI Vim, B2IMRRFIEIE— THIER 35 17,
BIHARE” | tutor |” & Ctrl-] FeIABRITELITIIHIE.

IR

IFRIYmiEES, & Vim # Emacs, AJUARIE UTF-8 LREEARERRIBEANNXAE, BIMBWNMEE X INEFEA
UTF-8 4wt3, HLZRERMEFNFIAR, miERErCUERMIT X MENRBIEN., XTSFONAAUEHS
EXHE,

1.4.7 REMINNAYRIES

Debian B ZRERIRIESE. FAEBINTRLERESIE vim REGEL,

Debian BT &< “/usr/bin/editor” RBHETWRAKIAGREZNLE—1A0], BLLEEERF (HI90 reportbug(1) ) a]
NIFAE. MeJUBE FIGLHREE,

$ sudo update-alternatives --config editor

WFIHFE, FRBIMER “/usr/bin/vim.basic” K& “/usr/bin/vim.tiny”, AAEZHFEEAS=.



https://zh.wikipedia.org/wiki/Vim_(text_editor)
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RBR

UZIEFERMETE “SEDITOR” 8§ “SVISUAL” RREFEHI N wIERS (S5 1.3.5 THE 9.3.11 T), B
F Debian R —EMEE, EAISEER) “/usr/bin/editor”, (TEFE L, “$EDITOR” 2 “ed”, “$VISUAL”
IEE “Vi”o )

1.4.8 ZEl vim

{RETLAEIE “~/.vimrc” REH vim(1) #9175,
24 T o6 F

" Local configuration

”

set nocompatible
set nopaste
set pastetoggle=<f2>
syn on
if $USER == "root”
set nomodeline
set noswapfile
else
set modeline
set swapfile
endif
" filler to avoid the line above being recognized as a modeline
"7 filler
7 filler

1.4.9 iC3% shell ;&z]]

shell L RIEBRIBERINE TRE, HOJRESRMELEBERIIE, 15 shell JENICREIXGFEROME RN
HBHER, SMEMTEARASIEESH, XIMIEREOATLM,

1E3% shell ;ERRVEARTFIERTE script(1l) FIiB1T shell,

=i T+

$ script

Script started, file is typescript

£ script T{EREST shell <,

¥ ctrl-D3RiEWH script,

$ vim typescript

~r

S5 923 T,

1.4.10 EZAHY Unix 55d

IEFARFESIEARR Unix 59, EXE, BEMNR—MEX LR “UNIX", /] UNIX ZERAABEHSRUSNG
&<, Debian REFHMAFIIN, WMRE—LHSAEBMBRIBHFEER, BAREHED, IR shell PEATHIR, HITN
M LHHEENE, XLEOFHAZREZUXMEFRRIT.

SIERIESNAFPIKSRER TGS,
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e 15 BH

pwd EREr/ITEERDBEMR

whoami ERIREFRA

id ERSaAFPHBH, (B, uid, gid FIFEXHE)

file <foo>

ER "<foo>" XHRIXHEEL

type -p <commandname>

B “<commandname>" GSHINXEAAIE

which <commandname>

[EE

type <commandname>

B~ “<commandname>" P HIEEEE

apropos <key-word>

BHRE “<key-word>" BXH&GS

man -k <key-word>

L

whatis <commandname>

B—1TEEFE “<commandname>" &%

man -a <commandname>

B “<commandname>" #HEHEIEERE (Unix X&)

info <commandname>

ER “<commandname>" @SHEIG KR (GNU X&)

1s ERERAR (AEEU. aSHERXEFNER)

Is -a EREXRART (BEFMEXHNER)

Is -A ERERAT (BE/LEMBXHEMER, Ry “..7 M ".7)
Is -1a ERBHRERAT, AESFHENER

Is -Iai ETRENERATE, FE2 inode FIMFMANEE

Is -d ERSaEXFHFRBER

tree FEEMRAEERERERAST

1sof <foo>

B TFFIFIREHI A <Foo>”

Isof -p <pid>

SRR EHZI T AR "<pid>”

mkdir <foo>

AIRERFPEUFFHER "<foo>"

rmdir <foo>

BFRSRIERFH) "<foo>" BR

cd <foo> RIIERIE R o=  $CDPATH” Ry “<foo>" Hx
cd / k2R E R

cd I ERNEIENEISES

cd /<foo> INREIEITER1Z R “/<foo>” FIER

cd .. R E—RE=

cd ~<foo> IRZIAPF "<foo>" HIZRE =X

cd - IE I PATEFIEE S

</etc/motd pager

FERFKINN D TIIERKRETR “/etc/motd” AR

touch <junkfile>

B —1MEXHF "<junkfile>”

cp <foo> <bar>

BF—1TIEXHE "<foo>" ERIEI—1THXHE "<bar>"

rm <junkfile>

MRS “<junkfile>”

mv <foo> <bar>

B— BN "<foo>" EaBH "<bar>" ("<bar>" U7
R )

mv <foo> <bar>

B— 1 EXHE “<foo>" BohZIFHIMIE
“<bar>/<foo>" (WMIFTE “<bar>" Bx)

mv <foo> <bar>/<baz>

B— N MEXHE “<foo>” HHMNEFEGREN
“<bar>/<baz>" (WREFE “bar” BR, BRFE
“bar>/<baz> X&)

chmod 600 <foo>

EEMALTEZEZEMEXH “<foo>" (FEMBABEENTZ
%)

chmod 644 <foo>

FEMANHEXHE “<foo>" F[XEARAE (FEHMBAEL
ERITIZSUT )

chmod 755 <foo>

EEMAXN “<foo>" ANEMARE (FEMBAEBERITEX
)

find . -name <pattern>

fEH shell “<pattern>” ERMLENXHERE (RERE)

locate -d . <pattern>

88 shell “<pattern>” BERMENXHFRE CRERR, FATE
HA4E RV IR )

grep -e "<pattern>" *.html

EISFEE TN “.html” ZENMEXXER, EHTE
“<pattern>” HINHHER

top

ERERHERR, BA "q° BH

ps aux | pager

ERFBEAETIERENER (BSD i)

ps -ef | pager

ERFIBIERETHFEFERNER (Unix system-V X&)

ps aux | grep -e "[e]xim4*"”

BRI BIELE(T “exim” # “eximd” BEE

ps axf | pager

ErRBEEGTHFERERNEE (ASCI X )

kill <1234>

RIEID J "<1234>" H9EHFE

qgzip <foo>
~J T

{8EF Lempel-Ziv % REA " =483

gunzip <foo>.gz

4% “<f00>.gZ” ﬁg,:_tﬁ‘j “<f00>"

bzip2 <foo>

f&F Burrows-Wheeter SRHER £ 48 BLZF] Huffman Zehd i
“<foo>" E4EH “<foo>.bz2" ([EHEMELL gzip B )

—_————
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=z
R

Unix B—MREI, B “.7 FkBIXERERRE, El—fRAe a8 TEEESMAFPERIIXG,

=z
R

W+ cd @<, S0 builtins(7),

EE
EHAM Debian RAMIKINANTIIEFZ more(l), ELEFRRD, BiTH< “apt-get install less” &%k
less RGBT, less(l) &R AEINNADTIFER, ERILIET 75 B BERR,

E=

"[7F07] EIENRIZX"ps aux | grep -e "[e]ximd*” &<, ISR grep EERTHIREBS, E
MFBAX PR 4 BEREHFERF 4", XL grep BEHE" exim” hikE|"eximd”, B sJLARAF&HS
MILEMENRARF, ERENNEXEAR—HM, &RiFHETRIEMNRIALTUSE grep(l),

fERilZ, BERLANGSRERERARRAL. NRFBEEABEXEGGHSWEEA, BF3YUEEFMR,
I FIGF

man man
man bash

man builtins
man grep

man 1ls

BB BB PR

FMOIXAEETREIEABSMEUSIR, EANENESBBESEEE, LERERER. EEERNBLFMH. B2, —BI}R3
BRTE, RRMEENNEE.

HERE, WS Unix % (B1ERHE GNU M BSD #9) #rIAEREEMNFEIESR, Re]AERATINER—#7]
AREBE (BRAHEMFASHEAIR),

$ <commandname> --help
$ <commandname> -h

1.5 [ shell i35

WA, (RITUNFIER Debian RAEEHE —LRE T, IEFAVERAT #2 Debian RAEMEGLMITHG, EXE, i
FNIFM—ARBYIHAE. FBREIRERES I bash(1),

—RREYE < BB FRVAB AL,

1L iRBTEE ()

2. ¥
3. B8 (Fik)
4, EEM[ (Hik: >,>>, <, << EH)

5. IEHUIRIE (PIiE: &&, ||, <#ITH>,;.&,(,))
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1.5.1 HSRITHNMNESS

EIMET EMERNT IS Unix asSHIITH,
T EMENAER PAM %%?ﬂﬁ"‘{t, Bt im e N R E IR E,

- ERETEEE (FI0 gdm3 ) EEHITEIMETE,
« Shell A BHESEE”~/ .bash_profile” #1”~/.bashrc” FHIMETE,
152 “SLANG” TE

“SLANG” LEMFTEAIESIMNRER 3 8B 4EM: “xx_YY.Zz2277,

BSIEE 1B

XX ISO 639 1B/ (/NE) flgn ™

YY 1SO 3166 EZXHE ( XE ) a0 “Us”
272727 ey, SREIREN "UTF-8”

Table 1.17: FBEHME{ER 3 NERS

MFESRBMERAB, S0 “info gettext” FREMEXHEIA,

3 F I Debian RARHIRED, RNIZERZIRES UTF-8, FRIERE BBHVBEHIME RANRH B5 5118 AL R
IR

WFESWEERENAT, 2% 84 15,

/EEE'
“LANG=en_US" BZRE “LANG=C” B RZ “LANG=en_US.UTF-8", EE “LANG=en_US.IS0-8859-1" (&N
% 841 1)

BSINEERE 1BE (X))
en_US.UTF-8 xi& (XH)
en_GB.UTF-8 I ( AATIE)
fr_FR.UTF-8 ,£1=. GEHED)
de_DE.UTF-8 =iE (BE)

it _IT.UTF-8 BAANE (BXF)
es_ES.UTF-8 BIIciE (AT )
ca_ES.UTF-8 INZRMEE (BT )
sv_SE.UTF-8 InBEiE (ImEL )
pt_BR.UTF-8 BEgiE (BA)
ru_RU.UTF-8 BiE (BE)
zh_CN.UTF-8 XiE (FEARENE)
zh_TW.UTF-8 XiE (FEBE)
ja_JP.UTF-8 HiE (HAE)
ko_KR.UTF-8 BB (FBE)
vi_VN.UTF-8 WEiE ()

Table 1.18: iEEMMEIEEFIIR
fS£F shell a5 1THZIMFHIT T 5 BB A A
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https://zh.wikipedia.org/wiki/ISO_639
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$ date

Sun Jun 3 10:27:39 CST 2007

$ LANG=fr_FR.UTF-8 date

dimanche 3 juin 2007, 10:27:33 (UTC+0800)

XE, date(1) BFEHITIMER T SFELTE “SLANG” REIMIE,
« B—1%, “SLANG” BB HRFEMENESIAEE “en_US.UTF-8",
« BTN E, “SLANG” iRE FiXIBHY UTF-8 1BSIMEE “fr_FR.UTF-87,

ARSBHGLERTRIFLBEMEEXIMERE, WTLENFF, HREATERNTHAR,

$ LANG=fr_FR.UTF-8
$ date
dimanche 3 juin 2007, 10:27:33 (UTC+0900)

IERFAERIN, sn<MatRIMETENFM, FESENRFERL, MRMFEIMMEEE A FHEREPRY
REDE (FIA0ATT shell HIASEY), RFZEATEHNGESSH (export) €,

$ export LANG

B
EERAEMNEG S LIRNEHE, ELE'SLANG BERWMKREINEL 28T exported FRNEE, NRENA
export HRAIFM, XNETRERE— MERIFAIGIF

RBR
B3Z—/ BUG IREMEHE, NRERINRIESIBIIIFE, £’LANG=en_US.UTF-8" IME TGS H#HITEITIIRE
SEfF—LE,

BT BLEE 75 locale(5) Fl locale(7) SREE”$LANG” RIEXHIMELE,

xR
BINRTAZESLANG” REBERAIMERE, REEEAFENEATAA $LC_*" ALNEE,

1.5.3 "$PATH’ TE=

H{RTE Shell BEMAGLHIAHER, Shell RAE"SPATH BEEMBZMBRIIREHITIRER, "$SPATH LEMEDIE
Shell FHEREEIZ,

FEEXIARY Debian ZEITFEH, F)T{EFHE’JFHF)”’L:?E’J "$PATH” MB L EF]BEARELIE”/sbin” F1”/usr/sbin” B&,
i, ifconfig H<MEEIETETEMIZIZ”/sbin/ifconfig”, (FEUt, ip S EE"/bin” BRT)

B BATE Bash BIASZ 47~/ .bash_profile” 3"~/ .bashrc” iYL "$PATH” IMET EME,

1.5.4 "$SHOME” &=

RERSERAFERTEHEHRTHFEENEE, ARBIRENABTRAZENMITAN, BFBERBERA $HOME”
LERIETE.

=R
Shell ¥ B"~/" A ANHRA PPN EEB R, thH 2"SHOME/", Shell ¥ E"~foo/” /5 foo WE X, Wik

£"/home/foo0/",



https://zh.wikipedia.org/wiki/Locale
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»$SHOME” TERI{E ERZITING
7/ VG HEENTHRER (STIP#ERE)
/root root FH PR Shell ITHITER

/home/<normal_user>

E WA IR Shell ITHTER

/home/<normal_user>

TERAF GUI fRERERTHRER

/home/<normal_user>

FA root AP IXPREHITIZERF "sudo program”

/root

F root PRI {TFZEF"sudo -H program”

$ date
Mon Oct 27 23:02:09 CET
$ date -R

Table 1.19; ”$HOME” TLE(HFIER

BMZREN, AREHRGSHRITH.

2003

Mon, 27 Oct 2003 23:02:40 +0100
XEBMHSSH”-R” 18T date(1) &5

1.5.6 Shell BREEF

ZEFXMERIREAE

SHit I RFC2822 inERN BHEIERTE I,

SHBEBNRITMAZTERNMEA, BXERT R glob, (BIHMEENR A BEM), BALER

HEIX P ERYFE K,
shell glob Rz UL e %00 00 s
* AL SRR HFE ()
F . LI HEFE (FR)
2 WRREA
[.] BEEEsS FRNERF A I MERBRTER
[a-Zz] “a” B[’z Zl‘EﬂE’JE%—’F?H%BTLM’FhFEﬁ?—H
[A.] RTESEESTNEEFR (7 1027 R4, HEFHE A
ERIEHFR
Table 1.20: Shell glob &z,
=i FII6F
$ mkdir junk; cd junk; touch 1.txt 2.txt 3.c 4.h .5.txt ..6.txt
$ echo *.txt
1.txt 2.txt
$ echo *
1.txt 2.txt 3.c 4.h
$ echo *.[hc]
3.c 4.h
$ echo .*
o .5.txt ..6.txt
$ echo .*[Ar.]*
.5.txt ..6.txt
$ echo [A1-3]*
4.h
$cd ..; rm -rf junk

£ glob(7),



http://tools.ietf.org/html/rfc2822

Debian & Fift 271261

EE
5 shel \@BAMXERMLEARNAE, FER” -name " EIRAY find (1), H shell 2" * 7, LELA” . " FBRHX
H&. (FHPOSIX HI4HHE)

R
BASH =] BAEFHAERY shopt IEHEN” dotglob ”, ” noglob ”,” nocaseglob ”,” nullglob ”,” extglob ”
EHILBFZITH, £ bash (1) BEFFAIHEA,

1.5.7 H<SHIRE/E

FOBOHSERMENRHRS (ZE: “$?7) fFAREIE.

R THNE HIRS EESTIELE ZiEIROE
success zero, 0 TRUE
error non-zero, -1 FALSE

Table 1.21: G$ AR EAHT

=ik F 36 F.
$[1=11],; echo $?
(0]
$[1=21]; echo $?
1

=

B/EE, success i3 TRUE, 0 (zero) MREME, XIBELREM, EEEXER—T.

1.5.8 HAM|AFE<LF shell EEE
RN BEIRETE shell < BBAHLTRERNGS IE,

Debian ZAR— M EESMIRIER R, BEESILAFEEBE— shell FRITZSNER, FEEHENEIERL K shell
FIAEHS: jobs, fg. bg Flkill, EFifE bash(1) FHIET: “SIGNALS”, “JOB CONTROL” F “builtins(1)”,

=ik R+
$ </etc/motd pager

$ pager </etc/motd
$ pager /etc/motd
$ cat /etc/motd | pager

RE 4 4 shell EEANFI FEZETERNER, BRE—MIFELESGHIEITTHIIMT cat FLRETHIR.
shell RIFRIEA exec BEEE— MR RITAX M



https://zh.wikipedia.org/wiki/POSIX
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I EIRE 15 8H
command & £ shell 95 & FH1T command

commandl | command2

B EEE commandl BFREREE R command2 B9FRERIA
(F1THIT)

commandl 2>&1 | command2

B EE T commandl BYFR & HFNFRETRI=IE R command2 B
PR (FITHIT)

commandl ; command2

®IMFH 7T commandl 1 command?2

commandl && command?2

1T commandl; WXL, FFHIT command2 (WX
commandl #1 command2 #8H1TRLIN T, iR[E success )

1T commandl; WMEARII, HIAFHIT command2 ( A1

commandl || command2 commandl 3% command2 M {TRLIN, IR[E success )

command > foo & command PIfMEREEE@EIXH foo (BE)

command 2> foo ¥ command BFRERREEQZIXHE foo (B= )

command >> foo ¥ command BfmEREETEBZIXHF foo (FFAN)

command 2>> foo & command PIfMERIREE @EIXHE foo (FFAD)

command > foo 2>&1 & command BinER B INERREE@ZIXHEF foo

command < foo & command FIFRERAZEQZIXHE foo

command << delimiter ‘4‘% command @”\Jﬁ)ﬂﬁ)\iminﬁﬂTﬁg‘j;ﬁ?ﬁ, BEIEE]
delimiter” (here document )

command <<- delimiter & command BIfMERMAEZE @R FTENGS1T, B2HEE

“delimiter” (here document, &< {THFLMGIRFTEMEZER)

echo Hello >foo
exec 3<foo 4>bar
cat <&3 >&4

exec 3<&- 4>&-
cat bar

# FTHXH
# KA

FIURE X B9 AR T 0-2,

Table 1.22: Shell a5 % & IL A%

# IVERMAEEG@R 3, fnEREETEER 4

®’E 15 B XFER T
stdin MRERA 0
stdout P 1
stderr nETRIR 2

Table 1.23: FE X B AR

RE] L HE B ERNGLIRE— MR,
I FIGF

$ alias la=’1s

Im?j_: , “la"

-la’

=

= “ls -al” MESKHR, HFEFESURKIIREAIILMENXHG.

{RETLAfER alias RINHEFIBERIFIZ (S bash(1) F#Y “SHELL BUILTIN COMMANDS” ),

$ alias

alias la='1ls -la’
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{ReIBAEA type RIAGSHERIZZEZEEL (20 bash(1) A “SHELL BUILTIN COMMANDS” ),

I FIGF

$ type 1s

1s is hashed (/bin/1s)
$ type la

la is aliased to 1ls -1la
$ type echo

echo is a shell builtin
$ type file

file is /usr/bin/file

1s ERERERE, ™ “file” &F, ELL “1s” #RIEH “hashed” (R ANIRAR ), B shell B—NAZRIICRA

RRiEAE] “1s” FrALRIIE,

PN
S0%E 9.2.7 T,

1.6 £ Unix B9SZAEAIE

3£ Unix M TEIMER, XALGERBEIERAEEEMMNINEXSAIET BTN, XS —MEER Unix I,

1.6.1 Unix XATEH
XEBH—LEE Unix RAPREFERINREXAGIETE,

- RBEERENRAR:

- cat(l) EEXHHELHLBHIAT,

- tac(l) EEXHH R EHL.

- cut(l) IEEITH—E o FHEH,

— head(1) ¥ X HAIFF 3%,

- tail(1) ¥ X HRIRE,

— sort(1) W XA HFRITIEITHEF,

- uniq(1) NEHEFRRIX 4P RIRERIIT,

- tr(1) FEHRE PR F

— diff(1) W SHRITTRITIILE,
- {EREMIENRAT (BRE ):

— grep(1) ILEC#E pattern R A,

- ed(1) B—MRIAITRIERS.

- sed(1) @ — 1 NRYmiERS.

- vim(1) B— NERERESR.

- emacs(l) B— M ERmER. (BLY B BRE )
- ERT RMIENRAI (ERE ):

— egrep(1) [LEC#H/E 21 pattern FI A,
— awk(1) EITE BRI AELIE,
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— tcl(3tcl) ] LABHTIE{RAB BRI AL IR : S0 re_syntax(3) , RFE 5 tk(3tk) —#2{FER,

— perl(1) FJBAEHITIREMRABF R ALIE, S perlre(1) .

- pcregrep B E R peregrep(1) FILAILES#/E Perl 3RAIENRIATIU (PCRE ) #ERARIX A,

- #A re {&HRIY python(1) B A TAERI{RIBB R X AR IE, S 01 /usr/share/doc/python/html/index.html”,

MRMBAMEZLHSREMT 4, BEA “man command” RECEERBERIE,

EE
HEFMIRMFEFIRARASTEEUR TESTHE, NRFEBERE — N HSHNESRITRH, PJUAESS ZRIfER “LANG=C”
it CESMBERE UTF-8 (2% 152 THE 84 1),

xR
Perl IEMFRIAT (perlre(1) ). Perl ]REILENZRIA (PCRE) # Python B9 re HIREZMHAVIEMRIAR S5 —ARAY
ERE fHLL 2 T TS EANYT &

1.6.2 EMFRIAL

ENRAXEREFSALIETER, BN shell BB, BEMEZRFERA,
ENRAXNERELENRN, ERBXAFFNITFFMME,
TFEFNXERFERFREXNFN. EMNERMEZENF, BRE M ERE , FAMMHEURT LA ATE,

BRE ERE TEMFRA IR
N . [ JTAS$* N . [ T~AS$* BARENTER
N+ \? \N( \) \{ \} \]| BRE B/ “\” BXTFEFT
+?2 () {1} | ERE MEMARTE "\” BXHITFER
c c MEEIETFRF "¢
\c \c CRE— "Fa=X ENFERF “c”, BE

‘c” ABRTFH
. . LEEIEFN, BERITH
A A FHENABRMUE

$ $ FREBNERAE
\< \< B AFRAE
> \> BUHPERME
[abc..] [abc..] LEE “abc...” FHERFES
[Aabc..] [~abc..] LEFRT “abc...” RAEFEFEMN
r r* TEEAHZA 1
A+ r+ MRE—%Z+
r\? r? LEEFENK— “r”
ri\|r2 rifr2 LEg—4 "r1” g "“r2”
MEE— “r1” &% “r2 %, HEIESA
\(ri\|r2\) (ri|r2) I IEMSS A

Table 1.24: BRE 1 ERE FRITTFERF

emacs FHIENRIAXNEA LZ BRE {E2%E ERE FRITTFR “+7 # “27, HElt, 7£ emacs FUEMEMER “\" %
HXEL

grep(1) A AR EMRANRFITXAEER,
Zid FIAF



https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Perl
https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Python_(programming_language)
https://zh.wikipedia.org/wiki/Regular_expression
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$ egrep ’'GNU.*LICENSE|Yoyodyne’ /usr/share/common-licenses/GPL

GNU GENERAL PUBLIC LICENSE

GNU GENERAL PUBLIC LICENSE

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

-PIN
S0 9.2.7 T,

1.6.3 EHRRIARN

WFEHRTAN, —EFHFERANS X,

BrRia BRAX BRI E
& EMFRAKXFFILERNAST (7 emacs FEM \& )
\n gi n MESHENRARNLENASE (7 BHF)

Table 1.25: BiaKRiAR

¥ Perl B#RFAERKY, NEA “$&” MIE “&”, MEA “sn” MIE “Wn’,
=il AT

$ echo zzzlabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-9]*\(.*\)$/=&=/"
zzz=labc2efg3hij4=

$ echo zzzlabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-9]1*\(.*\)$/\2===\1/"
zzzefg3hij4===1abc

$ echo zzzlabc2efg3hij4 | \

perl -pe 's/(1[a-z]*)[0-9]*(.*)$/$2===%1/"
zzzefg3hij4===1abc

$ echo zzzlabc2efg3hij4 | \

perl -pe ’'s/(1[a-z]*)[0-9]*(.*)$/=%&=/"
zzz=labc2efg3hij4=

BRI XLEES ENRAXIER, URXERLEHNXAERNEN TERZINEHE R,
XL TE M RIATNE — Lo RAg 23 P th ] AR RB TN AR B XA,

7E shell BLITITRIIRBHT “\" QBB —MRITH (FRZAM), HIFLRBET—1THITE,
BEEAERXFMREIXLEGS,

1.6.4 ENREAANEFZER

ed(1) &8P BATE “file” HUEFFERY “FROM_REGEX” E&py “TO_TEXT”,

$ ed file <<EOF
, S/FROM_REGEX/TO_TEXT/g
w

q
EOF

sed(1) AL RIATE “file” HIEFTEMY “FROM_REGEX” Ei®py “TO_TEXT”,
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$ sed -i -e 's/FROM_REGEX/TO_TEXT/g’ file

vim(1) AL ] BB ER ex(1) S E “file” HIEFTER “FROM_REGEX” Eikpy “TO_TEXT”,
$ vim '+%s/FROM_REGEX/TO_TEXT/gc’ '+w’ ’'+q’ file

N
LERM “c” ST UBRESRERNEHITZERAIMIA.

EANNM (“filel”, “file2” F0 “file3”) BTLAEMA vim(1) 3X perl(1) BT IEMRIAR ST R IE,
$ vim ’+argdo %s/FROM_REGEX/TO_TEXT/ge|update’ ’'+q’ filel file2 file3

N
FEH “e” IFERRITHLE “No match” fBiRPEIE,

$ perl -i -p -e "s/FROM_REGEX/TO_TEXT/g;’ filel file2 file3

£ perl() flFH, 7-1” RES— M ENRXMANEREARE, -p” BRAEIABELEENX M.

N
EASE “-i.bak” RE “-i7, FJUEXHEEHRN “. bak” BRF, WFERNER, ZEBMERPIRES
=552,

=z
IE=A

ed(1) # vim(1) £/ BRE ; perl(1) {£F ERE,

1.6.5 MXAFHIRIGHIRZENEIE

TEE-AXAXH “DPL”, EEEHE 2004 FLAFT Debian IBMMSERFMNELBE, HUSEAR.

Ian Murdock  August 1993
Bruce Perens April 1996
Ian Jackson January 1998
Wichert Akkerman January 1999
Ben Collins April 2001

Bdale Garbee April 2002
Martin Michlmayr March 2003

R’
£ “Debian &52" ZREXEZHAY Debian NSMEH L.

Awk ZEWRARMNZMEREI S P IREVERIE,
I FIGIF



https://www.debian.org/doc/manuals/project-history/
https://www.debian.org/doc/manuals/project-history/ch-leaders
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$ awk "{ print $3 }’ <DPL # month started
August

April

January

January

April

April

March

$ awk ' ($1=="Ian”) { print }’ <DPL # DPL called Ian
Ian Murdock August 1993

Ian Jackson January 1998

$ awk ’($2=="Perens”) { print $3,$4 }’ <DPL # When Perens started
April 1996

Shell (140 Bash ) tha] BARSRAHTIX M4,
I FIGIF

$ while read first last month year; do
echo $month
done <DPL
v B AWK Ty — L

NEHS read A “SIFS” ( WEREHD IR ) RIIF R RIGITHRMS N BiF,
WMERIRIE “SIFS” TR “:7, {REJLARIFHIER shell R4 “/etc/passwd”,

$ 0ldIFS="$IFS” # save old value
$ IFS=":"'
$ while read user password uid gid rest_of_line; do

if [ "$user” = "bozo” ]; then

echo "$user’s ID is $uid”
fi
done < /etc/passwd

bozo’s ID is 1000
$ IFS="$01dIFS” # restore old value

(WNREA Awk HEIEEIME, £A “Fs=':'" RREFHDEH. )

IFS th#% shell RN ESHY R, HOBRMEAY BNER, XIASHMENSISHESISH, IFS HIBEKIAMER <
ZEHE > <tab> F < ]ITHF >,

TBIEME(ER shell BY IFS %15, 3 shell FHIAN —SIBHRE AN ENBAN, SRE—LEHFENE,

$ IFS=":," # use ":"” and ”,” as IFS

$ echo IFS=$IFS, IFS="$IFS"” # echo is a Bash builtin

IFS= , IFS=:,

$ date -R # just a command output

Sat, 23 Aug 2003 08:30:15 +0200

$ echo $(date -R) # sub shell --> input to main shell
Sat 23 Aug 2003 08 30 36 +0200

$ unset IFS # reset IFS to the default

$ echo $(date -R)
Sat, 23 Aug 2003 08:30:50 +0200

1.6.6 ATEEWSHI/NFERMA

THHHAEREEN -5, JTUM— LRSS,

{88 find(1) # xargs(1), EBA1T shell BIAREEBES N LBEIMER, sTURITHIEEZMES., EWE 10.1.5 T
5 939 1.

LH{EA shell XERRTE AR R, BEEES— shell {IA (BRE 12.1 ).
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WAERER (E—1TREA)

ROBE

find /usr -print

HBE”/usr” THIFREXHE

seq 1 100

ER1F100

xargs -n 1 <command>

EREEIRNE-—TERER, EERTHS

xargs -n 1 echo

ENEETRE, AEREAND, 2RAS1T

xargs echo

ENEETRMMBITEH AT

grep -e <regex_pattern>

MIEBETR, B&F <regex_pattern> BY77, REUHXK

grep -v -e <regex_pattern>

ELEBEIR, "EEF <regex_pattern> BT, REHRK

cut -d: -f3 -

EREEER, A7 PRIFE=JIRIEXR (passwd XHFF. )

awk "{ print $3 }’

CAERREANE=JIRNEX

awk -F'\t’ '{ print $3 }’

TEH ab BRI = FIRENE K

col -bx

WIFREEH, R tab ATHRHE

expand -

PR tab BEISHRHE

sort| unigq

HFANREST

tr 'A-Z2" "a-z'’

BRINFEERRAINEFE

tr -d '\n’ BEiTEER—17

tr -d '\r’ MR TRIZERT

sed "s/N/# /7 EETTaEEN—1# &
sed 's/\.ext//qg’ TFR” . ext”

sed -n -e 2p ERFEZTIT

head -n 2 - EREBIE T

tail -n 2 - ErRmEmIT

Table 1.26: EEaR <L B/ ERIIATIZR
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Chapter 2

Debian {4 B EIE

=z
/EE%

X

BERERNNEERMNSH: stretch,

Debian @ —MNERBEEE, EEY —MWBERRENINREIEZ_HFBHMNEREFL LT
T2 RRIGIRM T HTTP #1 FTP B9 XK 1518 Debian #43€E, the]U{EH CD-ROM/DVD,

Debian MBI EE RS, SEMAESHMN, AILUEAFMNERELRAE—IREN_HEREGBR AL, WE, B 59509
ANETFHF amd64 ZRHIBIEREEL,

Debian MH-BERRAEFENAE, BIFSFIMLERNRIRAFEFNGERARIAR, WE, BMEETFIINXLE,

- apt(8) ATFATEMREXNGIITIRE, BE8RUHBEMNER. BIRFIAL, B Debian Jessie ( Debian 8 ) ¥ F,

« apt-get(8) FA F MBI A Debian G B EE RS, EE apt Aol BANEEER—NEEED (E R FIIB/
Debian 4% ),

+ aptitude(8) EA— M REXNNNAREREE SR RMREEFIERTAIRMGEL,

2.1 Debian G BEIEIVFEIR

211 REBEE
TER Debian RARHBREN—LES,

* Debian EERREERNFIMNELE, HRADENR, RKEBAEERATZATHEMEENILEE.
- BIMMRAERTFEECHEENA, SEAMERFPED debeonf(7) REBBNR A BB RRITIZ,
* Debian AR HEBIRMGBEEMNE, RAEREER —MEEMNFARKL,

- AAEE AT UERREHETAN2EINE, EERANNEXRPSERAMLEETZTEXEAY,

- MRBFDHET —EEFLLREBMRS, FERETEHIXRK,

- BANEERTUBAAEERFNER, XAESNATAREENERRITEIEFERTH.



https://www.debian.org
https://www.debian.org/mirror/
http://deb.debian.org/debian/
https://www.debian.org/CD/
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EESD) ATE KAV | AR
B EE T HE (APT), dpkg FUBlTIR, =Bty "http’. "ftp”
apt V:884,1:999 | 3799 | I “file” BIMYREEIARIA X (BEE apt. apt-get #
apt-cache &%)
aptitude V:117,1:656 | 4217 | aptitude(8) , BT RimPIRENNRHFEERE LE
tasksel V:36,1:973 | 376 Debian &% ENERFTEFNTE (APT BIATIR )

unattended-upgrafgs, .o 1104 | 263 | BT APT MMBHAE, AEPRERLTH

ETREMNRHFEEETE (ZaIMnE, APT WRlRTIEEE

dselect V4, 1:50 2507 BAIES )

dpkg V:946,1:999 | 6744 | FHF Debian G BEEIER S

synaptic V:62, 1:439 7794 | BB EBEEE LE (GNOME BJ APT Rijim )
apt-utils V:407, 1:998 | 1114 APT SEHFEFF: apt-extracttemplates(1) . apt-ftparchive(1) F

apt-sortpkgs(1)

apt-listchanges

V:380, 1:841 | 385 REBEhEERRETR

apt-listbugs V8, I:12 449 FEEIX APT ZRA11H™ER bug
apt-file V:12, 1:80 82 APT RGBERTE—a21TRA

apt-rdepends V:0, I:6 40 BT H IR AR

Table 2.1: Debian 3G B1EE T B3R

2.1.2 EAXREFEEFEIN

<:>%%
AENEANRASEARLRRAE, CTESTHREN R, SBSFERENRAERMR, §

90 ABI 4miX35. FEERRAFIMBRBREGMSESE,

Debian ZAEIERHHIFF N ZRIFEREITLEEHHY stable IrAE, FrHY

—IFpsHENE, BER+5 T #E Debian R4, FHEE—LRE,

« 7 “/etc/apt/sources.list” FAREES testing T unstable,

B2RE,

ERITE S T IR — 1T RIER

« £ “/etc/apt/sources.list” BARELEFR/HER Debian FRSEREEIE Debian FI43EE, 180 Ubuntu ,

« RERE “/etc/apt/preferences”,

* RTRREMBEIEM, AABBTREXFITRAFBEEETRNIIATA.

« NE{FERH “dpkg -i <random_package>" TZE{EFIIRHEEL,

« BARER “dpkg --force-all -i <random_package>" LEH(TMREE,

- NEMBRSIER “/var/lib/dpkg/” B,
- REIENRHERZRNWIEFBEZER AN,

- MRFEMIE, HBENILEER “/usr/local” B “/opt” H,

L% Debian R+ BIER R AWMV T AR SBIIANREZ M EXEIRWRALIEER.

MRBXRBESHIARS ][/AV™IER Debian RARREIRR, NIZERTIMITIBGIENE.

- REAELZENFG TERGHENREH# TR, MAZM Debian ZREMREE (BELLEH ).

- (RMERRAEEREMENR LN ZEIRE.
— Debian RERKAMREEHTFRIET 4,



http://packages.debian.org/sid/apt
http://qa.debian.org/popcon-graph.php?packages=apt
http://packages.qa.debian.org/a/apt.html
http://packages.debian.org/sid/aptitude
http://qa.debian.org/popcon-graph.php?packages=aptitude
http://packages.qa.debian.org/a/aptitude.html
http://packages.debian.org/sid/tasksel
http://qa.debian.org/popcon-graph.php?packages=tasksel
http://packages.qa.debian.org/t/tasksel.html
http://packages.debian.org/sid/unattended-upgrades
http://qa.debian.org/popcon-graph.php?packages=unattended-upgrades
http://packages.qa.debian.org/u/unattended-upgrades.html
http://packages.debian.org/sid/dselect
http://qa.debian.org/popcon-graph.php?packages=dselect
http://packages.qa.debian.org/d/dselect.html
http://packages.debian.org/sid/dpkg
http://qa.debian.org/popcon-graph.php?packages=dpkg
http://packages.qa.debian.org/d/dpkg.html
http://packages.debian.org/sid/synaptic
http://qa.debian.org/popcon-graph.php?packages=synaptic
http://packages.qa.debian.org/s/synaptic.html
http://packages.debian.org/sid/apt-utils
http://qa.debian.org/popcon-graph.php?packages=apt-utils
http://packages.qa.debian.org/a/apt-utils.html
http://packages.debian.org/sid/apt-listchanges
http://qa.debian.org/popcon-graph.php?packages=apt-listchanges
http://packages.qa.debian.org/a/apt-listchanges.html
http://packages.debian.org/sid/apt-listbugs
http://qa.debian.org/popcon-graph.php?packages=apt-listbugs
http://packages.qa.debian.org/a/apt-listbugs.html
http://packages.debian.org/sid/apt-file
http://qa.debian.org/popcon-graph.php?packages=apt-file
http://packages.qa.debian.org/a/apt-file.html
http://packages.debian.org/sid/apt-rdepends
http://qa.debian.org/popcon-graph.php?packages=apt-rdepends
http://packages.qa.debian.org/a/apt-rdepends.html
https://zh.wikipedia.org/wiki/应用程序二进制接口
https://zh.wikipedia.org/wiki/Library_(computing)
https://zh.wikipedia.org/wiki/Newbie
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2.1.3 BEHEEE

RERA LEHITTES, BAETS FIRXN XAEMAEZBEEA Debian fY testing 5 unstable EFRIFH
NETEENSKEIMENER A, IRENILEMFZITHRRL, BN, HRERHE TR,

VIR
@ WFREFRS RS, BIUERTELZEETH stable Ef, WFRRH#ITERERNSEHE PC h2EH
Wik, FIENIREERY PC,

RRAFEHE “/etc/apt/sources.list” FRIBEMGLITIRFATRIREANENHR: “testing” 3 “unstable”;
HENRS: “buster” 5 “sid”, XIRFERESHEFARNEE,

M testing 3 unstable R B R, BEHER—LXLE, RE Debian ZRLEHT unstable EHEX S HETE
ERKREIEFEIE, (B Debian R testing #l unstable ERFHEFE—LRGEEE, FEEITPH—HSZ
AEGRARE, XWMERIAETERBEES. BE, FeIERE - MURRE B IRV ELEThEETL N2,

XBEH—LTE, sTUEIREERIEMM Debian 348 bug FRE,

« BiT4F Debian Z4RI stable EHERESZ— MK, RIMERSEEBHITEH

- HIfERR CD ETHT BIBER

« BELE apt-listbugs , XAIUEHRZFIHEE Debian Bug IRIRASE (BTS ) HIER

- WIRHBRAGHERIZHES BB T KRR D)

« B — chroot EMBIMERIBRIGITRINASR (BIE 9.10 1)
(MNRETEMBILEMPLEERAMER— 1, BRREIEEIR&MITER testing 1 unstable EHESR,
EfEFERTEMIATEE—NA, EAEILTFHEARIIAE R RN APRRE, FibhiAZ] Debian B K5,

2.1.4 Debian #4ZEEETM

IEHAM R R R FPRIAERES Debian 555,

BR
Debian #4EEBEHENTE XS M Debian EXHY, 5 2 E——Debian B2,

Y FEAM) HTTP ifi0), BREE “/etc/apt/sources.list” XEFERTEIBHEIEE, Flu, WE stable =
stretch &%,

deb http://deb.debian.org/debian/ stretch main contrib non-free
deb-src http://deb.debian.org/debian/ stretch main contrib non-free

deb http://security.debian.org/ stretch/updates main contrib
deb-src http://security.debian.org/ stretch/updates main contrib

XEB, BMiETERNRS “stretch” RREBEHR “stable”, LUB%RT—/ stable IRA& A HILEIN.,
“/etc/apt/sources.list” B MTE sources list(5) RF{T TR, TEHR—EES,

- “deb” BIBRITRE X T ZHFIRE .,

- “deb-src” BIBBITE X TIRRBIRGEE,



https://www.debian.org/Bugs/
https://zh.wikipedia.org/wiki/Bodhi
https://zh.wikipedia.org/wiki/Naraka
https://zh.wikipedia.org/wiki/Karma
https://zh.wikipedia.org/wiki/Nirvana
http://deb.debian.org/debian/
https://www.debian.org/doc/debian-policy/ch-archive
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o T—ANSHE Debian B4ZFERIIE URL ,
s FIASHELRITREBM: JUAEREGFRZNKS,
« BEANTZBHSER Debian EEEMNBRERETBE B,

IRAZH aptitude (ERIEIRMIBEAXIITTIHNE ), “deb-src” WITEIUU R HMIE (B EX A LRI
A" RFBEETRE ), XU UINLEMRETBIENERH. URL EIBAR “http://7, “ftp://7, “file://" -

N

MRAE LRWBPIFR, FEAT “sid” K “stretch” , B4 “/etc/apt/sources.list” H “deb:
http://security.debian.org/ ..” X{THMAETET. AREEAT “sid” (unstable) WELEHH
R,

N EREEXFATEREY Debian HRE < E) URL IEHF RN SHITIR,

M2 E URL Efa (KS) BH#Y
http://deb.debian.org/debian/ stable (stretch) stable (stretch) release fRZ
http://deb.debian.org/debian/ testing (buster) testing (buster) release fR 2~
http://deb.debian.org/debian/ unstable (sid) unstable (sid) release kR 2

] . . : experimental pre-release fRZAS ( °Ji€, HiE
http://deb.debian.org/debian/ experimental BTFAEE)
http://deb.debian.org/debian/ stable-proposed-updates | HFF F—MEEMRAERIEF (71X )
http://security.debian.org/ stable/updates FHT stable release RENIELZEEH (EE )
http://security.debian.org/ testing/updates Ea): testing release FRARYZ=EH (&

=

] . . T stretch FIROREMETIRES. IM EF R

http://deb.debian.org/debian/ stretch-updates =SS
SEREIa L]

http://deb.debian.org/debian/ stretch-backports fﬁ;; ét;etch HYSHTEY backported 3R+

Table 2.2: Debian B4 EIL=5IR

AYIN)

@ QAEHERSTHNLRH stable release WAF] LR SREMNIZE Y, BTASH stable release kR
APRHEBZHRE —LERKE testing X unstable release ARG B ALLIBITHASH unstable
release (RAEERIINIE, XRENERFHANLESIEE)., MR stable release A MREMNFEE—
LR FHRIRA, BERAREB stretch-updates 1 http:/backports.debian.org (Z01E 2.7.4 ) W&
B, ERXLRGERUIERINND,

AV

@ £ deb” 179, fRREYH stable, testing (¥ unstable E4HFM—/NEIT], WMR{RTE"deb” {TH
BT stable, testing # unstable Ef4, APT IEFMHITEESSTEHEREEFNHRERSE
B, RBEE /etc/apt/preferences” XEHEIREERINEHE, EENNRAREEXN, (BEF
273 1)

N
¥ F{E A stable 1 testing EH A Debian R4S, £ “/etc/apt/sources.list” HEEHH
“http://security.debian.org/” B—{TRABNEE, EEBRLLEN.



http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://security.debian.org/
http://security.debian.org/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
https://www.debian.org/News/2011/20110215
https://backports.debian.org
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EE

Debian Z2FAKESIEIE stable ERENT LG, XLETHR TN ™HEAIEN, testing MREFIIRA,
R—TE LMW Debian MiXELHAKIEE, HF—LERE, XLEITHIEN stable HREREIBLIE, EJEFE
Z£15BE1EM unstable A EIZIEER testing, unstable BAEEMERKE, XEASMEFEER, SEEFW
unstable KEBEBEELTFHEEFOKR, BAERNRAT LRAERHNELIEIE, BX Debian EHGIELT LR,
#EE 7l Debian L2 (0)ja)53

X1 REBHE ?Xf#@éﬂj#*ﬁ)& ‘

nain =858 Jiié_?ilzzn BHERERSF5 (DFSG), HAAKIT
contrib 352 B Debian BERERES H5 (DFSG), BT non-free
non-free 569 B Debian BERREFIEE S (DFSG)

Table 2.3: Debian JAt4X 15 (area ) FIFR

RSB REER amd64 Z28H, main KIFIEM Debian 2% (BWE 2.15 T ).

BT HBRAYNI 5T 3 4R A4 3R EE URL, 1XLE URL 7E dists B pool Z/ R & HEERY, Debian H4REEREMBHEEMXIAY
B4R,

RITHRAEIAREGSRNSRIBE, RITHREFS XEFPHRIMBEAHANEXE, EFNRNSHXABENT,

A (8] suite = stable suite = testing suite = unstable
7f stretch %G codename = stretch codename = buster codename = sid
7f buster Xflg codename = buster codename = bullseye codename = sid

Table 2.4: EHAMEMXRFR

KESRIAEL SN Debian FAQ: 6.2.1 LABIFRZ LRSS ?

TER=A&HY) Debian $3RAR1E, “8B59 section” X —iA4FIEHR N A MUIHR D LMRER LR, (B, EEEBSH ("main
section”) iX—18 BT & KA Debian #4RXH, FAH” main TE” HXiF, )

Debian 7% #& (DD ) 88X EZRHAHEE| unstable #5%E (i@ incoming &3 ), # TR LEWREESHEH
B unstable HRERHRFTRAEBEFRE.

INR DD MEBITIREZNEA RFHIXFFREM, XBE R Debian AR EMHIIRFHITAS,

7£ Debian R EHIPHIAIEREGEM unstable BEREBINE testing HERERI, BEEHEIFMARNRIEER G
(#9510 X ) FIEEHY RC bug IEHVIRS, BE2XBERENTUFZIE testing HREPHIREGRS, XMTFE
{£15 testing BERFEIFFIEMIA,

B HRMENASEE S REERENSE, FET—EFHNTFM, £ testing HRETE—K, TiRfE, A5,
¥5IB8Y testing HRENIBRMOIECLAFE stable HRE, H RO testing HRECIZIAIID R, FHY
testing HERERVIMWABTHIH LM stable HERENATTLMEE.

unstable # testing HHREEFIEZERHUT/LTERESEIGE B NEEEE,

- MIFRVIRG B EEREEE (Z0TF unstable )

- IEREZHVREEIZIEERE (Z0TF unstable)

« HHRENEEZ )M (testing #l unstable )

- FIITFIERE, FINBRREGE (BT testing ) &,

FEE, MRIFREERXLEERE, RRAIZEEBES WA XL LRF)NE,



http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2010/01/msg00000.html
https://www.debian.org/security/faq
https://www.debian.org/doc/manuals/developers-reference/resources.html#codenames
https://www.debian.org/doc/manuals/debian-faq/ch-ftparchives#s-oldcodenames
http://incoming.debian.org/
http://lists.debian.org/debian-devel/
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VIR

E#8Y stable RAEZFGEN/LNE, AEBRFEAFPNZERATELTELEH stable #RE, BENEM
{ITBE{ER unstable % testing HHERE, EXMLERF, unstable #l testing BRERNEEARZ
WA, {RfEMA unstable MRENRARREFRBFRIFNIIERSH, AHESEZRLREBHNKEFH
LITE, testing BMREAKRER, AAEEESBMEBELEIHN stable HREMHERBIIANE ( Debian
testing &2 /& 2008-12), —MNBELGRIE(E)fE, NRMFIFHESIVIE, unstable PHREIFI UER,

AN
IRER testing EHRERN, H—MERRIREBSIEMNRBEEFIALE unstable HREPHEERGE (B
{E€ bug ) KRR,

PUSRREROTE B M Debian 8L,
)

- RSESR

- PERRG

. TREBMRAE”

2.1.5 Debian 2 100% BYE B4
Debian 2 100% FIEHB#E, Ei:

» Debian BIARLRBHBANRYE, XEETHFIBER,

» Debian 7£ main QIR B RRH.

» Debian EiY RB1TRE main B8 HRME,

« £ main RRVRGEIEBHKEI T non-free X contrib FRIRHEFE,

BEABMETINANELEEEETFE,

« “Debian 143848 2 100% FIE HRIRAE", ( Debian 11E¥3249HIEE—5%)

« Debian PR 22 B —LE non-free #l contrib #4E,

ERTFIEREEAE, IHAFE,

* Debian R4 EE 100% FEH, FREENREEAIT Debian fRZEEHI main Xig,
+ Debian RZE 2 SNSRI BT Debian fR5Z28M) non-free # contrib Xig,

7E Debian #tE$32490958 4 £F05E 5 FWHX 1T 7 ARMBAVARRR :

« BIMBHEEEBATVAFRBEBERG

- BINBERMNNABPREBERGHENFEMSE. BHSRESEMNORE, BAFES T EMRERSIEH
MNEAPIRMFEE, HTARIE Debian R LERIFEANRA, HNBASEIHECIEFNERXERD IR
RAPREZER, BIaiFtA, F2ERITNAENEET, HiEEHE Debian ALEWARGIEEES. B TIA
RUXLERR, BAMFHRMEMR. SHREN. 100% BBRA, A NESR =T 8ERE LA X L 75 fE R R AR
il



http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
https://www.debian.org/doc/debian-policy/
https://www.debian.org/doc/debian-policy/ch-archive#s-subsections
https://www.debian.org/doc/debian-policy/ch-archive#s-priorities
https://www.debian.org/doc/debian-policy/ch-binary#s3.7
https://www.debian.org/doc/debian-policy/ch-binary#s3.8
https://www.debian.org/social_contract
https://www.debian.org/social_contract
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« MLEEAF AT S A8 B BT

- BNRT, RERNNAFPFEERANRNS Debian BHRAGESHHIFR. HA0XLEER, ERANOERE
REHT “contrib” LUK “non-free” BR, EXLARTHRHEE, HAET Debian RAREE(IEHREE
B FJCATE Debian F{EF, Ffi1Exfye 2SR HIRXLE H R TFAVREIVFRNE, UHBRIIRETUELEF L
ITIXLER Y, LA, REIEEMIRHEFFIE Debian RAEM—EB5, FAMLZFENNER, FEBNHIEEHRY
RET RAHFIR (GENFABIERFEIRER R FR AR BBFTIZR),

BFMIZT#EA non-free f contrib FREBFEEZEERIMXEE

- FRENMNREGESKEER

* 557 Debian WG B (XERERTIEARIRENIS, Debian REEHITREMIZIFE, )

« 541K 100% B HAY Debian 24

Debian B #4355 755t 0 Debian 1837 7 B B4R, Debian WA BRIV EM T RZH@RE, 883X, B
4. BIFRFIEIF LR, 1X{#E1S Debian M98 REIREIER =g,

RTHRE main TR B R ERE, Debian ELIRMHT EH42 Mozilla Fx B9REE ( 140 Firefox . Thunderbird 0
Seamonkey ), EfI1EIRT logo F1—LeEIR LR ; FIF TN A Iceweasel . Icedove Fl Iceape B{X, TE1XLE o) 704 #E
RIE, XL EIFESE Debian Stretch ( Debian 9 ) BIE#HIRE T HEAZFF,

BAIE) non-free #l contrib MEBEET FIXRBEMWBEHD KHREE:
« 7£EGNU Free Documentation License NBIX B, BEATHER S, tE0 GCC 1 Make B9, (KB EEB O LATE

non-free/doc #%l.)

- BIEREIRABN THBIBIENEGREE, FINESE 9.9.6 TG HAY non-free 348, (Z L F non-free/kernel

53, )
« HERFFEERREE, WAl ERF/ERFIEHTT T RS,
BHiEE, non-free #fl contrib BREBMEELTF main GBI 2%, £iFiAE non-free 1 contrib HFAEIE

AR ELEIRIR, (£A aptitude(8) ML FRENFE I R HT M A MM T2HES], JTMHRRERZRREE
MERDRRGE, RERNAZFRGER.

2.1.6 REBKEIXR

Debian % 4181 B2 6 X HFER PRI AL A SR BRI REZH - RO THEBRGEES, TEE-LENN
BT TE Mo

- R

~ BRI, PSRRI R S HLARNRARE,
- FRARH

~ ZUTF Depends, BIIHIREBUARAEHRE,
C T

- RERF—AE, BFRANGKMAR, ASHAPTREEXNE, RIEXEIHNAEOPEERE,
LRI

- REHKE, XMRENAS BAPTRRNRERANKEOTR, BRATTIRTUEE SN,
.+ T



https://www.debian.org/social_contract#guidelines
https://www.debian.org
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=354622
https://zh.wikipedia.org/wiki/GNU_Free_Documentation_License
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- XERA—NMEEFNHRBXR, TRERXRA.

+ R

- R MR ETRE —LRANSE, —BIRRS IR RO AR R,
+ g

- RREATBNHOTRE, HTREXMRAEQUTBRAETHOREE,

. B

- RIS R R R BRABIR R,

3

- REBX MR BRI BAT SRR B AR B B9 SN TRE,

JED =)
HEE, RS “Provides”. “Conflicts” 1 “Replaces” & XE|—MEIMMRGEER—MAEMNES, XMWRT
FEEFA— A ERERER—MEHZEN SN EIERAE.

BERBAES X RME 5 E XALTF the Policy Manual: Chapter 7 - Declaring relationships between packages,

217 BEBMNEHR
XZ APT REMNKUHBEEMNERESEHREE,
- B (“apt update”, “aptitude update” B “apt-get update”):
1. MIEFERSSRE SR BV R R ST 8
2. EEMEFH APT (ERMA TR
- 7t (“apt upgrade”F1“apt full-upgrade”,z%“aptitude safe-upgrade”#l1“aptitude full-upgrade”,
g% “apt-get upgrade” #1 “apt-get dist-upgrade” ):
1. EERIENRA, EMTENRGEEEEHERMVETHRA (FISAS0EE 273 77)
2. BBRYHBIRIXFR
3. MNRIRIZBRASELRIRANRNE, RMNEFEEEERENFTIZEN ZHBIIREGE
4. FEEFTIRENEY ZEHIR &
5. i&{T preinst A
6. TER_HBINGE
7. 1B{T postinst A&

« & (“apt install ...”, “aptitude install ...”E{#&”apt-get install ..”):

EEHGLSITRIIHME

BRI BMREIX R
MIZFERRSS 28R BN E ik e
fR BT IREN A i HaR 42
iB{T preinst [ Zs

TR ZHHIXYE

S L T o



https://www.debian.org/doc/debian-policy/ch-relationships
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7. 1G1T postinst i A
- Bk (7apt remove .., “aptitude remove ..” = “apt-get remove ..”):
EREHLITRIHMNE
R BIREIX R
11T prerm fiZA
BRERXRMINXHE, RTEEXH
iB{T postrm A

A

- 7Bk& (7apt purge”, “aptitude purge ..” 3% “apt-get purge ..”):

EEHLITPIEHNE

R BAEX R

11T prerm fiiA
BRELTRINYG, BakEEXH

—

1317 postrm FiiZs

SANEEEO

X8, ATKE, HEEEBTRAHET,

2.1.8 XEEREMAYE—EN

{RROZIAIEMR RIVE 5 348,58 — MRS R Debian 45 E MY /usr/share/doc/<package_name>/README . Debian
ER 1% &1 “/usr/share/doc/<package_name>/" REEN Y, WMRIFIRE shell B 1.42 T, WAT

FE <L,

$ cd <package_name>

$ pager README.Debian
$ mc

RRTEERBREL “-doc” REM BRI IR G ERKEIFAIER,
MRREER—MIENRG BB T M, —EEEHEME Debian bug IREFZRLG (BTS ) Mk,

[ e
i =7 x
]%e%anbugﬁﬁh’%’ﬁ(BTS) y sensible-browser “http://bugs.debian.org/”
" A . sensible-browser
Tt EEMEAN bug S "http://bugs.debian.org/<package_name>"
bug fR S EFEY bug S5 sensible-browser "http://bugs.debian.org/<bug_number>”"

Table 2.5: f#/R¥5EX A ELI0) BE EE Mk

{1 Google 18R, EXEFPEE“site:debian.org”,“site:wiki.debian.org”,“site:lists.debian.org”

e pope
jrangarsy
=T Fo

SIRERIE—17 bug IRERT, EER reportbug(1) &5,

2.2 EWRGEIERRF

£ Debian REHFBEFSE T APT G B EIE T AP UL Debian R4 L HITE T EENRGFBERRE, BXE,
BATEN B 3 MEXRMNREGEERTE: apt,apt-get/apt-cache #l aptitude,

WFSRRGELREABMRAGETRIENREBEEREREF, FYIAE root R,



https://bugs.debian.org/
https://bugs.debian.org/
https://www.google.com
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2.21 aptvs. apt-get/apt-cache vs. aptitude
RE aptitude RIFEEXEFERAN—TEBHHRIETH, (BIRNZIE FIER:

« REWEMRALMIETE stable Debian R4 EEFA aptitude SLREITHERANRAEF K,

- BiYER”apt full-upgrade” 8§ “apt-get dist-upgrade” Ri#{TIXMEIE, S0 Bug #411280,
- aptitude SELEMRES AT testing 3% unstable Debian RAFH KSR KREREGE,

- BMEATMA TIPSR AEER, BAERT.

- RUF XS HEBETREERIRBEEFRE BRARESME, I3 gnome-core,

- BRRXAN I, FJLATE aptitude MR BEHIERE “BUBSMITHNME", B aptitude, HEM “apt
full-upgrade”,

apt-get fll apt-cache EREMMET APT WKHGHBEEETE,

- apt-get #l apt-cache RigHtar S ITHARE.

- apt-get BHITERANERAARFRIENTEETLR.

- apt-get R T —NBAMRE BRI,

- apt-get WEHRRENERRST, SEEELWAFHEGITREER,

- apt-cache fft 7 —/ fREMNENRIANRIEZRH B BRI,

- apt-get #l apt-cache BJUA{EF /etc/apt/preferences REBREBIZ MRA, EXIEFEED,

apt LR~ TMHETREGEEENSRGLITRE. EEA LR apt-get, apt-cache FIRMUGSH— NI, K
RITAENLIRAFRENRE, ERXABATRELEERG N EAIED,

- apt TEZERAPER apt install ERUEBNERT —MRIFIEESR,

« ERINEETHNWREEE, apt BEIAMBREZN . deb KEE,

"R
BIVAFERF apt(8) s T AT RENREAAR, ME shell AR {EER apt-get(8) 1 apt-cache(8) &<,

aptitude MTERHEANET APT WRHGHBEEIETHE,

- aptitude BRI T —N2EMNRERAXERAFRE.

- aptitude EHHRHE T -1 HSHFRE.

- aptitude REATHERGEEE (FINKEERRWRGENERTHANKGE ) NRSELR,
- aptitude WHEHHFNERES., EERESNATFHAGITEEER,

- aptitude Rt —MEEIENRANRIERAENREBTHIE,

- aptitude FJAEBREGBNZS MRE, HEARER /etc/apt/preferences, X&2+HEM.



https://bugs.debian.org/411280
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apt-get
N aptitude |/ .
BiE
aptitude apt-ge ) == =
apt update chdate | b o E R R TTIE
aptitude apt-get
apt install foo | install install&E “foo” WEEAMRIERRZA A K ERIAKE
foo foo
aptitude apt-get e —omus o
apt upgrade safe-upgradapgradeﬁﬁe‘t{“mﬁ#@mﬂ* ERRAFEARBREFHENRGE
apt aptitude | apt-getZRRCERIVAREEMEZR FRE
full-upgrade full-upgraddist -up§de
aptitude apt-get
apt remove foo | remove remove ¥k “foo” M, BB TEREEXH
foo foo
apt-ge [ -
apt autoremove | N/A autore;%lhé;ﬁg ENBENTRNRGE
. apt-get
apt purge foo aptitude purge| &k “foo” MFEIRIREE X4
purge foo foo
aptitude apt-get. Ao
apt clean clean clean RBEREMCENRGER RS
aptitude apt-get. A S, e o
apt autoclean autoclean autocléglﬁﬁzl&iﬂ’.E,Eqﬂﬁﬁﬁ)\ﬁ:'ﬂﬂ’ﬁ)\ﬁ:@h%:f(#
aptitude apt-cache
\E' AN " 2 -I;I-n,\
apt show foo <how oo iggw ER “foo” REBHIEA
aptitude apt-cache
;E%‘;??r:h < IE | cearch search R <regex> HIREE
WEIST <regex> <regex>
aptitude
N/A why N/A FEFRILEC <regex> MBI L RIREA
<regex>
aptitude
N/A why-not N/A FEREILEC <regex> MG B AV EENIREA
<regex>
aptitude apt-mar
- S
N/A search | 3Pl T AR B

Table 2.6: {& apt(8), aptitude(8) 1 apt-get(8) / apt-cache(8) HIFR

TERRGBERREE
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22.2 @LITHMEMRABIEIRRIF

T EEF apt(8), aptitude(8) #[ apt-get(8) / apt-cache(8) FIEF SITE R B EIRIRIE,

EE

S aptitude HLRMETEEHIINEE, FIINIEEMRGBEEINEE, BEEMNEREESHT (HTHESH ) —ER
%, 5130 Bug #411123, Bug #514930 % Bug #570377, 0B %kio], &fER apt,apt-get 1 apt-cache &4$XK
B aptitude &%,

ES =1
E R lenny RZAZEH) Debian 244, apt. apt-get #l aptitude E@HEEMTEMNREBHIRES (B0
2% 255 1), BIRATNESERAILETEMASHMEERMD (S0 Bug #594490 ),

“aptitude why <regex>" FJLAEE “aptitude -v why <regex>” FIHEZHES., EUMESE TS T apt
rdepends <package>” BY “apt-cache rdepends <package>" 3%EY,

Y aptitude SSHEBSITERN T ENEBEE T —LLiol (FINREEHR), REIMEZFEMRTHET “e” #i
R ERFROIRFR,

{REJATE “aptitude” [FE{ERMIGHSIEIR,

A LI jtFR

-s RIS HIZE

-d NT&, THATERER

-D EBEMRERMRR, EREERRHA

Table 2.7: aptitude(8) FEE RGP IED

BZABSN aptitude(8) F{iIF “/usr/share/doc/aptitude/README” # “aptitude B8P FM",

&’
dselect MGHEUKIARIA, FEBRZAAMHRAFEENEFRENRHBEETEA,

2.2.3 aptitude WX EREH

RERAREANREEERE, (ReIMETEIFEMRERNZE aptitude,

$ sudo aptitude -u
Password:

IS EHMREEENABER, FUR BN A 2R ERREBIIR aptitude FEREEMRE "~/ . aptitude/config”,

B
NRIRIEF root MECEMIEERER, FILAE EEAYGIFHER “sudo -H aptitude .."fXE“sudo aptitude

o

"R
% aptitude UREEX BN, SEMREFRITHINE, MREFRER, BeIIBLRES: “THF" - “BUH
SHITRIENME" REVHEE,



https://bugs.debian.org/411123
https://bugs.debian.org/514930
https://bugs.debian.org/570377
https://bugs.debian.org/594490
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2.2.4 aptitude FYIREYFE

E2FREN TR GERSFNRENFIZRNT,

RIER BEHIETNAE

F10 8 Ctri-t ]

? ERREED (ENZENEER)
F10 - B - AFPFMH EREFPFEM

u EMRGEERERE

+ W ZR GBI CMEFA Rk &=
- WCZEXFEICMERIR (REBEEXH)
FRCIZREFEICUE SRR (BREEXH )
BREERARFRE

WRCFr BRI AR E (NfEGNE full-upgrade )
FFig THH TERMEEE
BHZAEAHRGERSE
RHZFEAFAREE
EERHFENER
LSRRG ERPEF
ESNENE—1TRER
S5 F—THEE

nter

(o3 |

1IN O m X|ajelc Il

Table 2.8: aptitude FI1Z RGP E

BT SRSITIHEXAEM, W@ “1" K /" ZEEXRBRT FaA TR aptitude IENFRIAR,
aptitude IEMFAXBIBAERA “~n" FLBEREBBMIF R BRIGHLIRE BB,

"R
FREAFIMAAERZET V" BLABNERRREBARIITTARE, BNRBEERNRERN—LE5ZE
E R R BV B T BE T+ R 2 AT A AR AN,

2.2.5 aptitude REEME

aptitude(8) EERERN T, REBIREMRGEBXBE T EIGFHEER,
idA libsmbclient -2220kB 3.0.25a-1 3.0.25a-2

ZITRNERBRNEXAT,

CRET ATE (BAER)
- EET ARE (BIATE)
C“BE” TS (BEAEE)
. REHEEH

C % CEMET WA ENSY
- BB LFIIRE

- RE-EEARE
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N

BRI UERSBR R PRI TEMREIIR, R 2" M EFEERBER.

B] FHhR ARV F R AR IE SRR A EIEIN ( Z 00 apt_preferences(5) F158 2.7.3 ),
REBIMERYJLFREER T LATE “OE 7 KR THEL

ME R ISk
REBUE Rif SR 2.10 (FKIN)
CEHEFLER Rif IHEFLZRELZELTRNNREGE

FEREFBTIR B AR EMIERER (AT ENFRER)

Debtags MNIizs FEFEEH S debtags FHTH RV HEFE

N EN G EF =E:E SRR ER D ERIREFE (A Debtags MIHEEER)
Table 2.9: aptitude [

ES=

BEENFAC# A debtags FRICRVIRIFE !

o “REERE"

DERHENHEEHFE - LHIN LGN dselect BRIR,

ES fERER
A RER R & section - area - REEMINFE R EIREE
FIE IR T [E
EEETRET B E
RERREER B E
T EIRFNE ARG B EE
- ETEREGE R EEEINET NG
REE N — "B EESAENARIIRENRER
Table 2.10: ARG EI M EIRY 52
BR

RS E R AR SR A RAOAE S5 ik H ER R AYAR I 2.

2.2.6 aptitude fEZEH LN

aptitude 2t T JLANB] PAGE AR IE N RIA USRI RIR M BLADIET,

* shell i< 1T:

- “aptitude search ’<aptitude_regex>’" FIHERIRE. NGB B LEREEBIERIA
- “aptitude show ’<package_name>'" Bl BB HIEMIEAR

- ERREHEL

- 1 AT RSITER A BHHE
-/ BRIERREE



https://debtags.debian.org/
https://debtags.debian.org/getting-started/
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-\ AR R
o BT A
- ON BHE—A

N
FII& <package_name> WEFRH B RBMIBHFTELE, FRIFERU~ FFRMIENRIA,

2.2.7 aptitude IENRAR
aptitude IEMFRIATN 22 mutt IR ERE (S5 162 1), aptitude E{RBVSTRILESHNY BT,

« FMRAXERNIZ ERE, FIR egrep(1). awk(1) F perl(1) iX BRI HE Unix XA T EFRFHERR “A7 “.*7, “$”
2 HEEN,

s (RKEIKR R <type> B—MIFEIVIRGF B E XA (depends, predepends, recommends, suggests, conflicts, replaces,
provides ),

o« ZRINBY <type> {REIX R “depends”,

B
I <regex_pattern> AEZFFFHEMN, BIiEGS BEERMND~T,

THEHR—ERES.

« ”~P<term>” ==”"~Dprovides:<term>”
« »~C<term>”=="~Dconflicts:<term>”
« ”.~W term”=="(..|term)”

PR mutt FRIEER, AR mut HRESRBETFREAXNEEZS WM BAFFM™/usr/share/doc/aptitude/README”
iy “SEARCHING, LIMITING, AND EXPRESSIONS”,

JED =

lenny hRZASHY aptitude(8) H1, FEVKIERIBE, 0 “?broken”, EIEMRAXRETUUARER L EIRIIER
“~b”, MESRFR “ " WNARRTIERFR “~" SMIH—NENRAXLIETFH, HHOKEXEEEN “H
FFH,

2.2.8 aptitude FYKFEHfRIR

MEBBTHEE “F10 - %I - HEN - EELBRBIXR" #HITHENMIZE, WE aptitude FEE—MREGE
B, RMYXEBE “Depends:” FIRFMREEIE L, “Recommends:” FIRFMREBHEMWE L, £ aptitude
T, XEANTRIRGBELBEENSENBIR,

aptitude & HiREl “BiIRR” THIRSHITET apt ZRAEE Y apt-mark(8) L RIGE,
2.29 RE\EMAE

Re] AE B XM EEREIIREEiENAE,
BXE, REAILEETEREFRSERNER. REEWHESNE 9.2.10 75,
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¥ RLE N &R EMFRER
U RIS ~n<regex_name>
LECHR ~d<regex_description>
LR FERFTR ~t<regex_task>
- LS debtag ~G<regex_debtag>
LECEFE ~m<regex_maintainer>
ILECAR A EIRY section ~s<regex_section>
AR HF B RR A ~V<regex_version>
ILECHEERE ~A{stretch, buster, sid}
- LESKIE ~0{debian,..}
LR T ~p{extra, important, optional, required, standard}
LEENERREE ~E
LA EFIR G & ~Vv
LI EGEE ~N
- LESEFRITRIENTE ~a{install, upgrade, downgrade, remove, purge, hold, keep}
LEEZERHFE ~1
LEEFE A MENELERGFE (Baik M
KORER)
LEAHE ARZENELRRRHE (BE | _,,
RUEEREE ) '
M E & EFER I ARIVIREE ~U
MEE MR ERBIRIVIREE ~C
MECBIR, EEMRrIBRIIREE ~9
MERIMKFR X RV EER ~b
ILECHRIAR <type> kX REVIRIFEL ~B< I >
- [ILES <pattern> X BIRY <type> kFiX & ~D[< ZEH >:]< &BERX >
gmwmmpﬁ#@wﬂmqw@mﬁ% DB[< XA >:]< fzt >
E@’\Jgfﬁiﬁ’@? <pattern> X BHT <type> ki R[< % >:]< f&z >
{%;igﬁﬁf]?;zépmerm REERIAEY <type> RB[< X >:]< fizt >
MEREEECEZRREBFRRBRREE ~R~1
%E&E%EEEE?%%?M’-‘F@F)HK%E’\JE’M—“F | ~R-i
EEEETZRGFEMRBsE TR . .
%Eébaﬁa XIFELR BWR=W | o, |-R #75:-1
ILEE <pattern> XLRhR A Z FEHVAR B ~S g < &KX >
MEMBHRER (B) ~T
AEREE (/’) ~F
Table 2.11: aptitude IEMFRIAT
X kS

dpkg RV EFERLENHE
BH APT &olHE
aptitude L EMHE

/var/log/dpkg.log
/var/log/apt/term. log
/var/log/aptitude

Table 2.12: B4 ELENHEX G
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2.3 aptitude 2{ESEHI

TER—YE aptitude(8) FIIRIESEHAI,

231 BEENRANLERGERBHRILRAEE

THEHMGRESIH T BT IENRIAN LR BMRI LR 6L,

$ aptitude search ’‘~n(pam|nss).*1ldap’
p libnss-ldap - {#F LDAP {ERBFMARZH NSS 1EiR
p libpam-ldap - #iF LDAP EOAVEANIGIEIELR

XM ANEXFRRGERHERSE,

2.3.2 fERIENRIATILECN

£ MRTRGEINR PER"L BREE, ENRIAN~dipve” 7] ARSI ILEC IR 4k, ARENMMRRE
£

/Bho

2.3.3 EMFECSMFRIRGE

REERIRFT B E BRI BRI RIRECE X,
REUTHRSHER,

# aptitude search ’'~c’

WMRIEFIAFRT B AVIR G BN SRR, BT THL,
# aptitude purge '~c’

] R B R BRI SRR IFE I TR E A=,

T R AenE” FA D BRRAWAENLER ~c” , XFXTERHEE, thil, » BRENSFZEEE” . BN
BRLECHRAG B AETNENE EER [ B,

LA “REZNE" BA 7, SARETHREERELEENRA SRER, EEAAER ="
SRR ERHHIRIR A B B R R A,

EMBEAGEZRAEERT TS EbaG<R,

2.3.4 ARBMNIFHNERIRE
THERIBRREEN BN/ ENLERSNAGE (FEERIE aptitude REBDEERZE )W

1. A root AR GHEHIEIT aptitude,

2. AP S EHFANREELIR, U SMICAERARNKREBUARTHE, " SSBERIRERTIR,
»g” BLHITAE R FHRIVRE B URITHR,

3. %F “17, HMA “~i(~R~i|~Rrecommends:~i)" RERHIRHENER, BT ‘M K "BLRREE" B
RSB ABNEE,

4. BT “17, H#4A “~prequired|~pimportant |~pstandard|~E” REEFIREEMER, HT “n” B B
TRUEER" HRSHAFNELR,
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5. 8T “17, FHaA “~i1-M" KBRGEIRGENER, £ "BRRRER” LRT 7 KEIEANREE, &
T -7 BENBRK,

6. T “17, H@A “~1i" RIRHIRGENER, ZEE “REE" ERT “‘n” BRERGEMRICHFILR.
7. \BH aptitude,

8. Froot BFP#{T apt-get -s autoremove|less” &%, REEENRLEREBETLBEE

9. ERERATER aptitude 2F, A “‘m” SLIRCAEZMRMGEL,

10. F root B EHM{T apt-get -s autoremove|less” I GEREEBRBRNETPTEARAERSEHCHAE
EERPRAVIRIF L,

11. F root BF#I{T”apt-get autoremove|less” S RENBRABEENREE,

EIRFTRENITH Tasks” £, BIT"m” (SR —NeliEMVRF, BIHMEN THILERERAHBREFHME R LI,

2.3.5 £EMARKZHK

FE

HRTB R R ITIRERE, BRI TEATHEIANIIME, Debian 2rIHELN, ERIIERMZEEAFNE
KIFMNRG, XA THRNESEBREFNREEREMNEIEMAISHREGENTEESR, SR, EMEB A,
RERZIRH AR M TEBNE ), HICEBIZeNttAE (EEF 102 ), “H" tEBENBARENSXMS
Gh—ANBohI, RELIMFEFRREVHA R,

fReE] LABIT T /etc/apt/sources. list” AR E ZIBEAFN L ITHRFAEMUHERJITRAGNESEHAL,
SRIG1E{T’apt update; apt dist-upgrade” @<,

M stable A2 testing 3¢ unstable, {RE1ZF”buster” @& ”sid” Bi#k”/etc/apt/sources.list” X
HEf)”stretch”, &% 214 1,

XL, AT EREERAEZ I, RrlfeRiBR —LEM, TERATREBNKBIEE. ARhZENER
K, (RHAERTEEIBE AR FEIRA BT TIa, RHMIBR stable WERIFAEY stable, {RR]PAZEE Release Notes
ARERBEENPSREM, RRIETEERVRL FRG,

EEENRMZAE], RREBMERIH stable IBEHFELRMHEY testing, XERH Release Notes BJ LAFEZ{R,
£RI— stable RfiLA/5, stable RITHRIRIGELRMAY testing RITHRZBIMERAJREL 1SS KERT thfE
BARRATFIEMNESR,

Efﬂgﬂﬁ%éﬁﬂﬁﬁﬂlﬁ, {RROZIZTERVRIF, FERR R MBRATIR P IRV ITEZ MRS REREYE R IF L ER
1. EESRIA “RITUER",
2. EMBINRE (LHRBIENEERSE ).
3. 3 bootloader 1A T BB R, FiAMIZH RIS SN EMIITFHEN
4. BRBHAZ LHRAF,
5. A script(1) iCRFARANIIE,

6. F “unmarkauto” L RFRBREEMRHEE, FlgN”aptitude unmarkauto vim” i Xasd 2FRBALEERR
vim X PNREERY,

7. AT BLREBZERTRESLAENHR, NZRERVEZRNRAHEHHKE, M, BIRFEIMEZNRY
(25

8. BkR”/etc/apt/preferences” 34 ( 2 H apt-pinning ),
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9. BB —LLMFALK: oldstable — stable — testing - unstable.

10. Ft¥»/etc/apt/sources.list” X, fEHEIEOFEEEAFIZIT aptitude update” &<,
11. AEMNREED, BERFH core packages, 4 “aptitude install perl”,

apt-get -s dist-upgrade” &< RKiFhFA RISV,

177a
13. |BfGiB{77apt-get dist-upgrade” &<,

@ 1R

£ stable IREFAHRAVEHER, BkhidEZER Debian Z1THREZARBEER,

VIR
@ LRI “&1TFM” B, GCC, Linux Kernel, initrd-tools, Glibc, Perl, APT tool chain 5%, §—%£*XF %
SZEEARNEETEEL

XF unstable REFIEHEHAHEK, EEFF 243 T,

24 SRNGEERRF

241 mLTPWSHRGEERRF
TEIIH T —EHTORGEOERRME, XERENT aptitude T FEHKEERAMBNIEE,

=
WF—NMNZHZEMOREGEE, ROUEFTFEN LCHSEETEMBM AW, EH “dpkg -L
libglib2.0-0:amd64” k%It amd64 Z2#J#) 1ibglib2.0-0 KEBHAE,

Ny

@ RgEEAMNZ/INMERREMWSRESE TR (F0 “dpkg -i ..” 1 “debi ..”), ENIAEBEIERE
BRI B, dpkg MIFESITIEIN “--force-all” FIZEMMEIN (20 dpkg(l) ) RERTFEF. &
ELERENNNRINER NS BITMRHENRS,

HEBU TS,

- FIBMNRARENLZRGBLEEZM root BIT,

s REFEAEMNRIAXE aptitude (BRE 162 ), HEMRGEEIREGSEREIATF shell glob FBEEFF
(BNE 156 T),

apt-file(1) BH apt-file G BIRMH, HEAFEELBIT “apt-file update”,
« configure-debian(8) B configure-debian X BIEM, EIZIT dpkg-reconfigure(8) {E H g im.
dpkg-reconfigure(8) {3 debconf(1) ¥E J R IRFKIBI TG B,

« "apt-get build-dep”.’apt-get source”#1”apt-cache showsrc” GFS$HEE”/etc/apt/sources.list”
RTEE"deb-src” % H,
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NN
AR

BIF

COLUMNS=120 dpkg -1
<package_name_pattern>

JHERRRHBMIIRATHIRRS

dpkg -L <package_name>

ER—TEXRAKFENRT

dpkg -L <package_name> | egrep
"/usr/share/man/man.*/ .+’

HH— P ERERHEEN man FH5T

dpkg -S <file_name_pattern>

IHEEXFBHNERRRAGE

apt-file search
<file_name_pattern>

5 SR E R LS BRI E

apt-file list
<package_name_pattern>

| HEEREFLRENRGENARE

dpkg-reconfigure <package_name>

EFECERGE

dpkg-reconfigure -p=low
<package_name>

B RIFANHGRENEERGE

configure-debian

NEFXENEAEFRLEERGE

dpkg --audit

BN ERAFENFITRS

dpkg --configure -a

FEERMBES N R=IRHEE

apt-cache policy
<binary_package_name>

BR—ANITEBRAEBHIRTAMRA, AERFERERER

apt-cache madison
<package_name>

ER— MG B BRAERERSR

apt-cache showsrc
<binary_package_name>

BR—NITHEBREENRABREEER

apt-get build-dep
<package_name>

LRMBRGEMEZMRGE

aptitude build-dep
<package_name>

TREERGEMEENRGE

apt-get source <package_name>

(ARFREREEREE ) FHIRIH

dget <URL for dsc file>

(REEEERE ) FTHRIKHBRAER

dpkg-source -x

NERBRERES ("*.orig.tar.gz” #

<package_name>_<version>-<debian_|Verdiehtardsar .gz”/”*.diff.gz" ) PHEER

debuild binary

AR HRRR AN PR ERGE

make-kpkg kernel_image

HRZERBHRAME— ARG E

make-kpkg --initrd kernel_image

HBAT initramfs FIRZRRBRFHE—TARZREE

dpkg -1

<package_name>_<version>-<debian |

T

apt install
/path/to/<package_filename>.deb

LRAMRGBIRED, RNZXENERIKH

debi

<package_name>_<version>—<debian_&g$%%%w§§£tg%%;§%@?

dpkg --get-selections "*’
>selection.txt

&7 dpkg RAIMVRAFELERRSER

dpkg --set-selections
<selection.txt

£/ dpkg IRERMGELERIRT

echo <package_name> hold | dpkg
--set-selections

fEH dpkg BF— MR EGERNEEERSIZRER hold (FHS
Fraptitude hold < BF >7)

Table 2.13: SRRGEEIRIRIE
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« dget(1) . debuild(1) 1 debi(1) ZEZE devscripts RE,
« 8015 2.7.13 HEFEH apt-get source” HITE (EiT8 ) TIL,
+ make-kpkg % ZEE kernel-package &8 (S5 99 T ),

- BRAITESNIE 12.11 3.

242 WIFERPRGEBNXG

B2% % debsums BB, BE(FF debsums(1) #5<i@id”/var/1ib/dpkg/info/* .md5sums” X&) MD5sum
1B, BIFEREME, 805 10.3.5 T3RIKE MDssum 2 EHTIENEE,

JED =
&9 MD5sum $iEFE R BERIBABE L, debsums(l) fFhL2TEFEAER. XM TERATREEREESHIE
HIAE DA B IR AR ER IR IE R IV IR R R AR HY.

2.4.3 BG4 BEIPE

Z AP EREM unstable, EAEBMPINENRGE, EXSERRKAEETZEEI™EMRAFE bug,

LTRUMHE apt-1list bugs FJLAR TR RAEIE™E bugs, HEIBET APT REFALE, EXBEa1EE Debian BTS
B/ E bug,

L apt-listchanges B, EFER APT RAARNESRTE “NEWS.Debian” HIRZHEZHE.,

244 BRRMEETHIE

RE5E 3R 5T Debian Mif https:/packages.debian.org/ BIERRAGBTTIIEEINE B SGE, BFIMKIEREEEZESR
RI73i%,

grep-detrl(1) . grep-status(1) 1 grep-available(1) i L FARIEZE A B Debian R E11Z IS A NBNEFISL M,

“dpkg -S <file_name_pattern>" #FARERA dpkg TRMREEFEENEXHEN, EELBIBERFEIIH
KRR

MRFFEN dpkg THRIBHITEEZMNIER, RFEAE “/var/lib/dpkg/info/” BRTIE1T “grep -e
regex_pattern *” m¥, XRFEFRERGFEMANLREBDNEAPIERIERMEIE,

MR R IIEIRIR A B, (RRIX(ER apt-rdepends(8) .

2.5 Debian R EIAEBEIE

1EFRAIRZE ] Debian REB BB AEB TIERIE, XN IZ AN ESBI{RIRIT R R — LE4R {451 8] 35,

25.1 BEERETHIE

BNMNRITIREYTTEURE SRR TE7E Debian B&RILHY“dist/<codename>" "M@, flgN“http://deb.debian.org/debian

FERENEM P OEIT NI RN . EHE 6 MXBHITHIE.
ATRLMERE, EROVERES, XLETRRTFMENESE THES XM
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X g AT
Release RITREITNE BEEBRIINEERFE

» » Qs ==
Release.gpg RIThREVTRE ;gﬁléagse MFFRERNLE, AR
Contents-<architecture> | Z{TRREIIN= I HEERENPREREENEINHEF

NE7= ALy AT Y

Release _?]3 MR AThR/ X SRR S TR R4 $EIAR{E A apt_preferences( 5 ) BIFLM
Packages Eg%iﬂ&/lzii/:i&ﬂ%ﬂﬁgéﬁ i#$% debian/control B _i#HEIE
Sources [EBRAASEEH %3 debian/control FFEURIBE

i

Table 2.14: Debian 4R ETHIENAR

25.2 TNE “Release” X{RESM

BR
NE “Release” XHFTFZEE secure APT R4 FHYIARS A,

/> Debian #4RERIMIEERE — MX##AY“Release” X, Flt“http: //deb.debian.org/debian/dists/unstable
REWT,

Origin: Debian

Label: Debian

Suite: unstable

Codename: sid

Date: Sat, 14 May 2011 08:20:50 UTC

Valid-Until: Sat, 21 May 2011 08:20:50 UTC

Architectures: alpha amd64 armel hppa hurd-i386 1386 ia64 kfreebsd-amd64 kfreebsd-i386 mips <«

mipsel powerpc s390 sparc

Components: main contrib non-free

Description: Debian x.y Unstable - Not Released

MD5Sum:
bdc8fa4b3f5e4a715dd0d56d176fc789 18876880 Contents-alpha.gz
9469a03c94b85e€010d116aeeab9614cO® 19441880 Contents-amd64.gz
3d68e206d7faa3aded660dc0996054fe 19203165 Contents-armel.gz

=
EE 2.1.4 T, {REENSEIMF{E"suite” Fl"codename” B3B38, “&1ThR” #: FRERH% K suite” F1"codename”.
FrE HERERENIT area” B, 2#%7E"Components” .

TEMX 4 Release” MIEEM, RMHM secure apt FINNZEZEHISRIIE.
- INZEZERB X Release.gpg” HTNEENE Release” FINZER Debian FHEEE N IAEIE,
 AFFEY Debian #4REAHEEGSMA “/etc/apt/trusted.gpg”;

- XHEMIRERT U BT ERHMN base-files MEBAMN AT, HE
— FHER gpg 3(E apt-key T B FRKEXA R 1E ftp-master.debian.org E R FTHIMERE R,

« secure APT ZARIE T HIVNEX 4 Release” FITTE M MNZIIEITFZRAZI T Release . gpg” XHFIE”/etc/apt/tr
B Debian #43RE N 5R.
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FiB”Packages” #1”Sources” XM ZEEEHEINE "Release” X4 EH) MD5sum {EXREIE, FRBREFBEXHF
H5EE M H”Packages” #1”Sources” {4 EH) MD5sum {E3RIEIE. £ 0 debsums(1) #1585 2.4.2 3.

EINZE R I LE T8 MD5sum {E;E#£E 289 CPU, fER MD5sum EREIES—MRAGHE, ERMEZERRIGIEN
Ef)"Release” X, ZMARNREM RIFLEMUMNER, WELLRFIME (BUE 103 ).

2.5.3 BEEEH “Release” X

BR
HEEREN “Release” XHIEHIE apt_preferences(5) BN,

AR IR Release” X, EL SRR B7E/etc/apt/sources. list” Ffy”deb” {THIEE, SALA T H”ht tp: //dek
Z’http://deb.debian.org/debian/dists/sid/main/binary-amd64/Release”,

Archive: unstable
Origin: Debian
Label: Debian
Component: main
Architecture: amdé64

AV
@ WF"Archive:” &1, RIIBFF ("stable”, "testing”, "unstable”, ---) BF Debian archive , XS
("trusty”, "xenial”, "artful”, ---) FF Ubuntu archive,

WFERHDRIEE, LR experimental # stretch-backports, Ef1ESMREGBERERENTE, IZEERE
EMINEY1T, BIGN7E http: //deb.debian.org/debian/dists/experimental/main/binary-amd64/Release”
EEBWNTHIMI—IT,

Archive: experimental

Origin: Debian

Label: Debian

NotAutomatic: yes

Component: main

Architecture: amdé4

BEE, TEMEERESE NotAutomatic: yes”, BKIABY Pin-Priority {ER 500, ¥t F&E”NotAutomatic: yes”
BUSSFIRIEZREE, BKIARY Pin-Priority 182 1 (2 apt_preferences(5) #158 2.7.3 7).

2.5.4 FEVBTFIRHEBRITHIE

L{EH APT TER, W aptitude, apt-get, synaptic, apt-file, auto-apt, HITEEZEEHE S Debian 14EE
SR TR A IZ D], XLEAHIE DS R FE, FI7E”/etc/apt/sources. list” X EMEM distribution,
area, architecture HHMEM—H, (BIE 2.14 ).

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_Release”
« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_Release.gpg”
« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_<area>_binary-<architectur

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_<area>_source_Sources”



http://www.infodrom.org/~joey/Writing/Linux-Journal/secure-apt/
http://deb.debian.org/debian/
http://archive.ubuntu.com/ubuntu/

Debian & Fift 58 /261

« ”/var/cache/apt/apt-file/deb.debian.org_debian_dists_<distribution>_Contents-<architectur
(apt-file)

g 4 MBI EHRFIBIEXE APT S HE, #E—IULL ‘apt - get update” 8 “aptitude update” 7E
nr:vﬁ':Pf&ﬁE%? WMRTE “/etc/apt/sources llSt REMENI “deb” 17, M “REB" THIBESFHITER,
WMRE “/etc/apt/sources.list” AHEMEMNA “deb-src” 17, M “ET‘CE%" TTHIBSHITER,

Packages” fll"Sources” W HIEXHEEE “Filename:” FE, A HKIFIRNBEXGHNUE, B, X
LREBELE—RE pool/” BRM T, XIFEIANE B IRA L HIIEH,

R THRENAIBEIARFTUEA aptitude RATREXMIEER, EIERGS grep-derl(1) FTLAIEER “Rit
8" 1 “RABE" THRIENAEIE,

“Contents-<architecture>” JTABRIARMIEDL, BEME# apt-file update” B, ERNMUENHTE 4 MAREL
2 apt-file(1). (auto-apt BJ”Contents-<architecture>.gz” XEHAHE DA tLERARRNMLE, )

2.5.5 APT MIREEELUIRTS

bR T mFRFRETTEUE, lenny ZEH APT TEXRSBEESMZENLTRIRSERREFE"/var/lib/apt/extended_st:
F, APT RERENRERBMNREIMBRHEE.

2.5.6 aptitude FYIREEIRS

bR T2 SKEUTAUE, aptitude LT R EEA M EMNTRIKSEEREE" /var/1lib/aptitude/pkgstates”
h, XE(EE R EEM aptitude £,

25.7 FREWRAEERIARHE]E

FiEEIE APT MHIZIZRENRVIR G L ER#ERTF7E “/var/cache/apt/archives” H, BEEIEN#HER,

aptitude WX MNEEF X FIEERIR, BEGSE 0Options” — "Preferences” FiRE, oMU BE T EMH A,
“Actions” FfYy”Clean package cache” @ ”’Clean obsolete files” RHITiEHIEIE,

2.5.8 Debian BB SEB
Debian 3B X GBS ERIBFFLEM,

EREZIES] BIrER
" HFIEREE (I5FF deb) <package-name>_<epoch>:<upstream-version>-<debian.vers:
lan-i ) &R JNFR . .
iqe:bd)eblan installer B —RZERIFRIFEL (75H% <package-name>_<epoch>:<upstream-version>-<debian.vers:
RS AR ( ERFRFE) <package-name>_<epoch>:<upstream-version>-<debian.vers:
1.0 REREIRHEFE (Debian %) <package-name>_<epoch>:<upstream-version>-<debian.vers:
g = 5? = U
% ?De(b?:nli‘liztﬂrjﬂ_ RELR) RRERT <package-name>_<epoch>:<upstream-version>-<debian.vers:
p~4
R (XA ) <package-name>_<epoch>:<upstream-version>-<debian.vers:
Table 2.15: Debian 34 BRI RFFLEN
N

BRI TERNFEBEEN, EZRETIESSE dpkg-source(l),
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BFREH FTANFR (IEMRIALR) FERS
<package-name> [a-z,A-Z,0-9,.,+, -]+ INWE
<epoch>: [0-9]+: B[k
<upstream-version> [a-z,A-Z,0-9,.,+,-, ]+ INE
<debian.version> [a-Zz,A-Z,0-9,.,+,~]+ a1k

Table 2.16: Debian X 4Bl & FH & —MEA AT LAEFRY

= A

FH

EE
R LA B dpkg(l) REMNH LK
echo $?".

EREERRA, B0, "dpkg --compare-versions 7.0 gt 7.~prel ;

=z
R

debian-installer (d-i) /A udeb fF R ER Zi#
deb RUBFRB T —LERAVEMNAR (FIA13Z4E), A

B A BRI B3, mMIEEERN deb, —1> udeb FIFEIRM

TEZEENBHRERGEBRNER, deb # udeb

z3

@I

REBEHZERREELEM, “u” KRR/,

2.5.9 dpkg &d

dpkg(1) & Debian X B EEFPRKENTE, BIEEEK, DI/IOER,
HEREBHR “<package_name>" HIMRHEERT, dpkg RIRETIIMIRFLIEE,

. ﬁg@ deb S‘(ﬁ: (%’lﬁla: “ar 'X”)
. {H debconf(1) 1T “<package_name>

A W ON

. {&F debconf(1) #11T “<package_name>

.preinst”

BRAAZRIRGEP (FETF “tar -x")

.postinst”

debconf ZRAERMEHEBE 1SN FILION (£ 8 B) ZIEFMHFELCREFARE,

Xt

A&

/var/1ib/dpkg/info/<package_name>

PHifdEN S, (ERERIENREY)

/var/lib/dpkg/info/<package_name>.

I ﬁ%*z ‘F D§>

/var/1lib/dpkg/info/<package_name>

JiHE el TR RY MD5 IR A 1E

/var/1lib/dpkg/info/<package_name=>

BEBRERZ A TR G EHE

/var/1lib/dpkg/info/<package_name>

ANETT
P E R Z RETHREELIA

/var/1ib/dpkg/info/<package_name>

PRI TR ERE

/var/1ib/dpkg/info/<package_name>

PEEBRZRETHREERE

/var/1lib/dpkg/info/<package_name>

BphRfdapcont REFVREFBIHIAE

/var/lib/dpkg/alternatives/<packd

gepdame>alternatives s ERANERER

/var/lib/dpkg/available

FFEREERTAERER

/var/lib/dpkg/diversions

dpkg(1) ERAMXHEBNER, H dpkg-divert(8) IRE

/var/1lib/dpkg/statoverride

dpkg(1) FRAMXEFIREREEE, H dpkg-statoverride(8) 1R &

/var/1lib/dpkg/status

PERAFERREER

/var/1ib/dpkg/status-old

“var/lib/dpkg/status” XHEHNE—KXEZDN

/var/backups/dpkg.status*

F_R&EH, UKk “var/lib/dpkg/status’ XHEEIHNEH

Table 2.17: dpkg BI}RMEEX 4

“status” X&th#HIU0 dpkg(1), “dselect update” #1 “apt-get -u dselect-upgrade” FTEBE{EH,
E| IS RS grep-detrl(1) I BAIEER “status” F1 “available” FTTHUIBHIEHEIZ,

2«
=
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'R
fEdebian ZXRBEIMET, udpkg G SH T udeb 34FE, udpkg &< R dpkg GR<THI—MERERRA.

2.5.10 update-alternatives i<

Debian 24t {8 update-alternatives(1) itFB PR AR Z FHitt LR ZSMHEEMERF. FI, NRERNZRT vimFl nvi
B, RPICAME vi S<LEFIBIT vim,

$ 1s -1 $(type -p vi)

Irwxrwxrwx 1 root root 20 2007-03-24 19:05 /usr/bin/vi -> /etc/alternatives/vi

$ sudo update-alternatives --display vi

$ sudo update-alternatives --config vi
Selection Command

1 /usr/bin/vim
* 4 2 /usr/bin/nvi

Enter to keep the default[*], or type selection number: 1

Debian it R 4R /etc/alternatives/” B REBI S HERERF ERER AR FHIZER"/var/1ib/dpkg/alter
B R EmIERN M,

2.5.11 dpkg-statoverride &5 %

HER—MRHER, B dpkg-statoverride(8) AR LIRHLHY IRTIELR, REIF dpkg(1) I XHERRRIHEENFRAY
—NF3E. MRERT”--update” M, FEXHFE, WEXGBIENRENFHHIBENRI,

AV
@ RAEIESER chmod 5k chown SR S ERENENMRGEXXHNEEINR, F2E P XREB AR,
WEE,

==
EE

AANEWERTXEH—1E, EEXL EHAAT dpkg FIRIEMNERINERSZN SR, BEER, 8%,

2.5.12 dpkg-divert 5%

dpkg-divert(8) Ap ¢ 2 (HEIS {4678 , RiBfE dpkg(1) B XA ARREEIIAMIE, MELZRIEBHIIE.dpkg-divert
BREHBHFHE, TRWARERRERAZNGL,

2.6 MBUANRFHFRE

Hiz{T unstable 24, RAEERTBEFNBRWRGAEEHITIRE B,

VAV
TEHN—LEHZEBRESNXE, FELLENRETES !



https://www.debian.org/devel/debian-installer/

Debian & Fift 61/261

26.1 F~"REBEWAFPEKE

MR- RE GUI BEFEEEN EFRAAREEF[ARE, MNZWEEIZIBNAEEX G (HELIZN ) A%
By, IRCERBNAPKS FTEITIRE, BARXMRRHMFE TIEX, (X2—MTEN bug FRITEEEEZE
RE. )

ATMERE, FRZBRENNAICE XA HEREM GUI 2R, (Rl eFEHIZIBNEEXHREUEZ G
ERERFER. (ABEMMBART, )

262 BEBEXHHNRRRES

SRR BEIRRAL, LN aptitude(8) 3K apt-get(1), ERKEBMKE, HHIMBERXHRN, FBRERTER
e, (BIE 2.1.6 1)

REBLEFENTIR, NERREEARE TA—BNERERSR, (BU% 272 ), SIURURNERNREE
REE R, MREHIMERNEHIIERT, RET aptitude(8) B apt-get(1) KERIRMHE, dpkg(l) ENRHBREER,
ERLIRAREFROBIR, ATRESEEFENXM.

VAV
@ FERF=ARUELSRERNREXNIE, EHNEBEIER root XPRIZITHFEMABEBITIRA R FEMIT
A5, dpkg(l) < RBLERREREEITH,

B A S BT MR IBAY S AT RAIERFEL, <old-package>, SRERRIXEFEIRAIL IR 0,
$ sudo dpkg -P <old-package>

2.6.3 EEHITHERGEHE

SRAEEMARH— S HTREEREROER, HABKEHATHRRMEL, KESEERABBENNITH,
SHMALRORAEER, S—MRGEEENMRMARERRN, 2GS AR EMPREVIREE, LEX
Lo, EEEEEIRTF,

WF “<package_name>" RIIRHUEHMACE, REZEE TR EHZE,

« ”/var/lib/dpkg/info/<package_name>.preinst”
« ”/var/lib/dpkg/info/<package_name>.postinst”
« ”/var/lib/dpkg/info/<package_name>.prerm”

« ”/var/lib/dpkg/info/<package_name>.postrm”
ERATYIMFE, LA root fEHIFVIRFEIRIZA,

o TEATERIN “#7 S]AREFE U EER91T

- EHEBTITERM “|| true” RIAESIRERLIN

ERATIGSKREEEFRE RN LT RIREE,
# dpkg --configure -a
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2.6.4 f{EF dpkg &< HITIIE
E# dpkg RIFERENRGETE, TINEREENIER THTIE, AL LENELRSEMEERE, iLH
IMBE foo RIEBIRIRT, HEEEFTi,

REIATER G B EFE & : “/var/cache/apt/archives/” H3%ZIIBH foo REBIIT bug FRAS, (WNRIKAE,
RE] LAMALZRE hitp:/snapshot.debian.org/ F T EHE, SKMNEBRGEEFINEENVIEFTENE., )

WMRIREEWBBNR L, ReILUEEL FIGHSRERE,
# dpkg -i /path/to/foo_<old_version>_<arch>.deb

R’
MRMBRGIRIFR, (REFUERESEN APT RARBRBENRE, MEFE 2.7.10 THMHAIIH,

MRFNRRTENEREH, REZIEEEHARBHNE,

1. f#F3 Debian ZRAZABIBERNENR A,
2. BIER ETERNRAERET “/target”,
3. B FIE <L R&EIBRAR foo IREHEL

# dpkg --root /target -i /path/to/foo_<old_version>_<arch>.deb

BNEMFHEE E/Y dpkg Ss S BEHRIF, ZasSMRIARIAAIT,

RBR
E{TEBRFER. live GNU/Linux CD, BIBEhf USB IRENEk ML B LS — R FE BTN GNU/Linux R3] BAZEL
th PSR FRIA I R Gt

NREATFAIMIOA, TERAXFHARNRERGE, FEFERNDIE AWM, fRETUAERA dpkg B9 - -ignore-depends™.”- - fo
METETRIT MM, MRIFILMT, 2ZRIEGTNESNHEZERBXZR. ESHETESIN dpke(8),

IR
MRMOARFTERIAT, MNZFRAATESNE —PREMMTS (SBRF 102 7)) FHITREHFNRER,
X AR BRRRIFHIINE,

2.6.5 RERHELEEFLIE

WMER“/var/1lib/dpkg/status” B ARMEREE LI TEIR, Debian RAS B KRG EIEFRBIEHA SR =EL M, SN
F “/var/lib/dpkg/status-old” 8 “/var/backups/dpkg.status.*” BB “/var/1ib/dpkg/status”
X,

# “/var/backups/” SE—MERNSER—MFIE, ERXIEREATHSEBNRARE.

WFEERIRE, BRINEN RAREHRE, BEXE “/var/” PRI EEIE, {RKIBETLAM “/usr/share/doc/”
BRRE —LEERRISHEHEITHIE R,

BRI (RH) R4,
# mkdir -p /path/to/old/system

BIHR S EHET “/path/to/old/system/”,
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cd /path/to/old/system/usr/share/doc
1s -1 >~/1s1.txt

cd /usr/share/doc

1ls -1 >>~/1s1.txt

cd

sort 1si.txt | uniq | less

HH O K HH

REFRHME]ARBRAEBMREITRET, (ARG LEREEEM, H1W “texmf’, )

2.7 NHEHBEEERIS

2.7.1 Y0{eIHkiE Debian R4S

{RE]BARRIE aptitude IMNEIEETAFNRABEANERESER THIIRER, REKMAFZENREE.

HiBE 2 MU ERIEURGER, ZFNEEERENER, MAMERRM— IR, NIZXAEIRRHIM,
AU T LREEENRAF B ZERIE.

- EEH: B>A

« Z#: main > contrib > non-free

- Lk FE>EE > i > Bk > s

- 15 EESTERUHENIIRER, OI9 “KEIME"

- REBERMEZBEMRBXRIVIRGEMERER (HI0 python2.4 k¥ python)
CRITE: AERERBERKERLBEEESHOE

- EEE: PESENER

- BTS (BRFAIRERRR): /88 RC HHIHVERME (CREBK. EXTERRE )
- BTS (BRFAIRIRA L) BEIPENREERE R R

* BTS (fRIEIRIZRA): BEESHNEHEER bug £48

« BTS (BREIRIRARLR): mEBRIIE™E (non-wishlist ) TRfEEIEIR D

Debian —MEANHNALRKBRIANSEIE, ENERERSTHSTARAXESHAERENKHAEE, FoTHE
BHCHEE,

2.7.2 BEFREERETHREE

AV
@ MWEESEHEREPERRGBE RN Debian EARKITIHRFTSZFIHN, BT EA IIFNERENFHREAS LA,
5140 stable Y security updates 0 stretch-updates,

XBE—NF, EEEREE testing Migx, BEEFE S unstable BRI EFREBLARA,

1. IEEREE”/etc/apt/sources. list” X, EZziEEE—H)"unstable” Z1ThREE1Z,

2. iB{T”aptitude update” &<,
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3. IZfT7aptitude install <package-name>” G<,
4. MMEEB|RI”/etc/apt/sources. list” X, {Fzig[ME testing #&13,

5. izfT7aptitude update” &%,

FERAZXNFILRE, RAFECIE”/etc/apt/preferences” X, W ARFEEHD apt-pinning, {BiXNFFENAR
IEE FRITHY,
VAV

HERBSHERIRENAE, EJ Debian AWERXGZEHIREM, AUMROIECEBRFREERR
WRRAEZEFENRENE, RAPTEIRIA, (RUNEETD FIBTX LR IFABINRAEN, Fﬁﬁi&i‘/ﬁﬁﬂ’]
HERBRTEIENERE, BAANEMREERE,

MAERERERR RG-S — RN T,

« EETHBIREE ("Architecture: all”) WEEERERIRHN,
- XHEREE: SEEINEKX
- BREFNRGE: RENBERBUIE]HEMN
o ZHEIME (non "Architecture: all”) BEAEIGRZER, EHRERNRR,
- EXMHHRANFERSMY (87 1ibc”)
- 5ZEXNERMNEFBREANREME

— A% ABI BYFRE 4
- C++ ABI VR B

==}
ATERGENLTRDEERIE, —EELIEEENTHEGEFEr]RSEHTENGSHERE. RERNZNE
& ABI FIRBMEAEFS,

B

FERERAHIIAHREE, NEEAIHNIEERETRR_#HERGEBEER —MANEE, BEMREER apt-
pinning 1§, BE2IX#H, (BRE 2.7.3 ). R HEEER chroot ‘SZ"‘MHUK (BIE 9.10 1) KBITA
EIHEEENTER,

2.7.3 AR{RIERRA

&H”/etc/apt/preferences” X, APT RGERRAEFFBRIEREFINRIBIREIE R BIERE, X2BEER
RE, U APT RAARKEFNFERAE, FMEEAXFBNBERESRS, HFAEK"/etc/apt/preferences” X1,
Et, —LARNHEEDBNEFENREE, #IRiCH NotAutomatic, FHiE IR,

B
hRZAE 75 SR A EL AN M BT LAMRRE, 51 F90F, "dpkg --compare-versions verl.1 gt verl.1~1; echo
$2" (B dpkg(1)).
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MREENESFRERERLRREE (BIFE 272 ), RAJBLET EIE”/etc/apt/preferences” XFHBEHE
Hp5AX FABRIERAFR G EIEIMNEIEERE (A0 apt_preferences(5) RFTR) RELIXLE S ZLH9RME, X
##534 apt-pinning,

¥1FH apt-pinning G L RIEM LR ARIEE, ROTERERX N GLHRIEBITEE.

VAV
@ S {E M apt-pinning a5 < AY, & J Debian REWRRGFZBIMIREME, FAUFROIECHINEREN,
apt-pinning /T2 FlIERVIRE, BRHATRENEERE.

NIy

@ MERERE MR Release X (BMWE 253 %) {EF apt_preferences(5) BIFL M. 3% F Debian 1814
ZEE 1 Debian T£ 14 EZE, apt-pinning RE"suite” B8 F T, (X=# Ubuntu BEEARRE.) Flg0, 1R
f£'/etc/apt/preferences” X EME, =JLAMEMAPin: release a=unstable”, {BREEFEA"Pin:
release a=sid".

( : ) A\Ey
L EF3E Debian FIBREIE S apt-pinning BI—EB B, (REIZEEENAEFTEE, Fl, Ubuntu
#0 Debian 2AEEEE—{EHY,

EN=
BMERBIE"/etc/apt/preferences” X, A apt-pinning S<SHERT, (RBETLAHITHEY S MRS
THE(BNE 264 HHE 2.7.2 7).

WF 2 X T apt-pinning FARIE L i7EA,

AR ELIRTE/etc/apt/sources . list” XHEEE N, APT R4 FTRRKEEIREMILRE Pin-Priority {8
BAN, ERFARRGEEIEERE. tHR—MREER) Pin-Priority AT 1000, X MRAPREI R EE F&, *FATK
e RINGE (BIE 2.7.10 T9).

FMNREEHY Pin-Priority {ERE7E”/etc/apt/preferences” {4 Pin-Priority” 5% B E X & R FEHTHEKIA
1B,

Pin-Priority apt-pinning Y34 BLAVEZ M0

1001 ZRZNEE, IER— T BRREFENES

990 FAfEERAITIRIERERRIAME

500 REEMEEENEIAE

100 T NotAutomatic #1 ButAutomaticUpgrades 153 ERIERINE
100 ATELZRNRHEE

1 FIF NotAutomatic HREFFKIAE

1 BERERE, BB LTRITREE

Table 2.18: FiF apt-pinning $ARBVETFIEEHY Pin-Priority B3R,

BiRRIThRIERE ] ABE AT LM AERIRE,
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- ”/etc/apt/apt.conf” BEXHHEANAPT: :Default-Release ”“stable”;”

NN

- @YITIEIN, fI30: "apt-get install -t testing some-package”

NotAutomatic 1 ButAutomaticUpgrades 125 2 IR ERS 28 LIEHRE LRI Release XHKIZRE, (BNE 2.53
), BEIRfE&”NotAutomatic: yes” #l1”ButAutomaticUpgrades: yes”. Tl NotAutomatic Rt 2 HEERE
AR 5528 ERIHHRE AT Release XH4KIRE, EREE”NotAutomatic: yes”.

KERZHEEIRN < X {4E > #Y apt-pinning &7 7] LAiBiT"apt -cache policy <package>” %< 2R,

. ”Rackage pin:” FKBI1T, FIH THREBIRAL pin , MR <package> XY pin ELXTE X, U, "Package
pin: 0.190”.

- j&HB”Package pin:” BIITFAE, WREE <package> HHXKHAIE X,

+ 5 <package> 8K/ Pin-Priority {EFITEFMBRAF HHRIAGA, tbil, 70.181 700”.

- 70" BINEMBMAFARNAL, WREE <package> HXIIE X, #I90,70.181 0.

- B4 (f£7/etc/apt/preferences” X4 1EJn”Package: *” X X) I Pin-Priority {8, JIERTEMEEERIZNE
i, 90, 7100 http://deb.debian.org/debian/ stretch-backports/main Packages”.

2.7.4 FHMMOEHBE

stretch-updates F backports.debian.org 4R ZERM T stable (stretch) ZIThREVEFIIRIEEL,
RTEERXLENERE, (REEE/etc/apt/sources. list” XEHES AN TAARABEEETIR,

deb http://deb.debian.org/debian/ stretch main contrib non-free

deb http://security.debian.org/ stretch/updates main contrib

deb http://deb.debian.org/debian/ stretch-updates main contrib non-free
deb http://deb.debian.org/debian/ stretch-backports main contrib non-free

HAEEZEE/etc/apt/preferences” XFEAREXIRE Pin-Priority {H. HFHEIHEN, KIAEERHTESEN
FEH(BME 253 ).

- FTEELENIBREGEETER stretch-updates HREFARBIFRMEE,

« 3B M stretch-backports BMEREFFNLZRIIBIREGE A S8BT stretch-backports HEEREHRBNFRGE
al

o

HIFBEM stretch-backports HRERFHMLR—MEI"<package-name>” BV R EMKF B AR, R
RIZE BAREREZRIIN—1 “v 85,

$ sudo apt-get install -t stretch-backports <package-name>

275 RIHERIIREEIES

MEARBES|ABEFISERGE, RUMEIE”/etc/apt/preferences” XHFH BKRUNTFREIBBFHETESHHITR
ZRERAT X LR A B,

Package: <package-1>
Pin: version *
Pin-Priority: -1

Package: <package-2>
Pin: version *
Pin-Priority: -1
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2.7.6 {EFAHE unstable BRI testing hRA

TR —XT apt-pinning FABIGIF, SfEM testing AAHR, LI unstable FREVRSERVRITEY LR AR ¢4
BHBEAR, REZIRMN TR /etc/apt/sources. list” XEHRFIHMB R EMERE,
deb http://deb.debian.org/debian/ testing main contrib non-free

deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://security.debian.org/ testing/updates main contrib

BRINTFErRIIRE”/etc/apt/preferences” X4,

Package: *
Pin: release a=unstable
Pin-Priority: 100

SEEAIEE T M unstable BHERERL R <package-name>” R R ENMKI B, FMITHER-t” EIN
(unstable B9 Pin-Priority {E35 9 990) HU3%1R B iR & 1THREVEE S,

$ sudo apt-get install -t unstable <package-name>

FEUERRE T, H1T7apt -get update” #”apt-get dist-upgrade”(Z#&E”aptitude safe-upgrade”F1”aptitude

full-upgrade”) &5, &M testing BEEREHRKILM testing MEEZTEMNRGEEFEM unstable HERE
FrRABLEM unstable HEEEFRTEMREE,

( : ) \Cy
INDAREEBRR"/etc/apt/sources. list” R testing” HEE, MRXHEHEE testing”,
APT RAS{EREMHEMN unstable RIREFRIRLE,

R

RERAE LRRER, D LEiEBE"/etc/apt/sources. list” XEH M unstable” BIEEICR, X#EETH
HEIE" /etc/apt/sources. list” XHHRRMRZBICRMIEMMFAREIE RARB hFELE T AL unstable 15
REDPLZENREEET unstable F4,

BR

W HR/etc/apt/preferences” X 4 H"Pin-Priority: 17 # X T’Pin-Priority:100”, &N
f”/etc/apt/sources.list” X H M testing” iR # MR T, Pin-Priority {5 100 MELZERHE S
HARELEIT unstable BEEHK,

WMRIRFELEBNIRER unstable BERUAFTHRIVRGE, MELTKNABERAYIBLIED”-t unstable”, {RU%AEI
##”/etc/apt/preferences” X, FEZXGNERR T EAF NEWRIG H T B IBLEIRFEL,

Package: <package-1>
Pin: release a=unstable
Pin-Priority: 700

Package: <package-2>
Pin: release a=unstable
Pin-Priority: 700

MTFRABMIERREFEIRE Pin-Priority 8, B0, B TERARFEY unstable BRIk’ Debian Reference”, RN
Z7E”/etc/apt/preferences” XIEHREAUTFEE.,
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Package: debian-reference-en
Pin: release a=unstable
Pin-Priority: 700

Package: debian-reference-common
Pin: release a=unstable
Pin-Priority: 700

=R
BN{E(RIEMAIIRZ stable #H%E, apt-pinning HARNARBEME). RIFEFH UMLK, M unstable HERERR
HXEBE-ERT £,

2.7.7 {EATHE experimental {4 EH) unstable kA

X2 fEF apt-pinning {95 —NRA, ZRHAIEEFH unstable &, BEEE7T experimental J& ZETBETFE
X FREHNREE. EER ST /etc/apt/sources. list” XEFIFIRIT:
deb http://deb.debian.org/debian/ unstable main contrib non-free

deb http://deb.debian.org/debian/ experimental main contrib non-free
deb http://security.debian.org/ testing/updates main contrib

HF experimental JE2 FEB ) ( NotAutomatic ) BIJE (EWE 253 T), HEKIARY Pin-Priority EHIZRE RN 1
(<<100) . HAREZEE"/etc/apt/preferences” XHHIZE Pin-Priority {H, RLFEZIEE experimental &, FRIE
REEE NAEMN BN AN ERSERGE.

2.7.8 Bl FHAARRGE

apt MG BBEECH aon & /etc/cron.daily/apt”, EXIHFE N T HRHEEAIAL S unat tended -upgrades
M ESRIEE X M A , FEEB B ARG E FILAEIE “/etc/apt/apt .conf.d/02backup”#1“/etc/apt/apt . co
RISERFITEENX, EXIZBEAMT “/usr/share/doc/unattended-upgrades/README” Hi,

unattended-upgrades B FERT stable RAMNELLEFH., NRBNHRIRIF stable RLERIXBE N TF#H
AEEMNREHZLEFEENLTLRE, RN ZEEFEHABNERH, BESHUT.

APT: :Periodic: :Update-Package-Lists "1”;
APT: :Periodic::Download-Upgradeable-Packages "1”;
APT: :Periodic::Unattended-Upgrade "1”;

MRIRIBITHIR unstable RE, MNZARBEERENEH, BAEBERERERMIFRA, BELGTFXHHN
unstable 1HRAF, fRATEEMKIBARRAT FHREBUTERERAARMNNE, HEESHUT,
APT: :Periodic: :Update-Package-Lists "1”;

APT: :Periodic: :Download-Upgradeable-Packages "1”;
APT: :Periodic::Unattended-Upgrade "0";

2.7.9 PE&| APT B9 T #iH 5

INRARABPRSE] APT B9 T &5 352! 800Kib/sec ( =100KiB/sec ), fRRIZI& FHEAMFIRE APT WEEESH,
APT: :Acquire::http::D1-Limit "800";
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2.7.10 ZE2AMFL

Ny

P& 1E Debian i&it LA E AR, NNEEZ2MRELTERZEEMN—EB7TIE, REGRXMIER,
ERAEERESZSTILESHAH, NTEEZRS, GTNIEMERIFEENMBEZHIE, FNFTHEE
MR IR,

{Re] BLB I = BIMRIE R A A FR RV SR EPE R 2 IHRIAEERE (SHE 273 1), NMEBRITMHARZRE, TEE—F
WS A%, PILABRIFS KR “dpkg -i <broken-package>_<old-version>.deb” &% (205 264
e

1%} “/etc/apt/sources.list” XHHFE TEIFEER unstable 1917,

deb http://deb.debian.org/debian/ sid main contrib non-free

ERATENITERE, AMIXAER testing,

deb http://deb.debian.org/debian/ buster main contrib non-free

RUN TR RIIRE”/etc/apt/preferences” X4,

Package: *
Pin: release a=testing
Pin-Priority: 1010

i&1T “apt-get update; apt-get dist-upgrade” {EFENRFEMIREEEBHIFER,
EZ2MNE, BKR “/etc/apt/preferences” XAMHIRIINE,

R
RXR—NFTTE, Bl (FAR2EK ) RATESHRAE, RV KRBIEEA, Fe]EFRFNBRMNRER —ERG
BRERGIER, FEHHNEE Linux Wiz, 5151 F. udev, PAM, APT FIMEHEXIREGEURENMNREEX
.

2711 FERRGBHRIE?

R& “/var/lib/dpkg/available” #1 “/usr/share/doc/package_name/changelog” H%IHEY4EIPEY
BRMTXT “REBEENEEERIE" X—REN—EER, BREBIMR LEEMRKRIBARE, devscripts i
4B Y who-uploads(1) B] LA1R 7! Debian ;R ERISLPR L& E.

2.7.12 equivs BEE

MRIFNRIIBLRIE T — MEFRNAE Debian ML, RIFIFEMM —PELERZH Debian 8L ( *.deb ) FHE
RAMAERE.

MBIREFRNERBRIE-—NMEFHIEELRE “/usr/local”, RETEEREMEM equivs FARESBRAB R
KEVER A LIRS,

Package: equivs

Priority: optional

Section: admin

Description: Circumventing Debian package dependencies

This package provides a tool to create trivial Debian packages.
Typically these packages contain only dependency information, but they
can also include normal installed files like other packages do.
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One use for this is to create a metapackage: a package whose sole
purpose is to declare dependencies and conflicts on other packages so
that these will be automatically installed, upgraded, or removed.

Another use is to circumvent dependency checking: by letting dpkg
think a particular package name and version is installed when it
isn’t, you can work around bugs in other packages’ dependencies.
(Please do still file such bugs, though.)

2.7.13 BiE—TRHEEZ stable 24

WTFERDFHREY stable R4, ERRRGEESITHERERME —MRGERTEINERE. XATE % E A AR
RESBRERGEHAR,

£ stable R¥EHY “/etc/apt/sources.list” XHEHRRMTIEE,

deb-src http://deb.debian.org/debian unstable main contrib non-free

MTFLRRIFFAFAVIRGFELF T ERRAGEL

apt-get update

apt-get dist-upgrade

apt-get install fakeroot devscripts build-essential
apt-get build-dep foo

apt-get source foo

cd foo*

e H KRR

MRFEMGEBIE, vIUM backport G BEHREH—LLT HEREE, #I4 dpkg #l debhelper,
MITFISmS,
$ dch -i

EIHREBIRE, FIINE “debian/changelog” ARIMN—4 “+bpl”
BTEBFEHERREEHFENZRIRER.

$ debuild
$cd ..
# debi foo*.changes

2.7.14 FF APT B9 IERRSZ 22

E R BRIREA Debian HREMNFERLRBEEAFNMET, HIREEITS LAN LRRFER, J APT HE—NAHK
BRSBEMFEE, APT AJLAEN AR EREAER web (http ) RIBARSEE, U0 squid (BNE 6.10 T), AT
2 apt.conf(5) ] “/usr/share/doc/apt/examples/configure-index.gz”, BT E “Shttp_proxy &
BE “/etc/apt/apt.conf’ XEFIZEBEMNXIEARS 2,

XEBH—LE Debian BREMNETRNRIETR, (R ZEFRAENZEIE BTS,

R AT X/ | BB

approx V:0, 1:0 4729 | 287F Debian BEREXHFHIRIERSZ R (B4wiFHI OCaml 727 )
apt-cacher Vi1, I:1 289 73 Debian RFBFNRRBXEHITEFNRE (Perl F£F)
apt-cacher-ng V4, 1:5 1401 | P RREBEMNEEFRE (C++ mENER)

Table 2.19: Debian HHEEMNEHRANRIETR
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I\E
@ 3 Debian EMEMERELSMN, ILEANNEBTATESZSERGEEIPEESNIG, Folsei R
EATEER, 5—FAHE, BA web (http) RIERSZEEFRBHEEEHMIXFHNE,

2.7.15 INEUNHIRAERERE

R’
FNEIRGCERREERN, BERMRGCEERTIRIHAFER. MEE - FRIIIR AJHSH,

THR—MEIL/NINHREEERENTO, RRET secure APT R4 (B0 252 1), iEBHRNET-ERE,

- KSR “foo”

« EVA: “www.example.com”

- FREWREE: apt-utils, gnupg MIHEREE

« URL: ”http://www.example.com/~foo/” ( - ”/home/foo/public_html/index.html”)
- RIEBEEM: “amd64”

FEiziRSB e EERWM T H A Foo B —/ APT JREARLIT,

$ ssh foo@www.example.com
$ gpg --gen-key

$ gpg -K

sec 1024D/3A3CB5A6 2008-08-14

uid Foo (ARCHIVE KEY) <foo@www.example.com>
ssb 20489/6856F4A7 2008-08-14

$ gpg --export -a 3A3CB5A6 >foo.public.key

A7 foo.public. key” X, BI/A4A ID J973A3CB5A6” BRI, ZXE BT Foo JRI %%
FEARAWMTAREIE R A7 Origin: Foo” BYRE B R,

umask 022

mkdir -p ~/public_html/debian/pool/main

mkdir -p ~/public_html/debian/dists/unstable/main/binary-amd64
mkdir -p ~/public_html/debian/dists/unstable/main/source

cd ~/public_html/debian

cat > dists/unstable/main/binary-amd64/Release << EOF

Archive: unstable

Version: 4.0

Component: main

Origin: Foo

BB BH B PR

Label: Foo
Architecture: amd64
EOF

$ cat > dists/unstable/main/source/Release << EOF
Archive: unstable

Version: 4.0

Component: main

Origin: Foo

Label: Foo

Architecture: source



https://wiki.debian.org/DebianRepository/Setup
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EOF
$ cat >aptftp.conf <<EOF
APT: :FTPArchive: :Release {

Origin "Foo”;

Label "Foo”;

Suite "unstable”;

Codename "sid”;

Architectures ”“amd64”;

Components “main”;

Description "Public archive for Foo”;
+
EOF
$ cat >aptgenerate.conf <<EOF
Dir::ArchiveDir ”.”;
Dir::CacheDir ".”;
TreeDefault::Directory "pool/”;
TreeDefault: :SrcDirectory ”"pool/”;
Default::Packages::Extensions ”.deb”;
Default: :Packages::Compress ”. gzip bzip2”;
Default::Sources::Compress "gzip bzip2”;
Default::Contents::Compress "gzip bzip2”;

BinDirectory ”dists/unstable/main/binary-amd64” {
Packages "dists/unstable/main/binary-amdé4/Packages”;
Contents ”dists/unstable/Contents-amd64”;

SrcPackages "dists/unstable/main/source/Sources”;

i

Tree "dists/unstable” {
Sections "main”;
Architectures "amd64 source”;

}

EOF

i@ dupload, fRE]AENEEBHIRIRZBHRA L APT HEERE.

Y “~/.dupload.conf” BIRUITAER, EEFIHMIT “dupload -t foo changes_file” FAIBEMKREGE
XA “~foo/public_html/debian/pool/main/”,

$cfg{'foo’} = {
fgdn => "www.example.com”,
method => "scpb”,
incoming => "/home/foo/public_html/debian/pool/main”,
# The dinstall on ftp-master sends emails itself
dinstall_runs => 1,

1

$cfg{'foo’}{postupload}{’'changes’} = "
echo ’‘cd public_html/debian ;
apt-ftparchive generate -c=aptftp.conf aptgenerate.conf;
apt-ftparchive release -c=aptftp.conf dists/unstable >dists/unstable/Release ;
rm -f dists/unstable/Release.gpg ;
gpg -u 3A3CB5A6 -bao dists/unstable/Release.gpg dists/unstable/Release’ |
ssh foo@www.example.com 2>/dev/null ;
echo ’'Package archive created!’”;

dupload(1) fi#%& postupload ¥3FRiIZ, XA &K L&A EX M.
fRe] LU FEGFEEX N NE QAR ERERNERE P iRZRH apt R,

$ sudo bash
# echo "deb http://www.example.com/~foo/debian/ unstable main” \
>> /etc/apt/sources.list
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# apt-key add foo.public.key

TR
MNBREEEMTAMERZH, (ReJLAER “deb file:///home/foo/debian/ ..”,

2.7.16 CRMEBIALKEE

fRE] A N HEan < B3R ELF0 debeonf ARSI AR A,

# dpkg --get-selections ’'*’ > selection.dpkg
# debconf-get-selections > selection.debconf

XE, “*” {# “selection.dpkg” HEE “purge” HIIRIEFE,
{RET LA X AN B — MR, FEITTIHSEEEN].

# dselect update

# debconf-set-selections < myselection.debconf

# dpkg --set-selections < myselection.dpkg

# apt-get -u dselect-upgrade # or dselect install

MRMGFEZEE - MEHTNTS ISR, AR NEE/LFEE, RENIZBRERTINRMAE, fldl fai XE
HERINRE,

2.7.17 FEREEER—NINREI ZHBIRGE

alien(1) ®] A48 Red Hat f4 rpm, Stampede #J s1p. Slackware i tgz #1 Solaris B9 pkg Zi#HIR 4B SXE &N EER T
Debian #Y deb X4 €l, MRIFEERRE B —NERITIREVIREE, {RPILAER alien FRFLRE, alien thkiF
LSB 48,

==

@ ;Fﬁﬁﬁﬁ alien(1) KRBV EMNRZREE, HE0 sysvinit, libc6, libpam-modules &%, FrL,
alien(1) iz R FTF non-free PRI _#FIXHFRHEE, HEENINIZES LSB S #HaasSutE, WF
BERY, RRZERENRR G REIVE— N EIER Debian 3RH4EL,

[

2.7.18 A fEF dpkg BEEREE
TE{E{ATAY Unix-like S EFRER O] CAR{ER dpkg(1), M{ERMRAR ar(1) 1 tar(1) RARE “dpkg*.deb” RHEFEL,

# ar x /path/to/dpkg_<version>_<arch>.deb

# 1s

total 24

-rw-r--r-- 1 bozo bozo 1320 2007-05-07 00:11 control.tar.gz
-rw-r--r-- 1 bozo bozo 12837 2007-05-07 00:11 data.tar.gz
-rw-r--r-- 1 bozo bozo 4 2007-05-07 00:11 debian-binary
# mkdir control

# mkdir data

# tar xvzf control.tar.gz -C control

# tar xvzf data.tar.gz -C data

HER “*.deb” REBRJLAFER dpkg-deb(1) BEERIXES LI “dpkg*.deb” #EE; R _EEIBHEEHNER
ar(1) IR E xz(1) FREZIFH GNU tar(1),

fRtLE] BAEAR me S RNEMAEB AR,



https://zh.wikipedia.org/wiki/Unix-like
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2,719 ESZXTHREBEENIX
(REI A FTESER THRRGaSENESES,

- RGBERIEE:

— aptitude(8).dpkg(1).tasksel(8).apt(8).apt-get(8).apt-config(8).apt-key(8).sources.list(5).apt.conf(5) 0 apt_preferences(5);
- KRB apt-doc BB /usr/share/doc/apt -doc/guide.html/index.html”#1“/usr/share/doc/apt -do.
- kB aptitude-doc-en R¥&EHY “/usr/share/doc/aptitude/html/en/index.html”,

* Debian #4ZENE 77 1FHH:

— ”Debian Policy Manual Chapter 2 - The Debian Archive”,
— ”Debian Developer’s Reference, Chapter 4 - Resources for Debian Developers 4.6 The Debian archive”,
— ”The Debian GNU/Linux FAQ, Chapter 6 - The Debian FTP archives”,

+ 3 Debian Fi P —" Debian 3R+ B RIZIE

—  “Debian Fi¢EiP AR FM" (BT ),
— “Debian ##HEIEE" .



https://www.debian.org/doc/debian-policy/ch-archive
https://www.debian.org/doc/manuals/developers-reference/resources.html#archive
https://www.debian.org/doc/FAQ/ch-ftparchives
https://www.debian.org/doc/manuals/maint-guide/
https://www.debian.org/doc/manuals/maint-guide/
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Chapter 3

AgY)mit

FRZRAEIES, 1EEEH T #2 Debian RAEMEMNFEEHNEAERN., REEMNATEZRIVIRGE LI RAISHE
B, EXEMIRANRITRS BARIGE 2 VNEERN.

Z2EFETHCMEMANTERREMIR, REAMEMREHRXT Debian RAMHIRE <R L HEEE M RIEREIF A
iZEBISE, BT Debian RAAENBEFFH, RAFIRAATERELZBATN. EXNRAMEFENRZE, BESES
MR ERIERFT X,

"R
bootup(7) M4BT ETF systemd WRLABNRIE. (THIAY Debian )

BR
boot(7) M4BT EF UNIX System V Release 4 R % B5hi%RIE. ( IBARAY Debian )

3.1 BEalgiE#d

HENZFN LEEGRENAFRHTENRIERSR (0S) IERLE, FEEZM/LNMMEREINTIE,
AEERN, EFFTCTEREAREBMIANRKINER PC & L,
HAFNTRRE - MR XE, B—RAEFRREGINRET R

« 3111

%3121
« 363131
« 3147

SR, XLEMERRIABEARERIECE, thdl, R4mi¥ T BCRIRZ, WATRERHKITELR Debian RAERITIR, EIE, iR
HXEBWIAZE, B2REECRAZNBRBRILE,

2
¥t F SUN BX Macintosh RS IEE L PC LA 3KiH, ROM LY BIOS KR FMI Y XEJgeXARMEHE (5 9.5.2
) WFXMER, BRIV FEEERXMIXHE,



https://zh.wikipedia.org/wiki/Booting
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3.1.1 F—FER: BIOS

BIOS EINITIZME —MER, ELBEEMHEHA, CPU MR ITINEEE FB B4 HYAL I — MEEWREI L,
IFEATE QiS558 (ROM ) FRHY BIOS fh2 MiX/MSE BN TEHEHE FF I 1T,

BIOS MITREMHHIELAYIIA(L (POST: LEEE# ) HIERAITEINAIRIEEN T — 5, BIOS @EFEE—REIRMi,

BIOS BEiERBEIER THA BIOS EEREAMEIEE, MITHIREE F1. F2. F10, Esc. Ins #1 Del ., {BRIW{R
HERMREEH —NERNER R miaE, ReJ AR TELEREE (il ESC ) BUBRE, XL Bk TEH,

MBI EFN BIOS BRI K FI ATE BIOS EERE IR, BF, EEERMIRE (FEE. K. CD-ROM
""" ) B, REKINRENEFBHLABERERMAZ AT, ARITEFOWRLAD, WRERBEITURUT
=,

- 5| SMEKE

* ZE{IL FreeDOS iX#FHNTIREIRIE R RHIANZNE

- BEmSINEEIGNUL/ NG (B R Y B IR R AR X RS

BE, RENERANBENXPES, E4% PCREENEARMITBXPEZTESISIER (MBR) , £ MBRH)
RELERTHESXESR5ISER, BIOS FHRITHEERSISMENESHET MBR HERERS,

3.1.2 FEMELR: SIFEMFEIER

SIS IEFRBNTIZE _MER, B BIOS B5fl, 5|SMEARRFHERAERZIREF inird BIGINE T RFHRFEH
MRZAEA]. initrd RERVRXAERARE, EZHERKBTRERNSISMERERF,

Debian ZABEHEER Linux ARZERERKIANRZANZ, B0 2.6/3.x lRA Linux AZEY initrd SR EAR LiH2
initramfs ( #]IA1L RAM X R4 ) HK. EAR inicd $FRIERE root XERAFZ AN XHEH cpio 4552180, MNIZE]
MERRETIEZERIIMER, EINHELRD inicd REZFIENEFHMEB, UKRELE cpio X TFAERE ZHHISI 489
initrd $RRFIERX initrd FBRFEL 7D B] ABXS 2BAY — 4 initrd 815, MMESBNSEIR LIRTNEE,

R
& °] LA £ A Isinitramfs(8) # unmkinitramfs(8) X WAL B E inird FEXHEMWAET, ENH
initramfs-tools-core & BR#, FH N https://wiki.debian.org/initramfs LA TEE SE 2,

Debian AN PC E &K GRUB 5| SNHIZFHIE —MERIEERAE MBR H, FIRBS|SINEEFHMECEED
QD_FO

==
25

{BRANRB M grub-rescue-pc RIFEPHIREHIFL RIS SEER (U &, CD KA ), BFZInF5I
Sm#EfER. BEER LRBrIIEE TFNSISMERERF, PIsISEEREEESISMHINAL.

&4t GRUB B EXHAIF /boot/grub/menu.lst, g0, XEFBUMTHEESRE.

title Debian GNU/Linux

root (hdo, 2)

kernel /vmlinuz root=/dev/hda3 ro
initrd /initrd.img

GRUB 5 2 R R EEE X4 T /boot/grub/grub. cfg.bb3#H /usr/sbin/update-grub #RB#E”/etc/grub.d/*
FRRiRMR K22 /etc/default/grub” FRIIGEBENERM, HI, XEFBEUWNTHEERE,



https://zh.wikipedia.org/wiki/BIOS
https://zh.wikipedia.org/wiki/Read-only_memory
https://zh.wikipedia.org/wiki/BIOS
https://zh.wikipedia.org/wiki/Power-on_self-test
http://www.freedos.org/
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Boot_loader
https://zh.wikipedia.org/wiki/Initrd
https://wiki.debian.org/initramfs
https://wiki.debian.org/initramfs
https://zh.wikipedia.org/wiki/Master_boot_record
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BHER FATE | AA | inited SSIRE | 0
.0 T + AIE BRI E S XH
grub-legacy V:0, I:2 719 =¥ 24 GRUB o0 viat, ext3- ),
. N GRUB % 2 | fJEREINIMEES XTIXERLE (A
grub-pc V:28,1:842 | 584 3 HF B 8] viar, extd-- ), ( BRIAZE )
N - GRUB %2 | £} GRUB % 2 lRFIFIS I SEEEMRE
grub-rescue-pc V:0, I:1 6288 | <¥F B ( CD FIERE ) ( PC/ BIOS BRAS )
lilo v-0.1:3 693 - Lilo KT RIEEERE ERRX AL
o N g, (RE)
og =]
syslinux V:5, 1:59 299 EC Isolinux EEEEIIJSOO%GO X%, SIS CD
. - . Al B MSDOS R4 (FAT),
syslinux V:5, I:59 299 =¥ Syslinux ;{15;31}1\] Py lttlyﬁiq:? 7 ( )
loadlin V.0, I:1 83 5 Loadlin E%%M FreeDOS 2k MSDOS =
n 3 F Fr
b V:0, 1:10 0 P IE\'{]elli/[ Eu}:ton ﬁthﬂfﬁﬁgﬂggs MBR HJE B,
Table 3.1: 5| SMNFHIZFIIFR

menuentry ”“Debian GNU/Linux” {

set root=(hdo, 3)
linux /vmlinuz root=/dev/hda3
initrd /initrd.img

LRI, GRUB HIIE XU,

GRUB £# B8
root FEREMENE 3 M) KX, EZ% GRUB PEIILESHIRE
$”(hd0,2)”, £ GRUB 5 2 R LESEHIZRE R (hdo, 3)”
kernel EAEAMT/vmlinuz” BIR%, ERNE root=/dev/hda3 ro”
ERSBULIBLAZ
initrd fERfIF”/initrd. img” BY initrd/initramfs BR&
Table 3.2: GRUB S#1& X
EE

&4 GRUB RSP XS H Linux AZREMIATRFERANSXSE 1. GRUB 5 2 fRIEE 7iX/ME]@

N

ERIR—MRIZS

B, @]

=)
BeEm =<

ER UUID (W% 953 ) MAR

WN"root=UUID=81b289d5-4341-4003-9602-e254al7ac232 ro”,

ZEA{"/dev/hda3” XHEHXXER, Fl

"R

WMREAT GRUB, RZMIBINSEETLATE /boot/grub/grub.cfg BmEiRE, 7E Debian REE, 1R

ANz E R

35 /boot/grub/grub cfg, fREJLAIEIT 4m4E /etc/default/grub X4 GRUB_CMDLINE_LINUX_DEFAULT

EFHIE

Z{T update-grub(8) RE#7 /boot/grub/grub.cfg,



http://packages.debian.org/sid/grub-legacy
http://qa.debian.org/popcon-graph.php?packages=grub-legacy
http://packages.qa.debian.org/g/grub-legacy.html
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-pc
http://qa.debian.org/popcon-graph.php?packages=grub-pc
http://packages.qa.debian.org/g/grub-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-rescue-pc
http://qa.debian.org/popcon-graph.php?packages=grub-rescue-pc
http://packages.qa.debian.org/g/grub-rescue-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/lilo
http://qa.debian.org/popcon-graph.php?packages=lilo
http://packages.qa.debian.org/l/lilo.html
https://zh.wikipedia.org/wiki/LILO_(boot_loader)
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/loadlin
http://qa.debian.org/popcon-graph.php?packages=loadlin
http://packages.qa.debian.org/l/loadlin.html
https://zh.wikipedia.org/wiki/Loadlin
http://packages.debian.org/sid/mbr
http://qa.debian.org/popcon-graph.php?packages=mbr
http://packages.qa.debian.org/m/mbr.html
http://www.chiark.greenend.org.uk/~neilt/
http://www.chiark.greenend.org.uk/~neilt/
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Initrd
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/GNU_GRUB
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TN
BT ERENSISRA, RAIUE—N5ISRAEFTBENS—13ISKHER.

20 “info grub” & grub-install(8),

3.1.3 ZFE=ER: (R Debian 2%

E{R Debian RAZBNRIZME=MEL, BEISNHIEFEMN. EREAFRETRARNGIEX G 2%, X2BH
uu.fiE’J ATL/ERB)IEXO

/EEE'
“SR{F Debian R4%” REBBRINAIE, ATEAXEPERBRIZNE=IMER, XMRFBEE WA initrd
g} initramfs 24, REPRERMUIRRE Debian ZRIEZFHER,

/init BFRATEPHRXARE LRITHE—NMER, XMEFERAFZRIERZYGNL, FEEGRZSET—M
ER. (R Debian RAREWBEE S| SRIBZAIAMARRRFUMBRE NEHRXG RS, E35|SRERMRIE

+ YN initramfs /M initramfs-tools BIE, M”/init” F2F 2 — shell HIATEF,

—LLa:uV‘]*ZuJ\\jJD “break=init” EFNSE, Re]JCAPETIXERS BRNIRTZAIRE root shell, B2 HEIRMAGES
" 7init “MIAE, XA shell INEE BB, (FrlET ERIFHICENRAEML,

— X{R Debian RAF I HIGRSEHEEER, BFEH—1FH busybox(1) B9 GNU T E{Z{#,
+ YN initramfs /M dracut gIE&, M”/init” B/ — 1P i#Hl systemd 257,

— R Debian R ] ARG SR — MBI systemd(1) MR,

@ AV

HSE—NRIZNRXEGRF LA, ERA mount SLFERM -n EIN,

3.1.4 ZEIUPNER: E1Nl Debian %4

E ) Debian RAERBENRIZHIBIURER, HAE{R Debian RLFEDI, H (R Debian RAMIRRIELIME F4E2E1T, R
XHERBFHRFREKIAMNEE XGRS L,

nit EFRAZMITNE—NER (PID=1), ERNEESMHERFUEMESISRRE, nit EFMEKIAKRRE"
/sbin/init “ {Be[@IRZBHNSEIENR, FIEN” init=/path/to/init_program”,

ZRIARY init B —EEZLH:

« squeeze ZFiIHY Debian, {EFAEERM SysV KALHY init,

+ wheezy hRZHY Debian ¥¥ SysV KUA&HY init {8 7ok : £ LSB G BT RAF, BIRHITHITRINEIZA,
+ jessie hx4<HY Debian 1F2KIA init tTHRAK systemd, CAERASEEIRNFIFHITHIIEL.

=R
fREV R AR LFRERR init LT AER “ps --pid 1 -f" HLIHIA



https://en.wikipedia.org/wiki/Chain_loading
https://zh.wikipedia.org/wiki/Initrd
https://www.debian.org/devel/debian-installer/
https://zh.wikipedia.org/wiki/Init
https://zh.wikipedia.org/wiki/UNIX_System_V
https://zh.wikipedia.org/wiki/Systemd
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EESD) AT K/ [ HBE

systemd V:730,1:820 | 11844 | BEFEHFHIFF RN ni(8) STIF#HE (& sysvinit)

systemd-sysv V:713,1:813 | 114 systemd ERAMAURE sysvinit WFEMITFFTSHEE
=] H LA-:‘- N =] &6 A

systemd-cron V:0, I:1 135 A cron’me SFIFIEEE (daemon ) #ll anacron g
systemd Bt

init-system-helpes, o 1040 | 129 | 7 sysvinit &l systemd 2 @i {TasHaeEEn T A

initscripts V:259,1:626 | 205 FAFHBRATFHXARZRIEER

sysvinit-core V:13,1:16 225 2K System V B init(8) TH

sysv-rc V436, 1:634 | 123 2K System V FIB 1 TR BB RALH]

sysvinit-utils V:782,1:999 | 110 2K System VBISKAH T E ( startpar(8), bootlogd(8), - )

Isb-base V:891,1:999 | 49 Linux #x/EFSE 3.2 AREY init FIARTHEE

insserv V:474,1:621 | 140 KA LSB init.d ARKEEREBLR EHTRIVTE

uswsusp V:3, I:11 699 A Linux RERAF SR suspend T E

kexec-tools V1,18 270 T kexec(8) ERR (/350 ) BJ kexec TH

systemd-bootcharlt,., ., 123 | BERREMAES R

bootchart2 V0, I:1 94 BolRiz BN InEs

pybootchartgui | V:0,I:1 177 BalniEEeE N s (FIIE)

mingetty V0, 1:3 35 NEEEFER getty(8)

mgetty V0, I:.1 301 PRI EBE VI BIREART getty(8) B

Table 3.3: Debian KRN T HEYIER

VN
7 Debian jessie fRAfE, "/sbin/init”  —NEJ"/1ib/systemd/systemd” FIfFS ki,

N
BXEMREMENRIES, B2 0 Debian HE: FilAEINEIER,

3.2 Systemd #¥]¥41t

AR RZREFET PID=1 4 systemd(1) F2FRAEDN ( ENFIIAILIHIE ).

systemd ¥R HERET R ITEE X (B0 systemd.unit(5)) RAITIREFIE, XLEBSTRE A ERFEPHERNRS
5, RBZHIRE Sysv TR, LR TEEXGFNTEN—RIIEZEKIMNE (BN systemd-system.conf(5)) :

- ?/1ib/systemd/system”: OS EKIANEEEX 4

- ”/etc/systemd/system”: RABERMNEENH, ERFZBIZRERRRINNEEXH

« 7/run/systemd/system”: IBITRF=EMEREX M, ERBBTRNEEENH

AT E MR E* @)L "Want s=”, "Requires=", ”Before=", "After=", - Z$5RFKEE, (BN systemd.unit(5) B
f9”MAPPING OF UNIT PROPERTIES TO THEIR INVERSES”), #FRIZEHItBR#MIE X (B M systemd.resource-control(5)).

RIERTEEXFNERRE D ENRIRE:

« *service #iIRH systemd ZEHIFIEERIHFIZ. S0 systemd.service(5).
« * device {HIRTE sysfs(5) BEEH udev(7) IRERERIVIRE. S MW systemd.device(5).



http://packages.debian.org/sid/systemd
http://qa.debian.org/popcon-graph.php?packages=systemd
http://packages.qa.debian.org/s/systemd.html
http://packages.debian.org/sid/systemd-sysv
http://qa.debian.org/popcon-graph.php?packages=systemd-sysv
http://packages.qa.debian.org/s/systemd-sysv.html
http://packages.debian.org/sid/systemd-cron
http://qa.debian.org/popcon-graph.php?packages=systemd-cron
http://packages.qa.debian.org/s/systemd-cron.html
http://packages.debian.org/sid/init-system-helpers
http://qa.debian.org/popcon-graph.php?packages=init-system-helpers
http://packages.qa.debian.org/i/init-system-helpers.html
http://packages.debian.org/sid/initscripts
http://qa.debian.org/popcon-graph.php?packages=initscripts
http://packages.qa.debian.org/i/initscripts.html
http://packages.debian.org/sid/sysvinit-core
http://qa.debian.org/popcon-graph.php?packages=sysvinit-core
http://packages.qa.debian.org/s/sysvinit-core.html
http://packages.debian.org/sid/sysv-rc
http://qa.debian.org/popcon-graph.php?packages=sysv-rc
http://packages.qa.debian.org/s/sysv-rc.html
http://packages.debian.org/sid/sysvinit-utils
http://qa.debian.org/popcon-graph.php?packages=sysvinit-utils
http://packages.qa.debian.org/s/sysvinit-utils.html
http://packages.debian.org/sid/lsb-base
http://qa.debian.org/popcon-graph.php?packages=lsb-base
http://packages.qa.debian.org/l/lsb-base.html
https://zh.wikipedia.org/wiki/Linux_Standard_Base
http://packages.debian.org/sid/insserv
http://qa.debian.org/popcon-graph.php?packages=insserv
http://packages.qa.debian.org/i/insserv.html
http://packages.debian.org/sid/uswsusp
http://qa.debian.org/popcon-graph.php?packages=uswsusp
http://packages.qa.debian.org/u/uswsusp.html
http://packages.debian.org/sid/kexec-tools
http://qa.debian.org/popcon-graph.php?packages=kexec-tools
http://packages.qa.debian.org/k/kexec-tools.html
http://packages.debian.org/sid/systemd-bootchart
http://qa.debian.org/popcon-graph.php?packages=systemd-bootchart
http://packages.qa.debian.org/s/systemd-bootchart.html
http://packages.debian.org/sid/bootchart2
http://qa.debian.org/popcon-graph.php?packages=bootchart2
http://packages.qa.debian.org/b/bootchart2.html
http://packages.debian.org/sid/pybootchartgui
http://qa.debian.org/popcon-graph.php?packages=pybootchartgui
http://packages.qa.debian.org/p/pybootchartgui.html
http://packages.debian.org/sid/mingetty
http://qa.debian.org/popcon-graph.php?packages=mingetty
http://packages.qa.debian.org/m/mingetty.html
http://packages.debian.org/sid/mgetty
http://qa.debian.org/popcon-graph.php?packages=mgetty
http://packages.qa.debian.org/m/mgetty.html
https://wiki.debian.org/BootProcessSpeedup
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« *mount {HIRH systemd IFHIFNEENIXGFRFIEH S, S0 systemd.mount(5).

« *.automount {iRH systemd IFFIFEENXGRAENEF A, S0 systemd.automount(5).

o *swap HIAH systemd ZFHIFNEEEZRY swap XK1k E. SN systemd.swap(5).

- *path #§iA# systemd HIZHE1Z, ATETRZNIED. S systemd.path(5).

- *socket #EiR# systemd IFHIFEENERF, BTETEREFNED., £ systemd.socket(5).

- *timer A systemd EFHIFNEETTAIEE, BTFETRERES. S0 systemd.timer(5).

o *slice HIE cgroups(7) HIFEIR, SN systemd.slice(5).

- *scope £ systemd IS LEOREFLIMEIE, AUBE-RINRRHIE, SN systemd.scope(5).

o *target BEERTEEENXH5H, TRIMNNE, REIEELS =, S0 systemd.target(5).

RGBT (B, init ), systemd RS EIR/B517/1ib/systemd/system/default. target (iBERF|”graphical. t:
MRS 55 ), B%, —LE450KRY target BT ( B0 systemd.special(7) ), tEi1”local-fs.target”, *swap.target”

M7cryptsetup.target” SWS|IAUBEHXHERR, 25, HE target BT SRIBERTRBRARMMBSIA, F4H
&5, EHi5% bootup(7),

systemd IR{EEIEFHBAIINEE, 7£7/etc/init.d/rc[0123456S].d/[KS]<name>” EBEM SysV K&K B EIHIZA
MASWAH; telinit(8) RMWIEIR AR systemd R TT;ENE K,

@ Ny

RINAIEITHRA 2 B 4 2ERAFSHEEE THBA “multi-user.target’,

3.21 FHA

AP RETN R, ERFIMEHE, &id systemd-hostnamed.service BHIMRAZLEMIRERZMENS, It
FHBARFE/etc/hostname”, INMNXUNIZRBERATNE, MARESIHFER,

RS HGE1T hostname(1) 552 BT AFTENH L FTHIEN S,
3.2.2 XGRS

TEE T S R BRI SRR ATE” /etc/Fstab” FiRE, S fstab(5) F15E 9.5.7 T,
MBXHRAMEEBIREE “/etc/crypttab” H, S0 crypttab(s)
3R RAID fJECE mdadm(8) IRETE”/etc/mdadm/mdadm. conf”. £ Il mdadm.conf(5).

O

il

S,

/.

>T

BofrHE, EEHTHREXERSZLE, "/tmp”, "/var/lock”, #1"/var/run” R XS E

H & D

o

3.2.3 MEEOYIRL

S FEMA systemd B9 Debian REHR S, MLEEDEE BB MRS HITVIRL: Lo OBEAE networking. service”
12, MEESEAOMEB “NetworkManager.service” &tIE,

2% 5 ERFEHEREECIIHER.
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3.24 HZBEER

EEHE LERNAREIRER, EBESIREMNMBIEKEREE,

# dmesg -n3
BIRERIE BIRERIB 15 BB
0 KERN_EMERG RGEATH
1 KERN_ALERT 1T F b7 # ST BISKEY
2 KERN_CRIT BREHF
3 KERN_ERR iR
4 KERN_WARNING EEXHF
5 KERN_NOTICE TREEEENRH
6 KERN_INFO BERER
7 KERN_DEBUG debug LFFIERE

Table 3.4: RIZEEIRKFIZR

3.25 ZR%GEE

7£ systemd T, AR LS EEE T HEMRS systemd-journald.service (X & journald) Kigx, WM
7£7/var/log/journal” FRIART R i HI4MHE, HALTE”/run/log/journal/” FRIZLRI Z#HIEIE. XL —
HHIBEEIE, PTUAEIT journalctl(1) A5 < KiAIE],

£ systemd ¥, 24 AT B rsyslogd(8) iYL ERITAHRIZERE LR I EHE (fCE systemd Z BIRIERIARY”/dev/10g”)
, FEEBBIRERIIARTR) ASC RAEHEEHIE.

»/etc/default/rsyslog” I’ /etc/rsyslog conf” BB ENRZRABENBEXGNEEER. SN rsys-
logd(8) 0 rsyslog.conf(5), tHAJUESIE 9.2.2 T,

3.2.6 systemd FTHRLEIE
Systemd MUNRE R GV, TREBAMNAAKEIEINGE, LLNZEFIER, EREIE, NESEE, NESESE

systemd(l) BN GRSKREIE:

« systemctl(1) S <126 systemd WRFEFRSEIERE (HL1T),
« systemsdm(1) L=l systemd WA GFRS EIE RS (BRR@E),
+ journalctl(1) A5 < &8 systemd HE,

+ loginctl(1) e S 1=Hl systemd EREIEEE,

« systemd-analyze(1) 7M1 & % BENHEE,

XEBEF /AR systemd BEIRap S HERTIR, WIS X, BERIEMERX man FHTT,

X8, FEAlFHEy $unit”, _IUms NETTR (54 .service 1 . target @0[iER), E, ERSEBEAT,
AL ILACHI 2 N ETT (shell XML BFBESF*”, 727, ”[ 17, WiLER fomatch(3) , RILEBRIERNEFHRMNREE
TTHIE KRB

EEIFHEFRESHREHS, BERBIT sudo” RLEIE, FAUKESEENRASENR.

»systemctl status $unit|$PID|$device” MiHERBEEIR ("0”) REBARITIAT, IEAZ—RMIANE,
- BER e Rixn—N NE” 3 BARNEMNR” BIRE,

- TERe” /R AW HE “HIRT KRS

- e FT/ox VEDN. “EIMEHA” = WIER” RS,
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1R1E ZEH T HER
BTREZEENERRE EREm “systemadm” (systemd-ui XEE)
- — s — ”systemctl list-units
|
HIHFT B target BT E B _type=target”
o . ”systemctl list-units

|

FIHFRE service RITECE BT _type=service”

| e S e — ”?systemctl list-units

FIHFrBE BT &R Bt __type=help”

FIHAFHRFIA socket BT B “systemctl list-sockets”

FIHAFFRFIA timer T Bt “systemctl list-timers”

BE"sunit” BT “systemctl start $unit”
FIE”$unit” B “systemctl stop $unit”

FrinFeAR S5 X AVEC BT “systemctl reload $unit”
ELIEFIESIFrB sunit” E3T “systemctl restart $unit”
=F» S+ T ﬁ E""‘ o

EF?JEJJ Sunit” FELAERE BT »systemctl isolate $unit”

wE B (BERERERS) | B “systemctl isolate graphical”

23 5Fﬁ)*'”(npvﬁ%%éﬁ) Bt “systemctl isolate multi-user”

TRE MR (BEAF® oy — » - »

SR B systemctl isolate rescue

@7sunit” ZiERFEES BT “systemctl kill $unit”

\/T\En CRFEEY) E- A== L

Eé_ Sunit” RS ES AL BT ”systemctl is-active $unit”

A?Kn i) QE E%

E’J =Sunit K = BT »systemctl is-failed $unit”

FE”$unit [$PID|device” s “systemctl status

FIRS 7T $unit |$PID|$device”

ER"$unit [$job” BIE™ Bt “systemctl show $unit|$job”
- EiIREKET Sunit” BT “systemctl reset-failed $unit”

) 1 5 B ST AR S Bk e @5 systemetl List-dependencies

FHERERR LB T BraXfF “systemctl list-unit-files”

BRA’sunit” (EINFSiEE) BrXH “systemctl enable $unit”

ZH $unit” (MRTSiEE) B “systemctl disable $unit”

EUEER $unit” (HIFR — R o

5"/ dev/null” B S EE) BrXH systemctl unmask $unit

EE-sunit” (& _ R o

B>/ dev/null” BIRSSEE) BT systemctl mask $unit

SREVERIAHY target 1R & BraXHF “systemctl get-default”

REFKIN target P “systemctl set-default

#”graphical” (B &%) graphical”

AREFKIARY target [P “systemctl set-default

F’multi-user” (S1TRS) 7t multi-user”

ErRIFEIRESE HIETE “systemctl show-environment”

REWETE"variable” i s S ”systemctl set-environment

{E”value” nxE variable=value”

BCEMMIEL ="variable” By BB “systemctl unset-environment

RE S variable”

SEMNEREETXENEE

; /_\EH 2 _ »
SFHRHEZ ( daemon ) S mEH systemctl daemon-reload
KA RS 25 “systemctl poweroff”

AFERR S R4% “systemctl reboot”

BERR R “systemctl suspend”

REER SR P2 “systemctl hibernate”
TEESunitUWIEEE HE "Journalctl -u $unit”
TEESunit W IEEE -+ e . .

("tail -f» k%) HE journalctl -u $unit -f

ERF— BT ERBEE ]

E%E MRRSRINER | iR »systemd-analyze time”

FH P B oI ¥Ia LAY (8] L2 “systemd-analyze blame”

TESunit” XA FF e % 2L 7systemd-analyze verify $Sunit”

¥RER cgroups(7) FUBENITTE Cgroup ”systemd-cgls”

ERER cgroups(7) B/EahiTFE Cgroup ps xawf -eo

nid user caroun.aras”


https://zh.wikipedia.org/wiki/Sysfs
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3.2.7 %EHI systemd

EAIALE, @it systemd BEIMiLIEH, 7£ network.target BiliE, BSMEZRSE (BNE 6 ) FREE
SFHPI#TE (daemon ) B, ”sshd” BARFYN, iEBRAIMER HIRE BTN sshd” fEA—NEFILHIEF,

B%, BRRARRMRSETT,

$ sudo systemctl stop sshd.service
$ sudo systemctl mask sshd.service

&4 Unix RS MIRTBEIEFTHGE (on-demand socket activation ) R4EH indetd HB&RARSZ KM, £ systemd T, 18
[EITHAEREAS@IT 3B AN *.socket F1 *.service BT E X 4HREM,

sshd.socket AREX — MG ERETF

[Unit]

Description=SSH Socket for Per-Connection Servers

[Socket]
ListenStream=22
Accept=yes

[Install]
wWantedBy=sockets.target

sshd@. service £ sshd. socket ILEZHIRR S 4
[Unit]
Description=SSH Per-Connection Server

[Service]
ExecStart=-/usr/sbin/sshd -1i
StandardInput=socket
REEMINE,

$ sudo systemctl daemon-reload

3.3 udev 2%

¥ F Linux A% 2.6 IRFIEFIRA, udev B4 R T BaEGEZMAVIEAETIEL, (BR udev(7). EAZENEMEE
FERL L, udev RAEFERAM sysfs XERFE (BUE 1.2.12 ) WEEBI—1MNAF#TE, £ modprobe(8) 27 (B
ME 3.3.1 ) MEZIFEMBRMAZIER, SIEEBENVIZET R,

R
MEHRFFELIER, "/1ib/modules/<kernel-version>/modules.dep” ;j&E# depmod(8) IEE 4R, &R
BIHEAR R udev RAFRHAER AR MNEH, MiT'depmod -a” RIESE,

BEDHEMNBEF, aIUBT”/etc/udev/rules.d/” B udev XHRECE. HEIRK AR N R E SRS ERIIR
F,BRTHRBFIMEZIZE I, SEMIEFSIIR R B BIDRIIFA IR, IR & LRI NN, (Rt =T LA USB 2
ZEMETIRE, £MERSIR & B, 8 N ”Writing udev rules” ”/usr/share/doc/udev/writing_udev_rules/index.h

BT udev RAR— P IEEZHNEY), BRAEHCXHEHRTTIFAER, EXEREHRTRINER.

BR
"/etc/fstab” E@AVEHMN, RETRANERESM, REE92ER UUID RIEFHIRE, KRB /dev/sda” z
EKHIgER &WF 953 1.



https://zh.wikipedia.org/wiki/Udev
https://zh.wikipedia.org/wiki/Sysfs
http://www.reactivated.net/writing_udev_rules.html
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
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3.3.1 RZIERYIEE

i®iT modprobe(8) F2/E RINFIMIBRPIAZAERR, (EFA1859 A IR B IE1EE1THY Linux K%, udev B4 (BIE
3.3 ) BaftE R REE B RAZAE R 1AL,

T EIEE RS TR RE A IR NS IR, EERISCINE, IBEAE”/etc/modules” X EFH (8 1 modules(5)).

« TUN/TAP #R3R{Z #t EEHARY Point-to-Point 4E1% & (TUN) FIEHLEY Ethernet A KMIMLE 1R & (TAP),
« netfilter #RIRIZ M netfilter B KIFEES] (iptables(8), 58 5.10 ),
« watchdog timer JXFNIEIR,

modprobe(8) 2 7 HIFC & X 4 2% modprobe.conf(5) BRI /etc/modprobes.d/” BXF, (MRREEF BN
IIHFLAZIER, EEIEEIMERNBEREMIE"/etc/modprobes.d/blacklist” XHE.)

»/1ib/modules/<version>/modules.dep” X depmod(8) F2F 4R, TR T modprobe(8) 125 & AR LR
R

pE =1
MRMEBNE HIMAZRIOEL @) B, 5%FH modprobe(8) B i I AZ R 10 £ o] &%, "depmod -a” F]AET E
#"modules . dep” KMERIX L a] I,

modinfo(8) 2 £ 7R Linux WIZIEIRIEE,
Ismod(8) F2 /7 A FERIIENER”/proc/modules” AR, BI/R 2Bl AZINEL T HRLARIR,

B
{REERBIBHRINIRRFE LWEHE, SNE 943 1.

N
{RE] ATE /RSN EC B RE (RSB HHISIE. BUE 944 .

"R
{RE] AT 4w i¥ R RIBIIRAVETIRIREBISZES, S05% 9.9 7.



https://zh.wikipedia.org/wiki/TUN/TAP
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Watchdog_timer
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Chapter 4
R
IAUE
AP (HEF) BRIARRZE, BEHITIANE, BIABHERZELE.
or
PAM HIEC B $BIRFTBER HUEMMIAR S, RN E —MESIFHRUE CD, HE IR —MERE boot KX, B
TWME RS, REEFEREIBNAFKHUIERER.
ore
AEEEET 2013 F£47H Debian 7.0 (Wheezy) w58, FINERBEETSIT,
4.1 —fi%HY Unix iAiE
—R&AY Unix IAIER PAM ( Pluggable Authentication Modules, BIB[#ARIISIERELR ) THY pam_unix(8) HiRIZfHt, &
B 3NEEXHUNT, ERMEZEFER “:7 HF.
pog XERE BF g 15
/etc/passwd -rW-r--r-- root root (BXEY) AFSER
/etc/shadow rW-r----- root shadow | ZENMEMAFKSER
/etc/group -rW-r--r-- root root HER

Table 4.1: pam_unix(8) EHM 3 NEERE G

“/etc/passwd” IR TFIIRNEA,

userl:x:1000:1000:Userl Name,,,

:/home/useri1:/bin/bash
user2:x:1001:1001:User2 Name, ,,

:/home/user2:/bin/bash

9 passwd(5) HFTIR, XAXEFRHE “:7 HSIRBIEXWT,
- BRA
BRI



https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
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- BFHARIAF ID

- BFRNBIAE ID

- AFRSERTE

- AFxRBER

- AR RS ERESE

“/etc/passwd” ME_IMZEZHARRENBRENZERL, E5IAT “/etc/shadow” &, ZINH#FARIZAZBER
Eto

RS L‘EEEH

(%) RS

X 7JIJ FE’J‘;EE_H%‘T??_ “/etc/shadow”
* TEERIKS

! T EERRIKS

Table 4.2: “/etc/passwd” EZINMAR

“/etc/shadow” BIETIAZR,

userl:$1$XopOFYHI$IFxyQwBe9b8tiyIkt2P4F/:13262:0:99999:7:::
user2:$1$vXGZLVbSSELYErNf/aguDsm1DehIMS/:13261:0:99999:7: : :

g0 shadow(5) AR, XAXHEHHE “:" HRHBHSXMNT,

- BXB

- INEERIERG (FFLEY “$18" RRER MD5 &, " RINLEEM. )
—X(ECRERDRIAT[E], HRRM 1970 F 1 B 1 BEEFIRE

- RIFRAFPBXIENZBRIRLRIERE

« AP WBUERZBHIR R EFR

- BRAREIIRE, FLHEAFIWRES

- BRAMEHXRE, EXHEZEKIBSRIER

- IKSKRXAETE, HERTM 1970 F1 8 1 BEMNRE

“/etc/group” BETIARE.

groupl:x:20:userl,user2
0 group(5) FFTIAR, XANNEGHRHE “:7 HRHBINE XM,

. AEH

- NZBRMZE (FSRELEFER)
- BFRABA ID

- A 4 RIAFBYIR
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=z
R

“/etc/gshadow” Jg “/etc/group” B TE “/etc/shadow” HE{URITHAE, (B8 HEIEH{ER,

R
31 R’auth optional pam_group.so” X 1T & Ml % T"/etc/pam.d/common-auth”, F# BH
f£"/etc/security/group.conf” B#ITTIRE, —MNAFPRIKEFRETPI AR, S0 pam_group(8).

==
EE

base-passwd 3G EEET —HAPENE A X :“/usr/share/doc/base-passwd/users-and-groups.htm.

4.2 EEWKSHZBEER

THR-LEERKSERNEEGS.

wme ThEE

getent passwd <user_name> AL “<user_name>" HIKSEER
getent shadow <user_name> MG A F"<user_name>” RRE KA ER
getent group <group_name> AL “<group_name>" FUZHEE
passwd BIEKSZEE

passwd -e PR ERKSIZE — X TERZRS

chage EEEEERHER

Table 4.3: EEKSEENGTS

HApy—LETNEE RBEK root fEA, FRGFNBURRIMZZS L crypt(3)s

EE
EIRE T PAM 1 NSS & 4 £ (90 Debian salsa #1288 ), &ify “/etc/passwd” . “/etc/group” #0
“/etc/shadow” FIBERSWMALRNEER, EANGLEFELTIMIMETKIBREN.

4.3 1F=15

ERRLTRIEBI — MRS ER passwd(l) a5 hY, RMIZIER—NMFZERL, EMNIZHE 6 2| 8 MERFAM, EFE
BT IR passwd(1) REMNENMASHH— NS MNFER.

- NEFF

« FOR9

c RS

R

@ ERERBERTUENNE, KSR, SHESH, BiESD, b £0. RERRIEMNEE. 3
BRI BEBEMNFFFEI (FI90 “123457 3K “qwerty” ) SEBZIBRENDIELE,



https://salsa.debian.org
https://zh.wikipedia.org/wiki/Password_strength
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4.4 ZINNZRIEERG

THEHRLAT EAMBMINZEEDG MR TE,

LGS MITE IR wme ThEE

whois V:45, 1:600 338 mkpasswd H& aypt(3) EFT B ERRTm

openssl V:806, 1:991 1306 openssl T EBFDIAE (OpenSSL). passwd(1ssl)
P passwd

Table 4.4: £ EBITHR

4.5 PAM %1 NSS

I XAYZE Unix B4 (5180 Debian R4 ) 1214t PAM ( Pluggable Authentication Modules, #HATVISIEFELR ) FI NSS
( Name Service Switch, BfifRS iR ) VGILEERIMARGEIRER, FHI1EBREEBCHNERSR. ©IIMTIEERT LABIER
AR,

« PAM SN RMRHE R T — N RIEMINENG, FELEPRE T BB RN,
« NSS BT —MRENBHIRSHG, ELEW CIREEER, EFHI 1) 0 id(1) XENEFRSA LR,

PAM F1 NSS R ZEMNTRIFHLE — 4,
PAM FI NSS ALHEERREEIN T,

XGRS AT PR L

Iibpam-modules | V:810,1:999 | 870 BARNRIEER (ERiRS )

Iibpam-1ldap Vi1, 115 244 7o7F LDAP ORI AN RIERIR

1ibpam-cracklib g 114 | F2F cracklib FHHEIBARBIERR

Iibpam-systemd | V:412,1:706 | 369 AT Logind ; FMAF & EMAANRIEER (PAM )

Iibpam-doc 1.2 1020 | FEANIEUEAEIR (html FIX A )

1ibcé V:948,1:999 | 11401 | GNU C E: EHFRE "BHREZNR" RSHEZE

glibc-doc I:13 2919 | GNUC FE: &EEiim

glibc-doc-reference 13132 | GNU C FE: £&5F#f, B info. pdf #1 html #&={ ( non-free )

Tibnss-mdns 1:556 119 FFREHZHTE DNS Z7nfJ NSS 1&iR

Iibnss-1dap I:13 255 NSS 185k, FIF{EF LDAP fF h— & REH

1ib Lldand 120 146 NSS 1&IR, FHT{EH LDAP fE i— 1 RRSH
1bnss-Ldap : ( libnss-1dap B9 fork )

Table 4.5: PAM #1 NSS RAFEE AR

« libpam-doc A “The Linux-PAM System Administrators’ Guide” 27T f## PAM ECE RN EXHY,

+ glibc-doc-reference Y “System Databases and Name Service Switch” &7 fi# NSS B EHIEE 14,

==
R

{REJLAER “aptitude search ’libpam-|libnss-

" BCEEESMEXRMEE. NSS FEHAIREKRE

“Network Security Service, MEEZLRE", EAREBTF “Name Service Switch, ARSI,



https://zh.wikipedia.org/wiki/Salt_(cryptography)
http://packages.debian.org/sid/whois
http://qa.debian.org/popcon-graph.php?packages=whois
http://packages.qa.debian.org/w/whois.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/C_standard_library
http://packages.debian.org/sid/libpam-modules
http://qa.debian.org/popcon-graph.php?packages=libpam-modules
http://packages.qa.debian.org/libp/libpam-modules.html
http://packages.debian.org/sid/libpam-ldap
http://qa.debian.org/popcon-graph.php?packages=libpam-ldap
http://packages.qa.debian.org/libp/libpam-ldap.html
http://packages.debian.org/sid/libpam-cracklib
http://qa.debian.org/popcon-graph.php?packages=libpam-cracklib
http://packages.qa.debian.org/libp/libpam-cracklib.html
http://packages.debian.org/sid/libpam-systemd
http://qa.debian.org/popcon-graph.php?packages=libpam-systemd
http://packages.qa.debian.org/libp/libpam-systemd.html
http://packages.debian.org/sid/libpam-doc
http://qa.debian.org/popcon-graph.php?packages=libpam-doc
http://packages.qa.debian.org/libp/libpam-doc.html
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/glibc-doc
http://qa.debian.org/popcon-graph.php?packages=glibc-doc
http://packages.qa.debian.org/g/glibc-doc.html
http://packages.debian.org/sid/glibc-doc-reference
http://qa.debian.org/popcon-graph.php?packages=glibc-doc-reference
http://packages.qa.debian.org/g/glibc-doc-reference.html
http://packages.debian.org/sid/libnss-mdns
http://qa.debian.org/popcon-graph.php?packages=libnss-mdns
http://packages.qa.debian.org/libn/libnss-mdns.html
http://packages.debian.org/sid/libnss-ldap
http://qa.debian.org/popcon-graph.php?packages=libnss-ldap
http://packages.qa.debian.org/libn/libnss-ldap.html
http://packages.debian.org/sid/libnss-ldapd
http://qa.debian.org/popcon-graph.php?packages=libnss-ldapd
http://packages.qa.debian.org/libn/libnss-ldapd.html
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=z
R

PAM B A B MEFVIRAIMEEEARAINENRZEMTT A,

£ systemd K, libpam-systemd MG B ELEARKEERFER, BEE systemd #=HIBE, 5 logind JEFMAF

SIEREI, SN0 systemd-logind(8), logind.conf(5), #1 pam_systemd(8).

4.5.1 PAM #1 NSS A0/f9EC & X145

TEE—L PAM F NSS ARl EERE T4,

FEEXF

T8

/etc/pam.d/<program_name>

F “<program_name>" TEFIRE PAM ECE; £ pam(7) #l
pam.d(5)

/etc/nsswitch.conf

PAETRSEEZEIRE NSSEE, £ I nsswitch.conf(5)

/etc/nologin 1814 pam_nologin(8) i IRFEHIF F~ E &
/etc/securetty BT pam_securetty(8) FRIRPRHI root /18] tty

/etc/security/access.conf

1834 pam_access(8) HBIR1Z E 15[0] PR Hl

/etc/security/group.conf

18314 pam_group(8) HHIR1R B E T ZHAIPR I

/etc/security/pam_env.conf

1B pam_env(8) IRIRZRENE L £

/etc/environment

B readenv=1" SE#) pam_env(8) IRRIZEENIINIINE
=]

L=

/etc/default/locale

BT EE “readenv=1 envfile=/etc/default/locale”
S pam_env(8) HEIRIZEIBSIMREIE (£ Debian R )

/etc/security/limits.conf

181 pam_linits(8) FRIRIZE ZRIRPR®HI (ulimit, core FF )

/etc/security/time.conf

BT pam_time(8) 23R 1% & AT (] PR

/etc/systemd/logind.conf

ZE systemd WERBIEREE (BN logind.conf(5) Fl
systemd-logind.service(8))

Table 4.6: PAM F1 NSS 0] fIBC & X4

RRDIEERIPREIZ BT PAM #R3R pam_unix(8) # pam_cracklib(8) RSLHIR, EATFINEE & BHSHHITRE,

N
PAM IEIRTEXHERERARE “.s0”,

45.2 MRAMNEFRXRASZIE

NRNEFRRZAZETUFEAEPXNRZEE RIGRIDIX (LDAP) REH[HITHE, NMBTMEERTFS L
Unix F13E2E Unix 24, BRE B FKIHRIMYAIFRELILRZ OpenLDAP R4,

LDAP fRZ28{EAHEHE PAM #1 NSS 9 libpam-1ldap #1 1libnss-1dap #4 8 J Debian REREKSER, EE
—LEE{ER/ZA LDAP (FSBEREXMEE, AFETEMNEEABREE"FNES, BEZXMAIR TRIZTIIN

Bo )

- (RBITEIT—MER, FIANMIIAY LDAP SPHPH#E slapd(8), REBIME NI LDAP BRS38E.
« {RTE “/etc/pam.d/” BRPH PAM EBEEXHE, EA “pam_ldap.so” BREKIAE “pam_unix.so”,
— Debian {#F “/etc/pam_ldap.conf” fEJg libpam-1ldap MEEXH, “/etc/pam_ldap.secret” {EHF

1% root BRIHI X 4,

« fRTE “/etc/nsswitch.conf” X#HHRE NSS BB, A “ldap” BCEIAE (“compat” 3K “file”),



https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#logind
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
http://www.openldap.org/
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— Debian {#F “/etc/libnss-1ldap.conf” #E% libnss-1ldap MEC & ST,
- ATEBNRS, fRUAL libpam-1dap A SLL (5 TLS ) %,
« ATHIR LDAP MAFHEURR TR, RFL 1ibpam-1dap M SLL (5% TLS ) ##,
« ATEL LDAP MERE, REZEARMISIT nscd(8) RETFET LDAP B RLER,
£ J1H libpam-doc R4 E R Y pam_ldap.conf(5) FAISIIEFN “/usr/share/doc/libpam-doc/html/”, BAK
glibc-doc EBRMA “info libc ’Name Service Switch’”,
EH, Fe]UEREERERIRES —HEFRANREA.

+ [@ Windows B EERL A FN4H,

- @13 winbind #1 1ibpam_winbind X4 €1i/j[a] Windows domain AR53.
— £ winbindd(8) #1 Integrating MS Windows Networks with Samba,

« EHERIZE Unix RAESEAAF A,

BT nis EEEAE] NIS (ZETAU YP) 8% NIS+,
— 2 The Linux NIS(YP)/NYS/NIS+ HOWTO,

453 “H{t4 GNU su ~%35 wheel £B”

XRTEIHE “info su” JEEB Richard M. Stallman Fritf— AR S. HI3Ei: Debian RERHFIH su S ERAT
PAM, X#HTE “/etc/pam.d/su” FEATHEE “pam_wheel.so” BTG, FhAEWEFEHIIE wheel BRI su 3
root £HHYEE

4.5.4 EIRRYERRDEL

&3 libpam-cracklib R ELRAEHS 33 HIE R A RO ZERD AN, FI40, BT 7E “/etc/pam. d/common-password”
RN F1T,

WF squeeze K1THR:

password required pam_cracklib.so retry=3 minlen=9 difok=3

password [success=1 default=ignore] pam_unix.so use_authtok nullok md5
password requisite pam_deny.so

password required pam_permit.so

4.6 EHERVie)ZH

=z
EE

205 9.3.15 TRRHAZMNZLESEN (SAK) IEE,



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Windows_domain
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/integrate-ms-networks.html
https://zh.wikipedia.org/wiki/Network_Information_Service
https://zh.wikipedia.org/wiki/NIS+
http://tldp.org/HOWTO/NIS-HOWTO/
https://en.wikipedia.org/wiki/Secure_attention_key
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4.6.1 sudo

sudo(8) RF BN T E— N RAEIE R T LALA R P ZBRAY root BPRFHIE R root iEENMIZTHEY, sudo REE—NEBRF
HIZ358, %% sudo MU BFH@ETIRE“/etc/sudoers” FRBETRERE. 2 /usr/share/doc/sudo/examples/suc
M 1.1.12 FRECERG,

A sudo BTFBEAFPRA (B0UF 1.1.12 ) BATHIEECAERMENERETH, ABNAAMS, HiAAER
sudo &ELFEA root IKSIRIER ARG, BIEN, TGN “<some_file>" KIHBEENRERN “<my_name>",

$ sudo chown <my_name> <some_file>

YR RIRENIE root G ( LEUNE TR E Debian B FFT#AY ), EFRAFWSEEIUER “su -c” iIHEFMHSU

root 1517,

4.6.2 PolicyKit

PolicyKit Z7E2E Unix BIERFHIZFI BN RANRI—MEERKAM

¥E GUI B2 R ERER, AiRHHEHR, RE2FAEIHEREIT. Efl@d PolicyKit RIFHIZEM, MITEE
1R1F,

£ Debian Z4EH, PolicyKit PRI T BT sudo AR P IKSAIXFRLE,
2 Il polkit(8),

4.6.3 SELinux

Security-Enhanced Linux (SELinux) & — M EAXPRAZIRAVIESE, ELEEBAYZE Unix L2 4&R mandatory access control
(MAC) REZE 48, root IXPRIEF LLFRM T BRI,

4.6.4 [R50 ELERS mAVARSS

WagLems, REIENERRARSER, BR— 1M FNERE. MERSERKRN. BEAERNRS, F1ERERAR
B5TIP##IE (daemon ) #GE, BB super-server 12F0E, BWIAANRLTEMXEE,

WS 127, LEANR sshd(8), EAET PAM RYAR)IEH], tIEBIFSZ 7 TVRRGI V0] — LR S IRHIIERF.
- BEXf4: ”/etc/default/<program_name>”

- [FESFIPEHIE (daemon) MRS BT E

* PAM (Pluggable Authentication Modules)

« super-server f£f”/etc/inetd.conf”

+ TCP wrapper f£F3”/etc/hosts.deny” #1”/etc/hosts.allow”, tcpd(8)

* Sun RPC” £/ /etc/rpc.conf”

- atd(8) {EFH”/etc/at .allow” ¥1”/etc/at.deny”

« crontab(1) {f#Hf”/etc/cron.allow” ¥1”/etc/cron.deny”

« Network firewall Bgnetfilter {EZ2

e

S0E 326 1,58 451 T, fEE 510 .

AN
NFS FIHEET RPC W27, FEAE Sun RPC fRS3,



https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/Security-Enhanced_Linux
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/TCP_Wrapper
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Firewall
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
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B
WRRIZFZVHI0)HREA Debian REB0)&, H " /etc/hosts.deny” ERETFEALL: PARANOID” iX #¥i K
MECE, BIEEIRE, (BERMGUWIVEEXMITHEIERINEZT2XE, )

4.7 T2IAIUE

JED=}
XEMNERBUTFRABEEREMFHNREER, BXLE—NMFIFA.

4.7.1 GENZELE

FZ2RITNERERS, XREERFERAXANZEBIANLE XRFEFEMNHN, BE AN GEMERAX ARG, &
TOBENR IR B FA R, (REENSEITIXLERRSS, {# M Transport Layer Security” (TLS) ELERIFI S, ”Secure Sockets Layer” (SSL)
, B INZEREBEZBEANBMENENELSE,

A LEE2HIRSZ B i [ TENRS A i ]
www (http) 80 https 443
smtp (HBfF) 25 ssmtp (smtps) 465
ftp-data 20 ftps-data 989
ftp 21 ftps 990
telnet 23 telnets 992
imap2 143 imaps 993
pop3 110 pop3s 995
ldap 389 ldaps 636

Table 4.7: REMAR LIRS IROTIER

INZ2;E#E CPU Rt jE]l, fEAN CPU BHZMBNRAR, MoIUEREERAANAER, NXNERAZSIAEDININZEZRDE,
tbali: POP {#F3” Authenticated Post Office Protocol” (APOP), SMTP #lI IMAP f§8F3”Challenge-Response Authentication
Mechanism MD5” (CRAM-MD5), ( {REIEBAZF P im i B BA P - (REVARAAR 55 28 R IX MR 4HRY, SIERITERMINER
im0 587 RCEELHRY SMTP i 25, XHFFIBAE S AEER CRAM-MDS5 MEB G, MBRARFEE 25 im0, )

4.7.2 Z% Shell

Z 2 Shell (SSH) R EARZSINEREHALEME LR AN EEEEN ZENZ2INZE T, EH OpenSSH EF°
Ui, ssh(1), #1 OpenSSH fg &5F#i#TE (daemon ) , sshd(8) £HA%.SSH {F AR 45 L 45ME, BILAL POP #ll X 2ZEHARE
SPGB EIIFE, FEIUEGERN EZ2EH,

EZEFme] MERMTARNKIAMEE D : EFENAVAIE. 2FHIAE. REMEZIAE. ZBBIAE, EAATAIAILE, 7T
SIEERBBER, 0% 69 1

4.7.3 HEBEMEIIMIZREH

BN{E{RiZ1T Secure Shell (SSH) #1 Point-to-point tunneling protocol (PPTP) iXHMEZ LRSS, HEBHEM L, NABIEE
AREFRNBNRBEBIEHEAN, EAKAEREE (B0E 5.10 ), #*U—Fﬁﬂﬁtﬁlﬂ £, TURALZERE,



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
http://www.openssh.org/
http://www.openssh.org/
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Point-to-point_tunneling_protocol
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0nREe MITE RK/Iv | 1%HEH

F - A,:\_, 5 ] i
knockd Vo, 12 89 ]/(J(\)IEI’Skp(cln)“t knock J5 &5FP#FE (daemon ) knockd(1) F1E Fif
failzban V:102,1:113 | 1735 | BEFEER S MALEEIRL IP
Iibpam-shield V:0, 1:0 107 EERENEBENEEREEXEIINA

Table 4.8: #IEFIIN L2 HANNITEIR

4.7.4 root ZiL L
FBELEALTMER root AXPRIBIEMREONZE, (REBHM T EIIRME.

o PHIEXHE AR A
« $i{E BIOS RFELEN BRI ENN B BEN
+ 7 GRUB XREXARIFIREZD
« #iff GRUB &8, =|I4FiE
WNRETUMIR S0, MEJLAER TEMNT R, ENERENEERR,
1. BERZEZ|—/ e L& E BIOS M CD 23R s,
2. FRESNFBHARYSE ( Debian Bak4E, Knoppix CD, GRUB CD, *** ),
3. BigEipnEHES X,
4. YEER P XEY7/etc/passwd” X, {F root IKFFZBEIE_EANZT,

WF grub-rescue-pc , BMERZ2NREMNMER, MRBRIE GRUB EEFXH (BNF 3.1.2 1) WINEE, EF
MY, EATENSEREMEE,

1. FEAZEHBNRGFREBN—LLERE, LLIiH, "root=/dev/hda6 rw init=/bin/sh”.
2. Y487 /etc/passwd” X, £ root KFFEMNE AT,
3. EBAA.

L[ root shell IQER] AL RS 1510] T,

JED=

—BEARE root shell i5[E)1XFR, REEBSEMERAT, HrIUEIRAL LMEFZE, LI, MeTEER john
M crack FRUENRNEBTERILBRFAEAFNER (2% 9.4.11 ), WKFENZDE, SJUARMEER
FHEITLERR,

FERIXER X AR, NEMNER LMRGBRERRZER dm-crypt F initramfs (B0 9.8 77) MIE root 77X
(@ /etc” X)), ZHEFMIE, (RERFERZLREBINRLA.



http://packages.debian.org/sid/knockd
http://qa.debian.org/popcon-graph.php?packages=knockd
http://packages.qa.debian.org/k/knockd.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/libpam-shield
http://qa.debian.org/popcon-graph.php?packages=libpam-shield
http://packages.qa.debian.org/libp/libpam-shield.html
https://zh.wikipedia.org/wiki/Dm-crypt
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Chapter 5

MFZiZE

R’R
XTF GNU/Linux ML£RERFAE, BEBLinux NEERRFi.

BR
% F Debian TEMMLEFM, EEEDebian BEIEAFM—MWEERE.

( ) EE
ARBEREAMNEREOBMAVAE ("etho”, "eth1”, "wlan0”, --+), ¥k systemd {EM"enp0s25” 2%k
BRI TP 48 1 O 2 F57.

=H

SEET 2013 F£4 M Debian 7.0 (Wheezy) ‘REH), FIUAERBEATEIEM,

[

Bt

N
REARFHMIAIBRY ifconfig(8) &< F IPv4 X HEMEECERIGIF, Debian £ wheezy R1THREFEEER ip(8)
S H IPVA+IPY6 1Y, MODAREMANT, BEIXNFM,

R
systemdifE T, BIBAAnetworkd>REEEMLE, i5E%E systemd-networkd(8),

5.1 EARMLELEN

IEFAIREIF— T AKX Debian 1R FRHIEARMLELEM,



http://www.tldp.org/LDP/nag2/
https://www.debian.org/doc/manuals/debian-handbook/sect.network-config
https://zh.wikipedia.org/wiki/Systemd
https://www.freedesktop.org/wiki/Software/systemd/PredictableNetworkInterfaceNames/
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#networkd
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eSO ATE AV EE 1iEA
ifupdown V:588,1:995 | 206 ?Eﬁlown R BEN/XAMLERINRAETE ( Debian 455 )
ifplugd V4, 1:21 209 EE Bl EE B &ML
ifupdown-extra | V:0,1:1 100 G E PIZEMIKRIA, fl5E”1ifupdown” 3XEFBIAVINEE
ifmetric V0, I:1 36 Els BREMEEONERHEE

] — FIASZE, FIF”/etc/network/interfaces”

guessnet Vi0, 10 22 | RL S #ERINEE” 1 Fupdown” BITNAE
ifscheme V-0, I:0 58 B E RETRIAN F, 18387 1ifupdown” SRFEIRTINEE
network-manager | y..c 1468 | 10910 | BRE:: NM | NetworkManager ( SFI#F2 ) EIENEIEML
network-manager 9{7?[92 1:406 | 5811 = NetworkManager ( GNOME #ilii )
wicd 1:33 35 BCE:: wicd | BENLEENEEERS (TREFE)
wicd-cli V0, I:2 59 Gl BEMLEMBEERE (mIITEF i )
wicd-curses Vi1, 1.4 175 El= BENTEMBEES (XATERZFiR)
wicd-daemon V:28, 1:36 962 EE BRI LTEMEESIESE (riPHie )
wicd-gtk V:22,1:34 574 B E BENELENMEEER (GTK+ EFUm )
iptables V:264,1:995 | 1543 %her $HEIT RIS h 5 IR EE T B ( Netfilter )

. ¥ i HEhERMNERE: ip(8), F
iproute2 Vi623,1:834 | 2124 | OB iproute2, IPv6 AR 1p(®).1c(8) =
iproute2 5

BiE R e T B
ifrename ViL 122 122 =1 {fETET\HE’JEiU EREmBEMEEO
ifrename(8)
ethtool V:112,1:266 | 384 EE ERERAARANIREHNIZE
S MR EED TR, &L 1P HBE
iputils-ping | V:252,1:996 | 100 | POt WIBETTEREA=TA], L EAIRRIP R
iproute2 (iproute2 )
iputils-arping | V:34,1:433 | 51 EE MRS EREFEEN, BT ARPHIIE
iputils-tracepathy. .5 | ¢g Gl SRERIS IR N AR
.. 1 P23 fri=d _ 123 N
net-tools V325, 1.798 | 932 | PR NET-3 P2 ,.klf*ﬁ (net-tools, Pv4 FIESECE ):
net-tools ifconfig(8) &5,
. . . . MR : 2 MAXBES EFEFZEN, W T hostmamesKIP HHE
inetutils-ping | V:0,I:1 337 net-tools (EH5R, GNU)
T B A = - ;
arping V:1,1:28 73 Ef= ggl)itﬁb&&&mfzim. BT ARPIBYIE (B
1
traceroute Vi62,1:.970 | 154 GRS IkrERR i EVIRRE (RRGE, £6l8)
isc-dhcp-client | o0 1970 | 649 Eﬁ:: | puce =pi
=
wpasupplicant V:302,1:536 | 2669 | | E WPA 1 WPA2 EF i 5 (IEEE 802.11i)
wpagui V:0,1:3 762 Efs wpa_supplicant Qt EIfF- R EE Fim
wireless-tools | V:179,1:274 | 286 Gl BEE Lnx L&Y B LE
ppp V:173,1:509 | 940 B £ f£F chat %% PPP/PPPoE
pppoeconf V:0, I:10 290 %E:: W FCEBNF, UAETF{ER PPPoE 1&E#:
pppconfig V1, I3 805 EE ICEENF, CIETER chat ¥ PPP
wvdial V0, I.7 276 Bl EEBIF, UMETFER wvdial 1 ppp & PPP
NITT .. e ,
mtr-tiny V:6, I:57 141 j’zj,ﬁt e BERERITIEENMERERE (XARE)
=
BT g
ntr V5, 143 191 AL %E)Té&mfzimmﬂﬁu ( XAF®EH GTK+ i/
gnome-nettool V4, T:121 2101 | EE FREVE LM EEER TE (GNOME)
nmap V:37,1:320 | 4530 | BE PERBRET im0 358 (Nmap, EHIE)
zenmap V4, 1:13 2936 | @E WZEBREY/im 1A% (GTK+)
tcpdump V:20,1:204 | 1192 | BE MEERENIT (Tepdump, EHIE )
wireshark 1:63 70 BEE WEERE DT (Wireshark, GTK+ )
tshark V:3,1:38 395 EE WERENTT FFE)
tcptrace V0, I:1 392 EE B tcpdump B ERFEREBIESR T
snort V-1, I'1 1920 | EE RIEHIMENRBUMER LR (Snort )
ntopng V1, 1:2 1343 | @E EMTTN e PR RE
. — — BINDIXF el IR R R E - Um iz 7 :
dnsutils V:70,1:683 | 673 EN s nslookup(8),nsupdate(8),dig(8)
dlint V:0,I:14 96 EE A RERZFZEEREEFDNSIEHER
dnstracer V-0 12 cG =l F HIE NN CZEE 16 B 28 S



http://packages.debian.org/sid/ifupdown
http://qa.debian.org/popcon-graph.php?packages=ifupdown
http://packages.qa.debian.org/i/ifupdown.html
http://packages.debian.org/sid/ifplugd
http://qa.debian.org/popcon-graph.php?packages=ifplugd
http://packages.qa.debian.org/i/ifplugd.html
http://packages.debian.org/sid/ifupdown-extra
http://qa.debian.org/popcon-graph.php?packages=ifupdown-extra
http://packages.qa.debian.org/i/ifupdown-extra.html
http://packages.debian.org/sid/ifmetric
http://qa.debian.org/popcon-graph.php?packages=ifmetric
http://packages.qa.debian.org/i/ifmetric.html
http://packages.debian.org/sid/guessnet
http://qa.debian.org/popcon-graph.php?packages=guessnet
http://packages.qa.debian.org/g/guessnet.html
http://packages.debian.org/sid/ifscheme
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http://packages.qa.debian.org/i/ifscheme.html
http://packages.debian.org/sid/network-manager
http://qa.debian.org/popcon-graph.php?packages=network-manager
http://packages.qa.debian.org/n/network-manager.html
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/network-manager-gnome
http://qa.debian.org/popcon-graph.php?packages=network-manager-gnome
http://packages.qa.debian.org/n/network-manager-gnome.html
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/wicd
http://qa.debian.org/popcon-graph.php?packages=wicd
http://packages.qa.debian.org/w/wicd.html
http://packages.debian.org/sid/wicd-cli
http://qa.debian.org/popcon-graph.php?packages=wicd-cli
http://packages.qa.debian.org/w/wicd-cli.html
http://packages.debian.org/sid/wicd-curses
http://qa.debian.org/popcon-graph.php?packages=wicd-curses
http://packages.qa.debian.org/w/wicd-curses.html
http://packages.debian.org/sid/wicd-daemon
http://qa.debian.org/popcon-graph.php?packages=wicd-daemon
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http://packages.debian.org/sid/iputils-ping
http://qa.debian.org/popcon-graph.php?packages=iputils-ping
http://packages.qa.debian.org/i/iputils-ping.html
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/IP_address
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://packages.debian.org/sid/iputils-arping
http://qa.debian.org/popcon-graph.php?packages=iputils-arping
http://packages.qa.debian.org/i/iputils-arping.html
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
http://packages.debian.org/sid/iputils-tracepath
http://qa.debian.org/popcon-graph.php?packages=iputils-tracepath
http://packages.qa.debian.org/i/iputils-tracepath.html
http://packages.debian.org/sid/net-tools
http://qa.debian.org/popcon-graph.php?packages=net-tools
http://packages.qa.debian.org/n/net-tools.html
http://www.linuxfoundation.org/collaborate/workgroups/networking/net-tools
http://packages.debian.org/sid/inetutils-ping
http://qa.debian.org/popcon-graph.php?packages=inetutils-ping
http://packages.qa.debian.org/i/inetutils-ping.html
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/IP_address
http://packages.debian.org/sid/arping
http://qa.debian.org/popcon-graph.php?packages=arping
http://packages.qa.debian.org/a/arping.html
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
http://packages.debian.org/sid/traceroute
http://qa.debian.org/popcon-graph.php?packages=traceroute
http://packages.qa.debian.org/t/traceroute.html
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
http://packages.qa.debian.org/i/isc-dhcp-client.html
http://packages.debian.org/sid/wpasupplicant
http://qa.debian.org/popcon-graph.php?packages=wpasupplicant
http://packages.qa.debian.org/w/wpasupplicant.html
http://packages.debian.org/sid/wpagui
http://qa.debian.org/popcon-graph.php?packages=wpagui
http://packages.qa.debian.org/w/wpagui.html
http://packages.debian.org/sid/wireless-tools
http://qa.debian.org/popcon-graph.php?packages=wireless-tools
http://packages.qa.debian.org/w/wireless-tools.html
http://packages.debian.org/sid/ppp
http://qa.debian.org/popcon-graph.php?packages=ppp
http://packages.qa.debian.org/p/ppp.html
http://packages.debian.org/sid/pppoeconf
http://qa.debian.org/popcon-graph.php?packages=pppoeconf
http://packages.qa.debian.org/p/pppoeconf.html
http://packages.debian.org/sid/pppconfig
http://qa.debian.org/popcon-graph.php?packages=pppconfig
http://packages.qa.debian.org/p/pppconfig.html
http://packages.debian.org/sid/wvdial
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http://packages.debian.org/sid/mtr
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http://packages.debian.org/sid/gnome-nettool
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http://packages.qa.debian.org/n/nmap.html
https://zh.wikipedia.org/wiki/Nmap
http://packages.debian.org/sid/zenmap
http://qa.debian.org/popcon-graph.php?packages=zenmap
http://packages.qa.debian.org/z/zenmap.html
http://packages.debian.org/sid/tcpdump
http://qa.debian.org/popcon-graph.php?packages=tcpdump
http://packages.qa.debian.org/t/tcpdump.html
https://zh.wikipedia.org/wiki/Tcpdump
http://packages.debian.org/sid/wireshark
http://qa.debian.org/popcon-graph.php?packages=wireshark
http://packages.qa.debian.org/w/wireshark.html
https://zh.wikipedia.org/wiki/Wireshark
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http://packages.qa.debian.org/s/snort.html
https://zh.wikipedia.org/wiki/Snort_(software)
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https://zh.wikipedia.org/wiki/BIND
http://packages.debian.org/sid/dlint
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https://zh.wikipedia.org/wiki/Domain_Name_System
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5.1.1 FHIEMEM
ENZEIT, Baith2H NSS (BFIRSZ4E1% Name Service Switch) HUEIRZ 3, X MRFTHGHIZANT,
1. ”/etc/nsswitch.conf” B ’hosts: files dns” XERMEEN B RFIAF({XE”/etc/host .conf”
XHEE order” XERRBHIINEE, )

2. files AN EAW AR MRENRIE"/etc/hosts” XEEEEI, MR EIFFEE MR Y (”/etc/host . conf
XHEBEE”multi on”.)

3. dns AXNRIEA, MRENBBILEE"/etc/resolv.conf” XEEEER TG EMIEE & % Domain Name
System (DNS) k%2, MiREIFAFEBMEUFHEEH.
5130, »/etc/hosts” BEFIM T,

127.0.0.1 localhost
127.0.1.1 <host_name>

# The following lines are desirable for IPv6 capable hosts
il ip6-localhost ip6-loopback
fe00::

0 ip6-localnet
ff00::0 ip6-mcastprefix
ff02::1 ip6-allnodes
ff02::2 ip6-allrouters
ff02::3 ip6-allhosts

B—17H 1P thilk o8, BFREMXBKNENR.

EXNMFRIE 1T 127.0.1. 1 IP HIbr thiFRSEHEE 2 Unix R AW, Debian Installer ;8B KX IP HIhtH &R
FZRIBIXNER, FRELHRE (W GNOME ) H—NTidHi%E, WY bug #719621.

<host_name> ILERTE”/etc/hostname” BE X HIEH S,
WFBKXIPHUAIR S, XK IP by HAEIXEM 127.0.1. 1,

WFBKX IP it F1E 153 24 Domain Name System (DNS)Ig it T2 &E &5 R fully qualified domain name (FQDN) #9
A4, FSER <host_name>.<domain_name> W H#FKE <host_name>.

R resolvconf MEBEBE LR, “/etc/resolv.conf” B—MEEXH., IRELRT, Ef—MiSHE, It
v, EBSERTERNYIEHESE, W DNS 21P=7192.168.11.1”, ST,

nameserver 192.168.11.1

resolvconf HEEX )" /etc/resolv.conf” XM A—NFSHEE, FEIHFHABNEEERE.

3 FERA! adhoc FIFMIME T K PC TIEUL, FRTEAR files M dns ANz, N RILEETIBEITLAIE DNS (mDNS,
FTRCEMLE Zeroconf) B THEIRT,

* Avahi f2f#t Debian THJ4A1E DNS KIMESE,

« 'EF0 Apple Bonjour / Apple Rendezvous 182.

« libnss-mdns &EE4 B mDNS FENIZ#EMT, GNU C EE (glibc) B9 GNU BFPR554%# Name Service Switch (NSS)
IN8ESZ# mDNS,

« ”/etc/nsswitch.conf” XM HEHK hosts: files mdns4_minimal [NOTFOUND=return] dns mdns4”
IXFERY—ER.

« ”local”SEEHFEMNBA, {EH pseudo-top-level domain (TLD) R E#T.

« mDNS IPv4 RithiEIEAIBINU"224.0.0.251” S EMEMNAY IPv6 HiHE”FFO2: : FB” #RFARIER". local” S5ERF
#J DNS &if,



https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/IP_address
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/Debian-Installer
http://bugs.debian.org/719621
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/FQDN
https://zh.wikipedia.org/wiki/Zeroconf
https://zh.wikipedia.org/wiki/Avahi_(software)
https://zh.wikipedia.org/wiki/Bonjour
https://zh.wikipedia.org/wiki/.local
https://zh.wikipedia.org/wiki/Pseudo-top-level_domain
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RER Windows RALE winbind G EIRIB(HIHAHY NETBios over TCP/IP HE B, /2 X/ NH8E,”/etc/nsswitch
XN EEXHEMN—EY: "hosts: files mdns4_minimal [NOTFOUND=return] dns mdns4 wins”, GRf%
Windows ZEHEER dns KRB ITEN I BRENT, )

EE
1582 &4 Domain Name System HEH B TNSIHE expansion of generic Top-Level Domains (gTLD) i 1Ei#
1T, ERENRA, EF—NMIBEK, BRFHBEFHX name collision,

5.1.2 MLEFEOBRM

MgiE OB, bk etho, B7E Linux AZE DA E —MEGR, HXMEGFHRAZLINAE, EdAFEN
EENSE udev (BIE 3.3 1) KHDE. MEEOBMBHLZ ifup(8) F interfaces(5) EERY physical interface,

ATRIESNMNNEIZEOBMEBRERE— X, 2AE MAC it &, B— MM X4 /etc/udev/rules.d/70-persist.
ENNHRE”/1ib/udev/write_net_rules” ZFFEHMNER, ®H”persistent-net-generator.rules” #i
M HRIBIT. (RETBMEBZ 4 RIAE dm BN,

VIR

@ L4R4E"/etc/udev/rules.d/70-persistent-net.rules” MM XERT, RANTRIFERNNFES I
B—179, FH MAC it B/WE, tbanid, NRIR&EI FireWire device” 1"PCl device” TEXMNXHH, 1R
tiF48a & PCl device” fEn etho, HEBECAEEMLEO,

5.1.3 SiFEMM L&t it SEE

IEFAEFIREE T 7E 1fc1918 BN E RIS M local area networks (LANSs)IPv4 32 it it 7£ & 5t bt iR EBST . X Leith
WHFRIEA S SEEWN EEBaitithse,

T8

KA W £& 1 3 ] 8 g Y %

A 10.x.X.X 255.0.0.0 /8 1

B 172.16.x.x —172.31.x.X 255.255.0.0 /16 16

C 192.168.0.x —192.168.255.x 255.255.255.0 /24 256
Table 5.2: M£&ittSEE TR

=

MRXLEM U D EEE —DNEN, BAXDMEN—EREBERIGLIEEKN, HIET—MEAMKIRIERSE
it L&t 348 R Network Address Translation (NAT). ;E#SISMIAE, = EEHESEEER NAT,

514 MBIZHFZH
RE Debian RAZIFA S IEEIZE, BIKIHE —LMLEIZEZEE DFSG non-free EEFRZIFEN], SMF 9.9.6 1,
5.2 MARMKREMNELE

S FEA systemd B9 Debian EEZR S, MEEDEE BB MRS HITVIRL: Lo EOBEE networking. service”
18, MEEEOMA “NetworkManager.service” &2,



https://zh.wikipedia.org/wiki/NetBIOS_over_TCP/IP
https://zh.wikipedia.org/wiki/Domain_Name_System
http://newgtlds.icann.org/en/program-status/delegated-strings
http://icannwiki.com/Name_Collision
https://zh.wikipedia.org/wiki/MAC_address
https://zh.wikipedia.org/wiki/MAC_address
http://tools.ietf.org/html/rfc1918
https://zh.wikipedia.org/wiki/Local_area_network
https://zh.wikipedia.org/wiki/Network_address_translation
https://www.debian.org/social_contract#guidelines
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Debian squeeze FFHIR ITHRERR] LLEE 5 & TIP3 T2 ( daemon ) BIBRAREIEMLE1EE, 5190 NetworkManager
(NM) ( network-manager F1#E X3R4 & ) 3% Wicd ( wicd FIMERREE ),

- ENEECH GUI MG TIEFRREAAFRE,

- EfTEECHEATHFHIE (daemon ) FAENNRFGE K,

« EfIMERFTCAB R HIT RAEEZDIMLE,

« EfMERETCAE R ERE T AN TEMEZMECE,

« EfTAFREE MM AKIELL ifupdown 3EEL,

=z
EE

ABERS B L EAXEEINERETE, SIEBHNFEoARMN LOBHSER,,

XERKPUNEEETAEFTEATESNEE, UMBRS5ER ifupdown MEBLREHRR, ENEEXHMUT

“/etc/network/interfaces”,

JE=
XLEEMMEIEE T BN —LINEET ST RS AMMMEE, ENRAMRELDN ifupdown REBIBHEL. KE
network-manager B BTS #1 wicd 89 BTS, RZ&EE& Za1#Y o] SF1FR S,

52.1 EFREMNEEETR

Debian & 4t NM # Wicd B A XE 2 I F “/usr/share/doc/network-manager/README.Debian” %0
“/usr/share/doc/wicd/README.Debian”,

KL, T RFER A REIMEEE,

1. BY TGRS EREAF foo ]AE “netdev” 4 (5%, I3 GNOME 1 KDE X #MMAKEIMEREL
D-bus BEITEMIZIRIE ).

$ sudo adduser foo netdev

2. { “/etc/network/interfaces” MIECE R FmEBBFEES.

auto lo
iface lo inet loopback

3. B RIS SEHBLN NM 3¢ Wicd,

$ sudo /etc/init.d/network-manager restart

$ sudo /etc/init.d/wicd restart

4. BEER A EEEMNLE,

-

=z
IE=N

RBEARGE “/etc/network/interfaces” AHIEOSH NM X Wicd B2, UiB%RS ifupdown BIFR,



https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/Wicd_(Linux_Network_Manager)
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=network-manager
http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=wicd
https://zh.wikipedia.org/wiki/D-Bus
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<N
MRMETBEBYE NM W ZEEINRE BIHESNEGFERRDWNZERG
2, 1l il network-manager-openconnect, network-manager-openvpn-gnome,

Yax P

network-manager-pptp-gnome, mobile-broadband-provider-info, gnome-bluetooth E =
X [E & AT Wicd,

Ny

@ XEEEHMERETETEELERSE “/etc/network/interfaces” H{ELH ifupdown HIRRECE,
Bl05E 5.6 THE 5.7 THMILERE, £ network-manager B BTS F wicd i BTS REE HA1HY(a]
AAFPEHI,

5.3 RBERGFENIKNSEEE

£ systemd BIZRGEH, BJUATE /etc/systemd/network/ BEEEML, SN systemd-resolved(8). resolved.conf(5)
#0 systemd-networkd(8),

BEAMATFEEEEGRENE L TEEMAMLE,
DHCP EFi#HERE B eI LUEIT fIE” /etc/systemd/network/dhecp . network” XH4R#TIRE, HIU0:

[Match]
Name=en*

[Network]
DHCP=yes

— NERSMEEC B RENSEITBIE”/etc/systemd/network/static. network” RigRE. tLall:

[Match]
Name=en*

[Network]
Address=192.168.0.15/24
Gateway=192.168.0.1

5.4 RENMBERIECE

RSB 52 VHERNGELERRMFNEE, MINZERES TIFZEELRENEAMSERNEETE,
REMBERZNENHEEHRNEN (BUE 55 T ),
AT Linux REMEZEEMZFERHER (205 581 T3 ),

=

« kB Linux NET-3 & R 4 RI1H net-tools 2 ( ifconfig(8)------ ) ENPRARSHEAEEIRT,
- RBIER Linux M8 R 4BY# Linux iproute2 325 (ip(8)------ A

REREREFTHEX, Be(ERED. RALLLIZTSEMBIER L.

ifupdown B R Debian XS EMLEEEE R A IFINE, BIER] AR EfE T FHII0 “ifup ethe” X
S SRITAMLE, EHRESXEMTF “/etc/network/interfaces” PHEEMEIRNEIN T,



http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=network-manager
http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=wicd
https://zh.wikipedia.org/wiki/Systemd
http://www.linuxfoundation.org/collaborate/workgroups/networking/net-tools
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
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auto lo
iface lo inet loopback

auto etho
iface eth® inet dhcp

resolvconf REBR I TE ifupdown RALIFENESMEITEILEXH “/etc/resolv. conf” KEMLE i1t 2
MBI EFEL & INTE, K2 # Debian MZEEER G BEER T resolvconf EE (£ /usr/share/doc/resolvc

ifupdown B EIRVIEENMIA, 40 ifplugd. guessnet, ifscheme &, BATHITNEIENBNMNSEE,
BIANGI FE L& FIHM PRI E K, XN RIGZILRIEER, BEHF1 ifupdown R4 T TIEREF.

FHAMROISIE 56 HHE 5.7 T,

55 WEEEAD (E4%)

AV
@ AEXTHEARNEREMEANXNATIAEN, ANSEEATHENNSER, BIFER NM, Wicd, 5%
ifupdown BRE., (E% 52 THE 56 ).

— RN NEER A NTLERRZ, EBERTENATHIR,

PC EEAD EERREF
&0 (pppo) PPP modem POTS }tq}a)\ﬁ ISP
o B 23 2 5
BAAR O (etho) PPPoE/DHCP/Static f;ipr" modem  FHHE FHEEAR
N 2 ""'ﬂ
BAAR O (ethe) DHCP/Static [ PAN | PUEEHBAESR (NAT) BB B8 A
22 ( F|EHF-modem --+)

Table 5.3: M4&EZTI ANFEREZIIR

FMEEAANEERNASLCE.
EEAN [h= fBimEl
PPP pppconfig ENEREERT chat pppconfig, ppp
PPP (i£F0) ?ﬁ/a?lalconf BIRRRAN ppp, wvdial
PPPoE pppoeconf BIEREERI chat pppoeconf, ppp
DHCP gégc/dhcp/dhcllent . conflSC dhcp-client
5375 1P (IPV4) g%gc/network/lnterfacesiproute g net-tools (IA)
7£7/etc/network/interfaces”
24 4
B37 IP (IPv6) e iproute

Table 5.4: M4&EIEREE TR

M E R BRRIER X,

EE
BT MM I MARSE, @E &R DHCP 8 PPPoE, ADSL 1 FTTP @& {#EH PPPoE, {iEEZRiA{RIVEEL
W ARSS IR MR RIR G M IEIEFERNEHEIE,



https://zh.wikipedia.org/wiki/Modem
https://zh.wikipedia.org/wiki/Network_address_translation
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YRRRE 15 EH
POTS EBEEXRIERS
BB ke
BB-service EEaN, BFAFLZEE (DSL), BAMEL, XAEIF (FTTP)
BB-modem EEZNE, DSL modem, Z%%% modem, 22T ZR 2L TR (ONT)
LAN ISEEAE
WAN IE1T
DHCP S EVEEHIN
PPP RRRMY
PPPOE B ERY = 22 Y
ISP GEMRSREES
Table 5.5: M481& 2 4aR&1BTITR
ES=1

HEGIRHARAREEREREMIMEN, FiEMN CRRNFEEERTETIREE LA WEmIiER (NAT) , K&
EAEM, EXENERT, BEMNERNBENMNLEEOFERRS IP SEEFE A RIEMA DHCP RS, FEE
BRFH 2R IUR ISP BYFE S | RECE EREI 13K,

5.5.1 LAXM DHCP &%

HABMIPARENNFILMLE, hEFEMN, FA—LEEFROFETEEIIERD N (BB ), BHEF
EENEEMNEREREARE LIE TS ENEE DY (DHCP) ARSimEMHIIRS.

IXNFEELE isc-dhcp-client BAUAMR NS ENEE X (DHCP)ARS,
£ dhclient.conf(5).

5.5.2 PAAMBE IP Eiz

S 1P LA AFER RIRECENF.

5.5.3 {&F pppconfig [ PPP iZ#
FR B pppconfig BERE PPP &S, NEERERAMWER TERNE.

- BiESHE

- ISP AR

- ISP %13

S {m e

+ modem B{Fix M

« INEAT

VAV
"<isp_name>" 2" BEXMARSZEME" , BRi% pon # poff <L IBAN, EESH.



https://zh.wikipedia.org/wiki/Plain_old_telephone_service
https://zh.wikipedia.org/wiki/Broadband
https://zh.wikipedia.org/wiki/DSL_modem
https://zh.wikipedia.org/wiki/Cable_modem
https://zh.wikipedia.org/wiki/FTTP
https://zh.wikipedia.org/wiki/Local_area_network
https://zh.wikipedia.org/wiki/Wide_area_network
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol_over_Ethernet
https://zh.wikipedia.org/wiki/ISP
https://zh.wikipedia.org/wiki/Network_address_translation
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol
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Xt

Thee

/etc/ppp/peers/<isp_name>

pppconfig EmME YT <isp_name> B pppd EBEXH

/etc/chatscripts/<isp_name>

pppconfig ERFYT <isp_name> BJ chat BEEXH

/etc/ppp/options

pppd EAHIRITER

/etc/ppp/pap-secret

PAP FERUNERIE BT EXR)

/etc/ppp/chap-secret

CHAP FERGNERE (FE2)

Table 5.6: {§ M pppconfig #Y PPP iEiEEC & X 4-7I3R

Re]AMER TEHNRENEZEE T RNXEKE.

$ sudo pon <isp_name>

$ sudo poff <isp_name>

&l”/usr/share/doc/ppp/README .Debian.gz”.

5.5.4 {FF wvdialconf Y5 —Fhe]iEf) PPP iE1E

— ANAREIRER pppd(8) A REFEARE wvdial B8 wvdial(1), X% pppd BT chat(8) KikSHHEERE, wvdial
HITRSTIYIRLINE, ABRBH pppd HITRTIRE.

FEMA wwdialconf BLE PPP iEHE, NFEERENMEETEHAR,

- BiESHE
« ISP AR
- ISP 215

EABAERT, wdial SEBRMNEILEEHEMNEPIMEEREIE

X

T8

/etc/ppp/peers/wvdial

wvdialconf ER T wvdial FJ pppd BEXHE

/etc/wvdial.conf

wvdialconf ERECE X HF

/etc/ppp/options

pppd ERBRITESH

/etc/ppp/pap-secret

PAP FIERGANERE BEENK)

/etc/ppp/chap-secret

CHAP ERGAIERIE (FLE)

Table 5.7: {§F3 wvdialconf #Y PPP & EE B X 57&R

Re]AMER TEHNREMNSEEE TAEMNINEE.

$ sudo wvdial

$ sudo killall wvdial

£ wvdial(1) #1 wvdial.conf(5).

5.5.5 {&F3 pppoeconf Yl PPPoE AKX MiZ i

SR EEAMIE R IR 4 PPPoE i&1%, HEMMRELEMEZERTI BK, ABIRAYHE XML T{ER PPPoE KREC

&, PPPoE R/RUAAM LAY PPP, ECEMIA pppoeconf RXEINAIECE PPPoE %,

FCE X T HE,

Re]AMER TEHNRENEZEE T RNXEKE.



https://zh.wikipedia.org/wiki/Password_authentication_protocol
https://zh.wikipedia.org/wiki/CHAP
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol
https://zh.wikipedia.org/wiki/Password_authentication_protocol
https://zh.wikipedia.org/wiki/CHAP
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X Ihge

/etc/ppp/peers/dsl-provider pppoeconf RN pppoe I pppd BEXF
/etc/ppp/options pppd EAPIRITER

/etc/ppp/pap-secret PAP ERGNIEEIE (BEEXM)
/etc/ppp/chap-secret CHAP FERCANIRE (FEX2)

Table 5.8: {& M pppoeconf i PPPoE & &g & X {4515

$ sudo /sbin/ifconfig eth@ up
$ sudo pon dsl-provider

$ sudo poff dsl-provider
$ sudo /sbin/ifconfig eth® down

£1”/usr/share/doc/pppoeconf/README.Debian”.

5.6 fE£H ifupdown HITEARMLEEE (I1H)

Debian R4 EHIELE TCP/IP W4 588, ifupdown MEBRIEA—IMLETERER, R MHEGR,

- BRIBENER L TS IP R4, RRICAERA resolvconf SI3EE TCP/IP M4, EAETBERBUEIIIRIRIIMERE,
(BNE 564 ).

- RIRSZBLEMFBFSIP RAR, (FAREE resolvconf BIRIBERIRA TCP/IP WL, HRIFHFHNAAZE R (BME 5.6.5
).

MRFBIRESRECE, XIEERNRETE, SAIEAN., A TENATHLRAET,

ifupdown BliE#}f Debian ZAHIFENSEMLFEEELR, EATH, FAET ifupdown BERNEMIFS A
5 FRESIJEFHIMBECE.

5.6.1 EEREMNGIIEE

ifupdown BIBIEEM N as<: ifup(8) F ifdown(8). ERM L £ T /etc/network/interfaces” FL & XY L ENEEE.

Y BfE
ifup etho zl?c%(;lface etho” BTEE, M etho WEEERBHMEEO
ifdown ethe Zl]t%(;’iface etho” BFE, FH etho MECERXAMEIZEO

Table 5.9: {£/ ifupdown FHITEARMBEENH IR

o
{ERBAEA ifconfig(8) 7l ip(8) EAMEEMARETEHREE— 1 up KAENED,

==
EE

F&E— U ifupdown HE%,



https://zh.wikipedia.org/wiki/Password_authentication_protocol
https://zh.wikipedia.org/wiki/CHAP
https://zh.wikipedia.org/wiki/Internet_Protocol_Suite
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5.6.2 ”letc/networklinterfaces” EZAiE;%

7£ interfaces(5) B f#RRAY”/etc/network/interfaces” X BEiEi%, B T EAVRIEHELIE,

hE] 15 BH
“auto <interface_name>” LSRG 2o, BeEO < interface_name>
”allow-auto <interface_name>” Efs

SARAEORNE— N AERESEEN, EoiEO

”allow-hotplug <interface_name>” -
<interface_name>

»iface <config_name> ..” F3kBI1T TE X <config_name> FIMZZECE
mapping <interface_name_glob> % S <config_name> HIBREHERILAR <interface name>

FHLHITT
"# STHRET BER—HFZR (TEEFRTEGS)
"\ RFTLEENTT TREEFT—17

Table 5.10: ”/etc/network/interfaces” BEEINTIIE

BA iface Fk1TRYTY, B TEANEE,

iface <config_name> <address_family> <method_name>
<optionil> <valuel>
<option2> <value2>

WFEAERE, mapping WRBHWER, RelUERAMNEEOREINELER, (BIE 5.7.5 D).

B A=
= [
£"/etc/network/interfaces” B, fEH—IMBZIEOEEE X iface” T,

5.6.3 [EIAMLEIEO
ERBMAGKHIEE, ”/etc/network/interfaces” XHETHMNEEFRE BN TEIFAMLEREO lo, (Bit auto
).

auto lo
iface lo inet loopback

XTRARTE”/etc/network/interfaces” FEEm—HF1E.

5.6.4 {E£F DHCP HIM &1z
HEE 551 PERRGE, T /etc/network/interfaces” B, R THEHMNABSCIERESLERE, MLEEON

DHCP EEEEF T,

allow-hotplug etho
iface eth® inet dhcp

3 Linux WZA&MZEIIERE O etho, allow-hotplug T{E(E ifup Bah#EO, iface {E{F ifup {£F DHCP XKEE
#O,
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5.6.5 {EFAEEAS IP HhHtAIMLZIEN

7£”/etc/network/interfaces” X EMEIREEERE, REEFRS IP MEEO, TR,

allow-hotplug etho
iface eth® inet static

address 192.168.11.100

netmask 255.255.255.0

gateway 192.168.11.1

dns-domain example.com

dns-nameservers 192.168.11.1

5 Linux W#ZA&MZE] etho, allow-hotplug TEfE ifup BahiEO, iface T{E(E ifup (ERAFHS IP REEREN,

X8, HRETENEE.

. BiEMEY 1P HubtSERE: 192.168.11.0-192.168.11.255
« MXAY TP Hbsik: 192.168.11.1

- EEA%AY IP Hihit: 192.168.11.100

- resolvconf &: B&%E

. 154: "example.com”

« DNS fR£28889 IP thtik: 192.168.11.1

Y resolvconf B8 B%LKRM, DNSHHXMWEE, EERTEAMAXNF LB /etc/resolv.conf”,

nameserver 192.168.11.1
domain example.com

AV
RELEIFER P thit, REKRERY, (RNIRIFEIRMERE IR P Hiif,

5.6.6 L& EiEMiEOEMM

T4k LAN (iE#F WLAN) IR BUER L& R, (EAET IEEE 802.11 fESR RN LT FY MBERA,
TLBORUAMEOEESR, BEVRMLN, BEXREM LS D MZHHBE, W LEEMETEEARSTL

BR
wmasterQ iZEEFigE, EMXREHI mac80211 Linux APl B, SoftMAC {ERI—NAZRIZE.

XERF-EFEICEN WLAN Xi#id,
SKRTIE £ R N B R EC B B TC 44 B £ 23 T R 1,



https://zh.wikipedia.org/wiki/Wireless_LAN
https://zh.wikipedia.org/wiki/IEEE_802.11
http://linuxwireless.org/
https://zh.wikipedia.org/wiki/SoftMAC
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TRIEE =T L I -
NWID Network 1D }ng%léizaﬁux\ V\%%\%)W%EFHE’\J 16 (™
(E)SSID (Extended) Service Set Ideniiier | 722 )58 (A99) (EREN, LWL
WEP, (WEP2) Wired Equivalent Privacy %2&%&%@&;& f;j (128 )
WPA Wi-Fi Protected Access i?;ﬁ?ﬁg%ﬁ% é THRS

WPA2 Wi-Fi Protected Access 2 5%\7 - ?F%D;ﬁ;& (==Y 802.111),

Table 5.11: WLAN 45 51i8%I&

5.6.7 {EH WPAIWPA2 FITC4 B Mz

REE%RR wpasupplicant E2RZ3#F WLAN {EF#789 WPA/WPA2.
£/ DHCP L4 EIEMiERE, ”/etc/network/interfaces” XFMFZFBERER THNNEFRE,

allow-hotplug ath®

iface athe® inet dhcp

wpa-ssid homezone

# hexadecimal psk is encoded from a plaintext passphrase

wpa-psk 000102030405060708090a0b0cOdOef101112131415161718191albicidlelf

&l”/usr/share/doc/wpasupplicant/README.modes.gz”.

5.6.8 {EH WEP MWL & EEMEN

TRERZ wireless-tools BIRZFEEN WEP TLFIEHMN, ({REVEERSRIEABE]ENAERARILTEHEN,
EX2LREE. )

@ NIy

BB WEP TN FHMEHE, STUME A KT,

{58 DHCP B L& BidMiEE, ”/etc/network/interfaces” XM EZEEER TENHNTIZE,

allow-hotplug etho

iface eth® inet dhcp
wireless-essid Home

wireless-keyl 0123-4567-89ab-cdef
wireless-key2 12345678
wireless-key3 s:password
wireless-defaultkey 2
wireless-keymode open

£0l”/usr/share/doc/wireless-tools/README.Debian”.

5.6.9 PPP &iE

MEERZAINEIRICE PPPIERE (BILE 553 T). AR, R TEMNHNLEE— PPPiRE pppo EIN“/etc/network/in
XHERFE.



https://zh.wikipedia.org/wiki/WaveLAN
https://zh.wikipedia.org/wiki/Service_set_identifier
https://zh.wikipedia.org/wiki/Wireless_access_point
https://zh.wikipedia.org/wiki/IEEE_802.11
https://zh.wikipedia.org/wiki/有线等效加密
https://zh.wikipedia.org/wiki/WPA
https://zh.wikipedia.org/wiki/IEEE_802.11i
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
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iface ppp@ inet ppp
provider <isp_name>

5.6.10 S—fh PPP %%

REERZBIMER LR B FEH wdial B9 —Fh PPP E1E (BILE 554 ). AR, RTEAMARLE 1
PPP i%%& pppO 0 “/etc/network/interfaces” XIHEMEE.

iface ppp@® inet wvdial

5.6.11 PPPoOE %1%

{5/ PPPoE EEHEERI HMMIER, FEERZBIMIEARF PPPoE EERER%E (BNE 555 T). ARG, BT@E
AL E— PPPOE 1% etho 140 “/etc/network/interfaces” X{FEHEH.

allow-hotplug etho
iface eth@® inet manual
pre-up /sbin/ifconfig eth® up
up ifup ppp0O=dsl
down ifdown ppp0=dsl
post-down /sbin/ifconfig eth® down
# The following is used internally only
iface dsl inet ppp
provider dsl-provider

5.6.12 ifupdown PM4RECE IR

»/etc/network/run/ifstate” X#ER7E T H ifupdown GBI EIEN N T EHETI MK IEOMEAEIRES, B
AEMR, BE ifupdown RASBREIEMNBMNFEIMMLEIED, “/etc/network/run/ifstate” X MASIE
B RBIERE,

MRS — A MLE IR ORY ifconfig(8) ARSIt BI T IIFHRII—1T, BEMAEEBIEN 1PV4 MM —ER5ER.
inet addr:192.168.11.2 Bcast:192.168.11.255 Mask:255.255.255.0

==
=)

W &R PPPoE FIBAAMIiIRE, ifconfig(8) &< i BERK LEMTIF,

5.6.13 MLEEECEEM

MRABREHFREED, Metho B, (RN E£H”sudo ifdown etho” &S X HE. XM >/etc/network/run/ifst
XHEmBkk etho 8, (WX etho ZEEBMEHEEE, SURANE, X1 HOBERHU —EHEIRER., &5
Ak, WFEREMEBFIEL, EEMANERITXIMRME, BREREREETEN., )

{RIRERI AR EE S EMLEEO etho , E5”/etc/network/interfaces” XHEMAE,
R[5, {REILAfEA”sudo ifup ethe” %<, EIHE etho,

B
R AR 21T sudo ifdown ethO;sudo ifup ethe” R¥AILENEFHHIACMLEEO,



https://zh.wikipedia.org/wiki/IPv4
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5.6.14 ifupdown-extra £

ifupdown-extra BHESZIIMLLEZMIKX, 1 ifupdown B—EfFERA.
» network-test(1) AR ¥ BETSTE shell B{FH,

- BHIAZIEITE - ifup BUTHISH S,

network-test S AR FRBIETINIT 5347 P 45 (o) BAY R /= 65 < FR AR AR L 3K,
BEIARRE” /etc/network/*/ ” FMIT T ERIIRIE,

- K BMELLER

- IMEEE 1P HH{ER

« #&”/etc/network/routes” FIE N, BIRAFHSIEH
- IEMBRIINKEE ] AEIA

« f£7/var/log/syslog” X EEIERE

RGP ATICRW BRI RAMMLIEEEERA,

R
ifupdown-extra BIIBZNLITARE /etc/default/network-test” REEE. SR BEIMLEE, SRE—=
RARBMEE, ERXLEHAFEZ LAY ERIERT ARP 8.

5.7 f{£H ifupdown S HMEEEE (IH)

ifupdown 48, ERESEKMAZE, HINGEEMEBBLES 56 HATHWANAR.
BIAEXERXLEINER TR RIER, T, ATWMIBMREEY, LFNMERXLS AFHIKRAE,

NIy
WMRFEREBELE 5.6 TEMNEEEIMBZER, FATENGER, FMSEMRIEREEIRIER,

5.7.1 ifplugd {48
ifplugd KFBER—1MNENEMMEERETE, T©XNEBEIEUAMIER, AR TRI PC FHIR A ML 4 /(0] 5,
WNRFE L2 NetworkManager 8¢ Wicd (B3 5.2 1), BIAREXMNREE,

EMNREBIBIT—NEETIPHIE (daemon ) RLE auto 5§ allow-hotplug FITHEE (BEMEK 5.10), HBEIMKEERE -
O,

U AMHOEH#ER ifplugd REE, tbdl etho, EETHE,
1. filp%k>/etc/network/interfaces” BERIT: auto eth0” 3”allow-hotplug etho”.
2. {RE8”/etc/network/interfaces” BHT5: ”iface eth® inet ..” #1”mapping ..”.
3. &% ifplugd REE.

4. 1&1¥7”sudo dpkg-reconfigure ifplugd”.



https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/Wicd_(Linux_Network_Manager)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
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5. {8 etho {EJ9” M ifplugd MIZHIBERSM £,
ME, MBRIFFENHAEHEET.

- ETARIFRSRLIMEGERD), EOASECREMEC.
- PRERENTIE, JRE KK DHCP F1FHhT(E],
- RBEY IPv4 B OASHWIBEIHE (BRE 56.12 ).
- RUAKMLSR, BahiEn.
« FERIEURMLL S Be—EREtEl, REEOBXA,
- A B IMIARMLELIRS, $EOERPIMEIMET B,

=R
ifplugd(8) AR S RIS ENEEMIRE HIT R, LARERECEZORIER,

5.7.2 ifmetric 348

ifmetric A EUEFAEBIRBEZ I REIFBAEE(E, BER DHCP MIRHEEE,
THIRE etho EORME, iLEHAEB wlane HOMEAT, EMED,

1. &3 ifmetric EE,

2. '£”/etc/network/interfaces” B, Ei0—17"metric 07, EREME"iface eth0 inet dhcp” iX1T
T,

3. f£”/etc/network/interfaces” B, t&i1—fT’metric 17, BREME iface wlan® inet dhcp” X
1T E.

metric 0 BERERSEHMER, BEHIME, KB metric (ERFRERBIEHMER, EBRIR metic ERENRE
M 1P ttesk, Ay ARIBEE, S0 ifmetric(8),

5.7.3 EilEO

BAMIEUAREOEBEE D ERRERN IP SN ELIED, XH#EHNEN, BERIEEDZ%E
M, tbanid, RE—ANM-EET 1P HAEEIEIN web N, FERXME—NNA,

EBANMF, EBAERR TEAER.

BEEINAIP F

o REN EHBEACUAMEOERTIUAMELSE (RRFEHIEHEE ),
o DAKRISE L% 28 5 B3 15 21 S BX AN A 3 R R0,

- BiEMERFM 192.168.0.x/24.

« RENBIERED etho (£ DHCP REEY 1P HihERiE T B,

- fREVENER 192.168.0. 1 fEABHEMAELIED etho: 0 AL,

»/etc/network/interfaces” E TEINTE BRI,
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iface eth® inet dhcp
metric 0

iface eth®:0 inet static
address 192.168.0.1
netmask 255.255.255.0
network 192.168.0.0
metric 1

VIR

@ BRINMLEEYF, FEA netfilter/iptables (2058 5.10 ) B HtEEIR (NAT), BERSLALRBENW
KEOMNBIEMNEEENMEES, BXFRE, RBEIEMNAEEEN, R HER 2 RYJIENK/I NAT
RERMNMEELSE, MEALLHEERM,

574 SRS iBE

ifupdown G BIRMESLMKZECE, EAMNEEERMMEREOR, HEAMIARIER ifup8) LA interfaces(5) B
EARNEL

man F0IAK1E AR AKIB TEXANYF 1B

- - To, etho, Linux AZLB TR F (A udev
MRS MEEO= <interface_name> ML)
N configl, config2, £”/etc/network/interfaces”
ZiEE0E MR E= <config_name> HEIRE iface HEF

Table 5.12: M£RIREARIETIR

£5 561 HTEMEANERESGS, EEMNKEEERRFIRLE”/etc/network/interfaces” 2 iface 7AW
gg?%u%o
SN EREGSREBIE TENARX S /etc/network/interfaces” BEMMERRE B IMKZIEOE,

e BR1E

ifup eth@=configl fEAECE configl BoMZ&EO etho

ifdown eth®=configl fFHECE configl XAIMZEHEO etho

ifup etho f£F mapping TiEER etho BEBERBEIMEREDO
ifdown etho fEF mapping TEER etho EEEXAME RO

Table 5.13: ifupdown HHRMEELERL IR

5.7.5 B§1T mapping stanza

ATEREZ, BAVESE 562 HTEHBTHER”/etc/network/interfaces” i mapping T3,

mapping <interface_name_glob>
script <script_name>

map <script_inputl>

map <script_input2>

map ...



https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Network_address_translation
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X485 /etc/network/interfaces X R T — NSREHE, FILABNEEFEREHIA <script_name> & XK
=N

1EFATRIRE T ERIMIT,
$ sudo ifup etho

Z”<interface_name_glob>” [LEZ”etho”, XAMMITIHIZMIT FEMIG S KRB E etho,

$ sudo ifup eth@=$(echo -e ’'<script_inputl> \n <script_input2> \n ...’ | <script_name> eth0 «+

)
X8, ” map” WIREGATTREMIUNEEN.

=z
=)

mapping T T{ERIILECAET, KT shell XERBLE, (BRE 1.5.6 ).

5.7.6 FIRyeJtJRMLEEE

AT RIFAENLANMEREPHITFNR, MAFRE 5613 THIPHFES “/etc/network/interfaces” X
.

WHREZIHRNAEMERE, FRERE “/etc/network/interfaces” XHHFGETEAEEIE— MRS,

auto lo
iface lo inet loopback

iface configl inet dhcp

iface config2 inet static
address 192.168.11.100
netmask 255.255.255.0
gateway 192.168.11.1
dns-domain example.com
dns-nameservers 192.168.11.1

iface pppoe inet manual

pre-up /sbin/ifconfig eth@ up

up ifup ppp0O=dsl

down ifdown pppO=dsl

post-down /sbin/ifconfig eth® down

# The following is used internally only
iface dsl inet ppp
provider dsl-provider

iface pots inet ppp
provider provider

HER, iface FEIMAN WEREBMAATIFR MEEORBH, »5, th%HE auto 5t allow-hotplug i3k
RIESHBENEMMERED etho,

IME, (ReICAIRMEBECE T,

iEHA)iEY DHCP ${REY PC BENZIFEHW, (Re]CAEE Foas< AEEMEEERM (2EEORM ) configl 15
ERIMLEEO (YEEO ) etho,

$ sudo ifup eth®=configl
Password:
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etho #OBF/E, H DHCP EBEHEREITHiEMN.,
$ sudo ifdown eth®=configl

etho & OB XAF B EiMER,

IEFRA BT 5 [P E(REY PC BRRIFIEMN, ReJlEd TGS HRBHEMERERT config2 IHEMMEREO
etho,

$ sudo ifup eth®=config2

FRE etho 10, EHA8S IPEEHEEIBIFEM, 1% dns-* XIEHIINSHESEE “/etc/resolv.conf” BN
B, MBEET resolvconf, “/etc/resolv.conf’ @ERFEIE,

$ sudo ifdown eth®=config2

etho EOBXXAFEFEMNEE,

1EFRA 4G 4REY PC #5hZE| PPPoE ARZ5 8369 BB-modem ERI— MmO, RAJLAEE TGS HEHMNEERERTT pppoe
IBEMMLLIED etho,

$ sudo ifup ethO=pppoe

etho #OBH/E, H PPPoE iLEEH#ZEEREE ISP,
$ sudo ifdown eth®=pppoe

etho EOBRXAFEIFER,
IEFATEAREY PC BoNEIER POTS FlI modem (I E, MMIEFIHMEL BB-modem, {REJLEAEL T5a5< /5 B LEEC
E R pppo FBEEMMLEZDO etho,

$ sudo ifup pppO=pots

FH/E pppo #0, FEMA PPP EERIGEN,
$ sudo ifdown pppO=pots

KA ppp0 O FETFMILE,
RRZEE “/etc/network/run/ifstate” X, &% ifupdown RALRIMEEBIIRE,

MRFBEZSNMEEO, (RAIEFERIFE eth* ppp* SHREHF.

5.7.7 ifupdown R ZRIRIZA

ifupdown RASEMGITERE “/etc/network/*/” RHHIZA, MESEBRIMETELLHIA,

XEB, 8—/METE, "$IF_<OPTION>”, BRIEMEMNAYIEINEZF <optionl> F <option2> FEIN"$SIF_” KEIE, IBF
BRIRAAXEFE, BPNE&EHRANTRE, ZREFBHFNFR.
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HIRTE BB E

"$IFACE” RIEFRHEOMNYERER (EO3™)
"$LOGICAL” REFMEONZERZN (BEEW)
”$ADDRFAM” ORI <address_family>

»$METHOD” ORI <method_name> ( fBI40 “static” )

MRE ifup BT, MHER “start”; WRI ifdown BiTHI,

$MODE U'J“Eﬁ? “StOp”

»SPHASE” iR#E “SMODE”, EBEEMEIX 5, E7H K pre-up, post-up,
pre-down # post -down BT E&

"$VERBOSITY” EREREAT “--verbose”; A1, &R0

”$PATH” EFJ%\EE,?E%
1%2:“/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/

"$IF_<OPTION>” fiIF iface IHRIERIEINE

Table 5.14: ifupdown RAERRIFRTE
Br

<address_family>, <method_name>, <option1> [l <option2> BJi5BH, BESNEE 5.6.2 7,

ifupdown-extra & (BUE 56.14 T) FHEILIFETERY B ifupdown IREEBITNEE. ifmetric R
B EBNE 572 T)FE/etc/network/if-up.d/ifmetric” BIA, XMNMIAEIL”$IF_METRIC” TEXKIRE
metric BRHEE1E. guessnet B (BILE 5.7.8 1), RILBE RFMINEERAIIES, FT&1T mapping BREIHEIE
MIEENEEE, MG BHERTXEIMETE,

pE =1

FRXLEIMMETEH T MECMERENY]F, RRIAEEF"/usr/share/doc/ifupdown/examples/*” B
B% FHIA, BAK ifscheme 1 ifupdown-scripts-zg2 W& E{ERIBIZA. X LRI A 285 TheeF0
ifupdown-extra 5 guessnet REBMEAINEES. NRMMER TIXLEEINIA, (R HMELX LMK
5 5 AR,

5.7.8 guessnet Mapping BREY

ﬁé%i’;&%’ 5.7.6 THANFIEREE, (RRIUERES 5.7.5 TARMIREIVIE], BER MECHARRIT

?%Jessnet MY ELR AT guessnet-ifupdown(8) &%, BMIZITHEAMRGIMA, HiZMHEBNESRKERE ifupdown &R

- £ iface T THIE—MNBECE, JIHMKFMEER guessnet ERIE,

- BREINBIEREE - N BHIRERM iface (FEANMBEE.

guessnet - ifupdown EFRRIBREIHIAF] ifupdown BIRIAMLREC E SR, X F Y~ /etc/network/interfaces”

XEHRE, A2EMAENEN, EX guessnet NN RS HEIMIIMELEEE] ifupdown REBITHIMA,
TS N guessnet-ifupdown(8).

==
LHZ /N guessnet EINITEEE"/etc/network/interfaces” BHIMAT, i INTT{ER guessnetl, guessnet2,
XEMFL, BH ifupdown MEBARIFRIITHLAFHFEES,
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5.8 KEMBEE
5.8.1 Iproute2 &%
Iproute? AR IR AT EBMEEMEEREEE, B/ NMIBR net-tools AL EEZIFTHY iproute2 L ERIFEIRE,
|HEY net-tools ¥187 iproute2 =
ifconfig(8) ip addr — MR & ERIIHIX (1P 5k IPv6 ) Mk
route(8) ip route BRARZE
arp(8) ip neigh ARP 8% NDISC Z&175<H
ipmaddr ip maddr ZTEMHE
iptunnel ip tunnel 1P FZ:&
nameif(8) ifrename(8) ET MAC It RORA
mii-tool(8) ethtool(8) MAWIZEIZE

Table 5.15: A\IAAY net-tools SSEEIFAY iproute2 S EEIREK

2701 ip(8) ¥l IPROUTE2 T EE# Howto.

5.8.2 LTE2HIKEMLKZIEF
REIR TENARRENERAREMERS, LTSRN BENERE,
we 1iAH
ifconfig ERaNR MR E HE R IR
ip addr show EREDNIIMERE E RIS
route -n RAHBFHi B R EEER
ip route show BARFINNERETRER
arp EHA ARP ZFRIINE
ip neigh EHA ARP B RIIAS
plog &7~ ppp EEFIP#HTE (daemon ) HE

ping yahoo.com

}EZF]"yahoo . com” FEREMER

whois yahoo.com

EERREEEEREEEM 7T yahoo. com”

traceroute yahoo.com

RERF"yahoo . com” FIREEMERE

tracepath yahoo.com

Riz2"yahoo . com” IR MEE

mtr yahoo.com

IRERE]"yahoo.com” WEARMZERE (EEH)

dig [@dns-server.com]

EiHA”dns-server.com” BERRSZ I example . com” IHZE

example.com [{a|mx]|any}] DNS ig&: ”a”, ”mx” @’any” igx
iptables -L -n EEFEIR

netstat -a BEFrBI T AR

netstat -1 --inet & B rm O

netstat -1n --tcp

HHE TCP BiriwO (BFER)

dlint example.com

&Eif”example.com” Y DNS zone 55

Table 5.16: JEEMLEa<7IFR

Ea?

DEREMEEETERE/sbin/” B, fREIUE”/sbin/ifconfig” i

XEERTERS

DDEU ~/.bashrc” X#&FIHET'$SPATH MEL = E,

E&1Z

, SXiE”/sbin”



http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.linuxfoundation.org/collaborate/workgroups/networking/net-tools
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.policyrouting.org/iproute2.doc.html
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Domain_Name_System
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5.9 MLREL

BRAMNMERLBL T AR, BRMEESRERBEXRHED,

wEa TE KV | AR

iftop V9, 1:114 94 ErR—"WEZEOENTRERER
iperf V:4,1:56 168 BEMDINFEMNETR

ifstat V:0, I:10 56 BEOgtER

bmon Vi1, .14 140 EEXT RN s MMERTTHE
ethstatus V:0, I:5 40 BRI E MLE 1% & T HRIFEZA

bing V0, I:1 71 LR TERIREHL T 2o M5 25

bwm-ng V1, 117 90 NI5TE B RV G T oot 2
ethstats V0, I'1 23 ETEFIEHUARAMAE T B
ipfm V:0, I:0 78 BB LB

5.9.1 KH&E MTU

Table 5.17: WML TESIFR

B AfE% B 5T Maximum Transmission Unit (MTU) BY{EBEFSEIL N7 -M do” IEINAY ping(8) SKIERIFTE,

FTH (WTF IP+ICMP 813k, B 28 FHHRE ) KNFFIEE ICMP B, RiXW P R HFBIRKERIN,

I T AGF

$ ping -c 1 -s $((1500-28)) -M do www.debian.org
PING www.debian.org (194.109.137.218) 1472(1500) bytes of data.
From 192.168.11.2 icmp_seq=1 Frag needed and DF set (mtu = 1454)

--- www.debian.org ping statistics ---

0 packets transmitted, O received, +1 errors

291 1454 X & 1500
{REZI A 1454 ping(8) R IN T,

XMTFER 812 MTU (PMTU) & (RFC1191) , tracepath(8) &5 AEAZ B BITEALIX A,

E&EM 1500

N

EFEMZF, PMTU BER 1454, XRIESFIRITRFRET, FEAT RO EWEIN Asynchronous Transfer
Mode (ATM) {E Rt TRIE F ML, FER PPPoE fEREFifm, SLFR PMTU B T(REVIME, tEANiE, FIRAY

HAE FREFZ 1500,

3785 MTU EARRIE
1% S1E% (IP: PPP) 576 TER
CUAMETE (IP: DHCP B&EE) | 1500 IANTERE

CAAMWZEHE (IP: PPPOE)

1492 (=1500-8)

PPP 3L&F 2 15 #1 PPPOE 3L&f 6 ¥

BLIRMERE (ISP BFW: ATM,
IP: DHCP B [E%E IP)

1462 (=48*31-18-8)

EEHERT: 18 FHHIMAMK, 8 FH
SAR E (i%i%: SAR Jg ATM HAKRid )

CAKMZERE (ISP B F: ATM, IP:
PPPOE)

1454 (=48+*31-8-18-8)

£ 1”Optimal MTU configuration for PPPoE
ADSL Connections” 3K 7 i@ EAR[FI1E

Table 5.18: JfE MTU {EHEARIES| 5%

PR 7 XLEEARIESI RN, RENSFIE FTENES.



http://packages.debian.org/sid/iftop
http://qa.debian.org/popcon-graph.php?packages=iftop
http://packages.qa.debian.org/i/iftop.html
http://packages.debian.org/sid/iperf
http://qa.debian.org/popcon-graph.php?packages=iperf
http://packages.qa.debian.org/i/iperf.html
http://packages.debian.org/sid/ifstat
http://qa.debian.org/popcon-graph.php?packages=ifstat
http://packages.qa.debian.org/i/ifstat.html
http://packages.debian.org/sid/bmon
http://qa.debian.org/popcon-graph.php?packages=bmon
http://packages.qa.debian.org/b/bmon.html
http://packages.debian.org/sid/ethstatus
http://qa.debian.org/popcon-graph.php?packages=ethstatus
http://packages.qa.debian.org/e/ethstatus.html
http://packages.debian.org/sid/bing
http://qa.debian.org/popcon-graph.php?packages=bing
http://packages.qa.debian.org/b/bing.html
http://packages.debian.org/sid/bwm-ng
http://qa.debian.org/popcon-graph.php?packages=bwm-ng
http://packages.qa.debian.org/b/bwm-ng.html
http://packages.debian.org/sid/ethstats
http://qa.debian.org/popcon-graph.php?packages=ethstats
http://packages.qa.debian.org/e/ethstats.html
http://packages.debian.org/sid/ipfm
http://qa.debian.org/popcon-graph.php?packages=ipfm
http://packages.qa.debian.org/i/ipfm.html
https://zh.wikipedia.org/wiki/Maximum_transmission_unit
https://zh.wikipedia.org/wiki/Path_MTU_discovery
http://tools.ietf.org/html/rfc1191
https://zh.wikipedia.org/wiki/异步传输模式
https://zh.wikipedia.org/wiki/异步传输模式
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol_over_Ethernet
http://www.mynetwatchman.com/kb/ADSL/pppoemtu.htm
http://www.mynetwatchman.com/kb/ADSL/pppoemtu.htm
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- EREMBES R (VPN F) HURE MTU FE#H— S EEEN] LERILER,
« MTU B8R N =853 @i SRIE 381ERY PMTU 1E,
- HBFHEERBAIAER, BAN MTU BB E LRI,

5.9.2 1%2E MTU

XEBERAIZE MTU {8, MAERIARY 1500 1R EF 1454.
3¥F DHCP (BI% 564 1), (REERFERATEMNARNER”/etc/network/interfaces” XHE iface HHEHXH
17.
iface ethe® inet dhcp
pre-up /sbin/ifconfig $IFACE mtu 1454

WFERASIP (BILEE 5.6.5 ), REBFEATEM AN ER”/etc/network/interfaces” X428 iface HiEXM
17.

iface eth® inet static

address 192.168.11.100

netmask 255.255.255.0

gateway 192.168.11.1

mtu 1454

dns-domain example.com

dns-nameservers 192.168.11.1

X FE % PPPoE (L5 555 1), REcBBEA TERASXNER”/etc/ppp/peers/dsl-provider” B mtu” fHx
91T

mtu 1454
BAD A KRN (MSS) BRIV —MEEBRKRNRITGE, MSS I MTU HIXRRWNTF.

« ¥F IPv4, MSS = MTU - 40
« ¥F IPv6, MSS = MTU - 60

ES =
E T iptables(8) (BM% 5.10 ) Bift, BER@ET MSS RELZB A/, RHEERELAT MMS, 211 iptables(8)
FEY"TCPMSS” .

5.9.3 WAN TCP i1t

TCP HEHE8EM 1@ T HEE TCP BP RK/NHNSEKREXRML, WMAKXTENSZILER A WAN, 7E”TCP Tuning Guide”
F0"TCP wning” BHE#HIAR. 2IBRIALE, =A] Debian EBIANZ B REBRIFAIBRS HFFAY 1G bps K4TEIF LAN &,

5.10 Netfilter PN£& 1T EHEZS

Netfilter £/ Linux PI4Z 1R (B0 3.3.1 ) IR RSB AIE 50 L&t (NAT) 1SR,

netfilter FE2HIF FEF2F 2 iptables(8). fREEM shell F TR {TXNBIEEE netfilter, {EFT iptables-save(8) RTFHAIIAE,
HARARKE R, @i init BIA{ER iptables-restore(8) K1k &,

1& shorewall :XHHIEC & BB ABEBEX NI TZ LIS EE L,
£ U hitp://www.netfilter.org/documentation/ ERY3Z# (4 7E”/usr/share/doc/iptables/html/” EBEAIHE).



https://zh.wikipedia.org/wiki/Virtual_private_network
https://zh.wikipedia.org/wiki/Maximum_segment_size
http://dsd.lbl.gov/TCP-tuning/
https://zh.wikipedia.org/wiki/TCP_tuning
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Linux_kernel
https://zh.wikipedia.org/wiki/Stateful_firewall
https://zh.wikipedia.org/wiki/Network_address_translation
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Shorewall
http://www.netfilter.org/documentation/
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R AT KAV | iEA

iptables V:264,1:995 | 1543 | netfilter Z¥E T B (iptables(8) FiF IPv4, ip6tables(8) F§F IPv6)
arptables V:0, 1:2 86 netfilter EIE 1T B (arptables(8) FIF ARP)

ebtables V:39, .63 345 netfilter B2 1 & (ebtables(8) FIF CAKM#F)

iptstate V0, I:4 116 B IRIZ netfilter TR (FI top(1) FHN)

shorewall-init V:0, I:0 79 Shoreline PG NIE #IE5{E

shorewall V:5,1:14 2448 Shoreline B NI, netfilter Bg & X B A% 35

shorewall-Iite | V:0,1:0 76 Shoreline 5 XIE, netfilter BEE X HFERLEE (FERIR)
shorewall6 V0, 1:2 782 Shoreline B K15, netfilter Bt & X 2R 28 (IPV6 hRAN)
shorewall6-lite | ., 1. 74 Shoreline BN, netfilter AR B STAFAERLEE (IPV6, 5 RIAR)

* Linux Networking-concepts HOWTO

* Linux 2.4 Packet Filtering HOWTO

* Linux 2.4 NAT HOWTO

Table 5.19: fAXIET BT

TN

BIHXLEZ A Linux 2.4 S#,iptables(8) @< Fl netfilter RIZINBEARBETSTE Linux2.6 1 3.x N#Z % 51 SLIN.



http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
http://packages.qa.debian.org/i/iptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/arptables
http://qa.debian.org/popcon-graph.php?packages=arptables
http://packages.qa.debian.org/a/arptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/ebtables
http://qa.debian.org/popcon-graph.php?packages=ebtables
http://packages.qa.debian.org/e/ebtables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iptstate
http://qa.debian.org/popcon-graph.php?packages=iptstate
http://packages.qa.debian.org/i/iptstate.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-init
http://qa.debian.org/popcon-graph.php?packages=shorewall-init
http://packages.qa.debian.org/s/shorewall-init.html
https://zh.wikipedia.org/wiki/Shorewall
http://packages.debian.org/sid/shorewall
http://qa.debian.org/popcon-graph.php?packages=shorewall
http://packages.qa.debian.org/s/shorewall.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall-lite
http://packages.qa.debian.org/s/shorewall-lite.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6
http://qa.debian.org/popcon-graph.php?packages=shorewall6
http://packages.qa.debian.org/s/shorewall6.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall6-lite
http://packages.qa.debian.org/s/shorewall6-lite.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://www.netfilter.org/documentation/HOWTO/networking-concepts-HOWTO.html
http://www.netfilter.org/documentation/HOWTO/packet-filtering-HOWTO.html
http://www.netfilter.org/documentation/HOWTO/NAT-HOWTO.html
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RE] AT SRR A,

R
XIFHEY Debian FLAERIAHERYRIAUIA, ik Debian EIRF M— MR,

=PIN
AR ISP T, tNRGEER “MERIE", {ReIseEEFHKEN— NN B AN RIFEF 1418 POP #1 SMTP BRSS, R
AT REEE R LR IFFEMEN 1P #1749,

&
B

6.1 DTN

BWSMITAEERREE, ERBXAEEINN (HTTP) iRIZERR.

RG] mITE P NIES: P4 X B3 25 15t AR

chromium V:70,1:154 | 141861] X Chromium, ( 3RE Google FIFFEMX] f-
. ] ) _ Firefox, ( 3RH Mozilla RN R, 1 ‘:I Debian

firefox V:17, 1:32 153158 @k Unstable H8TF8 )

firefox-esr V215, 1:445 | 107172 B E Firefox ESR ( Firefox iE K ZFFhRZA )

epiphany-browsen y.; .4 1538 | ALt GNOME, 3% HIG, Epiphany

konqueror V:22, I:111 20724 | BE KDE, Konqueror

dillo V0, I:5 1500 | BEE Dillo, (&7F FLIK PR ER N 5ss )

w3m V:114,1:528 | 2303 | X A& w3m

Lynx V:23,1:107 1907 | EE Lynx

elinks V:11, I:31 1583 Els ELinks

Iinks V:15, [:44 2123 | BEE Links ( Zi37A)

Iinks2 V2,116 5366 | El& Links (U B X WEFEER)

Table 6.1: P TTX 53 28 51| %%

6.1.1 NEzRECE
ERLXGERRP, (RAIAERA T4 URL RIBAENRIIRE.



https://www.debian.org/doc/manuals/debian-handbook/network-infrastructure
https://zh.wikipedia.org/wiki/Web_Browsers
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/chromium
http://qa.debian.org/popcon-graph.php?packages=chromium
http://packages.qa.debian.org/c/chromium.html
https://zh.wikipedia.org/wiki/Chromium
http://packages.debian.org/sid/firefox
http://qa.debian.org/popcon-graph.php?packages=firefox
http://packages.qa.debian.org/f/firefox.html
https://zh.wikipedia.org/wiki/Firefox
http://packages.debian.org/sid/firefox-esr
http://qa.debian.org/popcon-graph.php?packages=firefox-esr
http://packages.qa.debian.org/f/firefox-esr.html
https://zh.wikipedia.org/wiki/Firefox#延長支援版本
http://packages.debian.org/sid/epiphany-browser
http://qa.debian.org/popcon-graph.php?packages=epiphany-browser
http://packages.qa.debian.org/e/epiphany-browser.html
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Human_interface_guidelines
https://zh.wikipedia.org/wiki/Epiphany_(browser)
http://packages.debian.org/sid/konqueror
http://qa.debian.org/popcon-graph.php?packages=konqueror
http://packages.qa.debian.org/k/konqueror.html
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/wiki/Konqueror
http://packages.debian.org/sid/dillo
http://qa.debian.org/popcon-graph.php?packages=dillo
http://packages.qa.debian.org/d/dillo.html
https://zh.wikipedia.org/wiki/Dillo
https://zh.wikipedia.org/wiki/FLTK
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
https://zh.wikipedia.org/wiki/W3m
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
http://packages.qa.debian.org/l/lynx.html
https://zh.wikipedia.org/wiki/Lynx_(web_browser)
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
http://packages.qa.debian.org/e/elinks.html
https://zh.wikipedia.org/wiki/ELinks
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
http://packages.qa.debian.org/l/links.html
https://zh.wikipedia.org/wiki/Links_(web_browser)
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
http://packages.qa.debian.org/l/links2.html
https://zh.wikipedia.org/wiki/Links_(web_browser)

Debian & Fift 119/ 261

» “about:”

« ”about:config”

« Yabout:plugins”

Debian & 7 main HAREPRM T2 B BN ESRIEEREE, NMXATUALIE Java (RG-S ) # Flash, 7]
CA4LIE MPEG, MPEG2, MPEG4, DivX, Windows Media Video (.wmv), QuickTime (.mov), MP3 (.mp3). Ogg/Vorbis

X, DVD, VCD %%, Debian thiZ2fit1B X BN, PJPARRZEZRKE contrib Bk non-free B non-free i 53 28 14X
e,

RHEE TE XV | Xig L

icedtea-plugin | L:22 19 main E T OpenJDK # IcedTea Y Java J@1F
flashplugin-nonf r6S 1.80 - contrib EE g(;(ébe iﬁijgf)layer B9 Flash T EENTER (X
browser-plugin-Vlg, 115 202 | main BT VLC IRIAEN NS IR IKIES

Table 6.2: J| b B3R REFBIIR

-UIN
REER £iRK) Debian RGB KBRS, EIRKIBEIUNFBAENS, HMEEF “so” XHRRIBHERFP
(a0 “/usr/lib/iceweasel/plugins/”) HERNIHES,

BENGELETRETERNERA A RIEFRHRER, ReIUET hRAFPRIEFA S RERZXEE, 5
M, REILGRINTEXITRRAPEEXES (#I0 “~/.gnome2/epiphany/mozilla/epiphany/user.js” %
“~/.mozilla/firefox/*.default/user.js” ),

user_pref{”general.useragent.override”,”Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0) <«

"}

B, (RBETCL@igimA “about:config” 2| URL, HATEMERMAR, RKAMHAEEXINEE,

NIy
PEROAFPRIEFHEHEIUEEH KB Java WAREIEA,

6.2 HRFZR%R

NIy
WMRIRAEIR E BB AR S 2R R E RO@E N B HR P IRER A, (RN ZRIFFEIE— P XMNEARXE,

ER R RS REBITES N EN LNF SRS R[BIEFNEZFIRIEF. MIDEERE, B 3 MERMEMHIERER:

 BRAHEECIE (MTA, B0 63 73), RARENZEMEIEMREHITERF,
. RFIREBAIE (MDA, 8% 66 7)), RERERE—&EVANAFHRENER,



https://zh.wikipedia.org/wiki/Java_(software_platform)
https://zh.wikipedia.org/wiki/Adobe_Flash
https://zh.wikipedia.org/wiki/MPEG-1
https://zh.wikipedia.org/wiki/MPEG-2
https://zh.wikipedia.org/wiki/MPEG-4
https://zh.wikipedia.org/wiki/DivX
https://zh.wikipedia.org/wiki/Windows_Media_Video
https://zh.wikipedia.org/wiki/QuickTime
https://zh.wikipedia.org/wiki/MP3
https://zh.wikipedia.org/wiki/Vorbis
http://packages.debian.org/sid/icedtea-plugin
http://qa.debian.org/popcon-graph.php?packages=icedtea-plugin
http://packages.qa.debian.org/i/icedtea-plugin.html
http://packages.debian.org/sid/flashplugin-nonfree
http://qa.debian.org/popcon-graph.php?packages=flashplugin-nonfree
http://packages.qa.debian.org/f/flashplugin-nonfree.html
http://packages.debian.org/sid/browser-plugin-vlc
http://qa.debian.org/popcon-graph.php?packages=browser-plugin-vlc
http://packages.qa.debian.org/b/browser-plugin-vlc.html
https://zh.wikipedia.org/wiki/VLC_media_player
http://www.mozilla.org/unix/customizing.html#prefs
https://bugzilla.mozilla.org/show_bug.cgi?id=83376
https://zh.wikipedia.org/wiki/Message_transfer_agent
https://zh.wikipedia.org/wiki/Mail_delivery_agent

Debian & Fift 120/ 261

- BFAFRIE (MUA, MR FEEFiR, 2058 64 T7), REMERMIBRIZEBHNESIER,

=z
EE

K FRLEHEERMSERNBRBIN T, UTHEENF2BEME,

6.2.1 EFHBA4E

B = ER0E, HRRES, IR REBAIEX.
SMTP R F B {5 £t A9 To” FI"From” {2 RIBHRIF, (153 LBI From” (52 AR @b, FI90 From_ &

)

B FEREF KR " To” " From” (58, BRAE BFHEEFiR L. EASBARLT, ILEERZRBFHHEH—X, B
HAERZE, )

ATRIBIEXBIELBLERG, BFHBEZE R MUA) RERZAETEERMEM R (MIME)SR BT BB 4157 X 0B
HIEX,

6.2.2 INMHRAFARSS EAl

7T RAJ R DRI R (REERIFRZF KAV FHRM) B9l TS RIBEHRERTEMERZ ISP RSHIER
RENN N HE .

- BEEEVRS T ISP IEF, ERAfc44090BEMMER (587) im O &IZMBH, FH{ERBEfc4954 B E AN ERIZERS (SMTP
ANIERRSS).

- REBRIMLEEN (FRT ISP B CHIRZMEBAFARSS 28) E R EEBXMAY SMTP 25 i [ B2 W8 7.

o —LETTERRYIMNERRILE M B ISP 1 UREB-ARSS B3SMTP 25 ik O M E RS WIER.(E I RER TIRSNEEEHRS
REBRMERRIZN [P Hoh S, &5 PERR.)

- BRIFRZERIRAER (DKIM), RIEERIGAELR (SPF) fl EFFHBZANERINE, REFKE (DMARC ) XH#RI RN
BRI R AT 2 T BB FEB TR,

- BRFAIRBIERCFARSS P RS A THREVE smarthost BYEE F B &IX.
- BEEENPICATE L EESIRE FHB bk S (REVEREF MK,

SHECE B THERMF R AR RER S B R, (R [BX L HIBRS,

Ny
EHBEERMIMLE £i51T SMTP BRSB B[R E A EHMEFEZiR eI E M EN 2 ALY,

@ VIR

HIE BN EREEN TN LRI TR RIRI AU ZEEEEN, XA,

( : ) I\Ey
— R REMS AT ENERIBIHAVIELE, BIERME T BV, KX—MHRERIZRENRIRIRESE, M2
{ERRAR G R P] BeFI B LR 2 21T INIERT,



https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/Email
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Bounce_address
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc4409
http://tools.ietf.org/html/rfc4954
https://zh.wikipedia.org/wiki/SMTP-AUTH
https://zh.wikipedia.org/wiki/SMTP-AUTH
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
https://zh.wikipedia.org/wiki/Sender_Policy_Framework
https://zh.wikipedia.org/wiki/DMARC
https://zh.wikipedia.org/wiki/反垃圾邮件技术
https://zh.wikipedia.org/wiki/反垃圾邮件技术
https://zh.wikipedia.org/wiki/Email_filtering
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
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EFXLERF M EBXMIERFBREI, 1R Yahoo.com F Gmail.com iX#HIIHIT 5 BX AR ISP IRt T L2 MAR RS,
ERERELZ MY (TLS) HEMNRS, TLEREMN (SSL) AT AT 8 M8 R R X LM HEAR S,

« BEEEMN L 465 iF O RS, RITATHITE SSL EHY SMTP (SMTPS #4%).
« BEEEN A 587 uim O ARS8 STARTTLS t#hHi¥,
« TLS/POP3 i [ (995) =FH POP3 MY KIEZHRE-HY,

ATEEREN, HETROXAR, FHEE smarthost ”smtp.hostname.dom”, EE SMTP iAiEFH BEA
BSTARTTLS HhiXEMER & X% O (587)

6.2.3 T{FuAiRMRHFACE RIS

REHENEFIEEE RER MUA X XAR42 ISP A9 smarthost, SRS M ISP B9 POP3 AR 22IZ AR (B 5 6.4
), XFMERMEEERITERASINGENE T GUI B MUA, #I30 icedove(l), evolution(l) FFE, WMREZ BT HBERY
ERRITIREN], RRIZ{ER MUA BITIRINEE, WFXMER, Kt MTA (BILE 6.3 ) RETEARMKE (H%1X
EHMFEWEER—EN L),

5/ X% Debian EZRAF R4, BMEMEE—MAF, XEMABIFZ U oot BFIZITTHREFAEENSAMREIEE
FHRF,

BN BB A B 2B d At MTA &3%HB4 2! ISP #9 smarthost, EiTHRERZE (BI%E 6.5 77) M ISP # POP3 iR
SEIEZME, HICHEHREFRIAMMRFE, NRFE2EITMAFIRERITIIEEN], RNiZER MDA BTIEINEE (B0
% 6.6 1) RKiTIEMER EIRAVERFE, XFMEBMEBERITEAETLIHNEE MUA, FI90 mutt(l), mew(l) FE,
REFERE MUA 2RI (BIE 6.4 1), WFXMER, &t MTA (BRE 6.3 T5) FEM smarthost 1 F
Kithigid, BABMNITIEIREEEMEI FQDN, {RAZECE A MTA REEEF 3 &l 4 PV ESLA BB 4 A5,
K R EBE IR (B 633 1),

BR
{RE] e E R E MUA/MDA E(EF Maildir, UEZMEMBERREFERZNEMIE,

6.3 HRFZHICIE (MTA)

WF—RRTIFIATS, #MHEEAIE (MTA) MEREREE eximd-* & postfix RHEFE, XBMFRE,

RHEE TATE X/ | iHER

exim4-daemon-1igng, \oc 1500 | 1303 | Eximd MREEFERIAIE (MTA : Debian BiAf)
exim4-base V:474,1:513 | 1598 | Exim4 X15 (X&) Fl@FAXHF
exim4-doc-html | I:1 3525 | Exim4 X#H (html)

exim4-doc-info | L:1 603 Exim4 319 (info)

postfix V:149,1:165 | 3967 | Postfix BREEIRMNIE (MTA : E1m)
postfix-doc I:10 4099 | Postfix X5 (html+text)

sasl2-bin V:6,1:23 414 Cyrus SASL API 353 (3K postfix SMTP 1AUE)
cyrus-sasl2-doc |, 247 | Cyrus SASL - X#4

Table 6.3: AT TFUARIERNIERHEMCIERRIR G BIIR

REERITEREH L, eximd-* BRERMEEREKELL postfix 1T, BEXHAREKRE postfix 7 Debian A& E
FARA1T. Debian IRSZEEHRAMER exima Fl postfix, EBHRY Debian FF&HE & FIBRHEFI RAINE FAIBRAH7 L 73 A HY
HERORAXHM MTA — 23,



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/SMTPS
https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/SMTP_Authentication
https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Maildir
http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-light
http://packages.qa.debian.org/e/exim4-daemon-light.html
http://packages.debian.org/sid/exim4-base
http://qa.debian.org/popcon-graph.php?packages=exim4-base
http://packages.qa.debian.org/e/exim4-base.html
http://packages.debian.org/sid/exim4-doc-html
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-html
http://packages.qa.debian.org/e/exim4-doc-html.html
http://packages.debian.org/sid/exim4-doc-info
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-info
http://packages.qa.debian.org/e/exim4-doc-info.html
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon-graph.php?packages=postfix
http://packages.qa.debian.org/p/postfix.html
http://packages.debian.org/sid/postfix-doc
http://qa.debian.org/popcon-graph.php?packages=postfix-doc
http://packages.qa.debian.org/p/postfix-doc.html
http://packages.debian.org/sid/sasl2-bin
http://qa.debian.org/popcon-graph.php?packages=sasl2-bin
http://packages.qa.debian.org/s/sasl2-bin.html
http://packages.debian.org/sid/cyrus-sasl2-doc
http://qa.debian.org/popcon-graph.php?packages=cyrus-sasl2-doc
http://packages.qa.debian.org/c/cyrus-sasl2-doc.html
http://wiki.debian.org/DefaultMTA
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exim4-* MEBRANAMAMNE, BEERNWRAFERMIEERENEE, postfix REFERANAMANE, €
mfEE. PRE. BREMRENEE, IBMIESEERCNXE, EREMTAIE LBEFERANER,

£ Debian FHREE, BIFSAREMENREXRERMIEBFEHEE MTA) REETHIERE,

0wEe TE KV | EEMXER
exim4-daemon-11ghg, oo 1.c0o | 1303 | 2T

postfix V:149,1:165 | 3967 | £INEE (&E)
eximd-daemon-heavy.g 1.q 1448 | RIEE (R5E)

sendmail-bin V:12,1:13 1811 | 2INEE AIRMEEWNERE)
nullmailer V5, 1:8 435 MAINEE, ZEARERHF

ssmtp V:13, 1:20 2 SN INEE, ZEARMERHEF
courier-mta V:0, 1:0 2079 | IEELTINEE (web BOEF)
masqmail V:0, 1:0 337 T=

esmtp V:0, 1.0 124 I8

esmtp-run V:0, 1:0 32 & (sendmail F*EY FEZ] esmtp)
msmtp V2, 1.7 303 BE

msmtp-mta Vi1, 11 30 28 (sendmail F#&BH 2] msmtp)

Table 6.4: Debian 32 FE AP o] iR AUAR (41 CIE (MTA) IFBHIFIR

6.3.1 exim4 MWEZE

AV

EE eximd REXGEMEBE, SNREFHSEUFERAS MENNEEEN, IRAITEN, WF
popcon l cron XH#MARLIERF, BBE eximd (VX REA—NBEFHRAEMUL; F mutt XHEFFAFTE
F, BEBE msmtp RERSNRE FHEEH4E,

Yt FARLEET smarthost BIMILBEREF, (R iZIZI0 T F/REY (EHT) BCE exima-* RIFEL,

$ sudo /etc/init.d/exim4 stop
$ sudo dpkg-reconfigure exim4-config

fid & ”General type of mail configuration” B, 1%E#%”mail sent by smarthost; received via SMTP or fetchmail”,
1% E”System mail name:” AEKIAEY FQDN (815 5.1.1 %),

1% & ”IP-addresses to listen on for incoming SMTP connections:” JJEKiA#Y7127.0.0.1; ::17,

”Other destinations for which mail is accepted:” JEINEE %,

“Machines to relay mail for:” JEINEE =,

1% E”IP address or host name of the outgoing smarthost:” J3”smtp.hostname.dom:587”,

1% & ”Hide local mail name in outgoing mail?” IEI /37 <No>".(BxE K E 6.3.3 THIARIFEEF /etc/email-addresses”
K&

EEFIN T TRV E A — 4 KR [EZ”Keep number of DNS-queries minimal (Dial-on-Demand)?”,

« "No” NRBINAIAHE, RAFIELT EEW,

 "Yes” YIRBIANIEHE, RFLEELFTERW,



http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-light
http://packages.qa.debian.org/e/exim4-daemon-light.html
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon-graph.php?packages=postfix
http://packages.qa.debian.org/p/postfix.html
http://packages.debian.org/sid/exim4-daemon-heavy
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-heavy
http://packages.qa.debian.org/e/exim4-daemon-heavy.html
http://packages.debian.org/sid/sendmail-bin
http://qa.debian.org/popcon-graph.php?packages=sendmail-bin
http://packages.qa.debian.org/s/sendmail-bin.html
http://packages.debian.org/sid/nullmailer
http://qa.debian.org/popcon-graph.php?packages=nullmailer
http://packages.qa.debian.org/n/nullmailer.html
http://packages.debian.org/sid/ssmtp
http://qa.debian.org/popcon-graph.php?packages=ssmtp
http://packages.qa.debian.org/s/ssmtp.html
http://packages.debian.org/sid/courier-mta
http://qa.debian.org/popcon-graph.php?packages=courier-mta
http://packages.qa.debian.org/c/courier-mta.html
http://packages.debian.org/sid/masqmail
http://qa.debian.org/popcon-graph.php?packages=masqmail
http://packages.qa.debian.org/m/masqmail.html
http://packages.debian.org/sid/esmtp
http://qa.debian.org/popcon-graph.php?packages=esmtp
http://packages.qa.debian.org/e/esmtp.html
http://packages.debian.org/sid/esmtp-run
http://qa.debian.org/popcon-graph.php?packages=esmtp-run
http://packages.qa.debian.org/e/esmtp-run.html
http://packages.debian.org/sid/msmtp
http://qa.debian.org/popcon-graph.php?packages=msmtp
http://packages.qa.debian.org/m/msmtp.html
http://packages.debian.org/sid/msmtp-mta
http://qa.debian.org/popcon-graph.php?packages=msmtp-mta
http://packages.qa.debian.org/m/msmtp-mta.html

Debian & Fift 123/ 261

1% &”Delivery method for local mail:” 3% I5 }7”mbox format in /var/mail/”,
”Split configuration into small files?:” ¥EINIZ J97<Yes>”,
B8~ /etc/exima/passwd.client” X, REIEAT smarthost FZEIEEE,

$ sudo vim /etc/exim4/passwd.client

$ cat /etc/exim4/passwd.client
Asmtp.*\.hostname\.dom:username@hostname.dom:password

BT T ERRIEEN exim4,

$ sudo /etc/init.d/exim4 start

=

»/etc/exim4/passwd.client” XERHENBARNIZEANE, REZZRI FTHAREERENENSE,

$ host smtp.hostname.dom
smtp.hostname.dom is an alias for smtp99.hostname.dom.
smtp99.hostname.dom has address 123.234.123.89

F1E/etc/exima/passwd.client” XHEAREERIENRIAR KT 5RO, BIE ISP B T 5 BFTEEAIEN
£, SMTP AUTH 28] T 1EHY,

{REET BT U TR RBIFENEH eximd BEE:
- B¥iv/etc/exim4/” BRTH exim4 BBE X,

- BlIE”/etc/exima/exim4.conf.localmacros” KigBLmIHIELR”/etc/exim4/exim4 . conf . template”

X, CEEREMERRE)
- 7£7 /etc/exim4/exim4.conf.d” FERPRIEH G REEFENXGE., (DENERE )

« iIZ{T7invoke-rc.d exim4 reload” &%,

B#i%”/usr/share/doc/exim4-base/README . Debian.gz” B 7518 S#1 update-exim4.conf(8),

VAV
@ N5 debconf if]ja]"Keep number of DNS-queries minimal (Dial-on-Demand)?” XN a] &Rt , £ T "No” (2K
ME), BBABEN eximd RERKEEF B R AEBERIEHEASEZEI BN,

O

BR
REWETE 587 im0 L{EH STARTTLS Y SMTP thHi¥, {ERBLE ISP NAFEREFL SMTPS MY (£ 465 i[O
EBI SSL), 4.77 lRAAGEHY Exim4 SZIEE FimfliRS 28 EAIEF SMTPS Y,

5 A
[=]
IR

%
SRR ISP 21, BRERREMENHANEBRENLEH,

B
MBMEERNEICAERI K — MBS /etc/aliases” MM R E MTA, RNIZEEEE exim4(8),
£"/etc/default/exim4” X H 5 N"QUEUERUNNER="queueonly’”, "QUEUERUNNER="nodaemon’” &4,



https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/SMTPS
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e Ihae

postfix(1) Postfix IEHIFEF
postconf(1) Postfix IL & T B
postconf(5) Postfix EES
postmap(1) Postfix BEIXFREIF
postalias(1) Postfix AR BIEELEF

Table 6.5: EEHY postfix FT15FR

6.3.2 7 SASL Y postfix L&

3 FiBd smarthost FIMLEHRF, {RBIZESTRIIE postfix SXAHFN X BERIF A D1,
{RNZIZ AN T Fr/RBY (E2¥h) B2 & postfix #l sasl2-bin REE,

$ sudo /etc/init.d/postfix stop
$ sudo dpkg-reconfigure postfix

j%&3$%¥”Internet with smarthost”,
1% B”SMTP relay host (blank for none):” J3” [ smtp.hostname.dom] :587” FiZW FEIRECE.

sudo postconf -e ’‘smtp_sender_dependent_authentication = yes’

sudo postconf -e ’‘smtp_sasl_auth_enable = yes’

sudo postconf -e ’‘smtp_sasl _password_maps = hash:/etc/postfix/sasl_passwd’
sudo postconf -e ’‘smtp_sasl_type = cyrus’

sudo vim /etc/postfix/sasl_passwd

@B BB e

79 smarthost BlIFEZEE %K H,

$ cat /etc/postfix/sasl_passwd
[smtp.hostname.dom]:587 username:password
$ sudo postmap hush:/etc/postfix/sasl_passwd

BTN FFARRIESI postfix,
$ sudo /etc/init.d/postfix start

dpkg-reconfigure £I1EHRERAY”[” F17]” #”/etc/postfix/sasl_passwd” HFEAERE MX IERMEE
EEREEMIRMWMEN R, &0 /usr/share/doc/postfix/html/SASL_README.html” EHEHAY”Enabling SASL
authentication in the Postfix SMTP client” £:H,

6.3.3 HRfFitECE

XEBER-LEATHM &R, REFAFRIERER AR E M,

X Ihge N F

/etc/mailname BT OMNR) ERFRIAEN B Debian ¥ FIHY, mailname(5)
/etc/email-addresses AT EEFRENBRE exim(8) EFHY, exim4-config files(5) _
/etc/postfix/generic FTOh & ER AR i %§§g1X(l) THB, postmap(l) T HITIE
/etc/aliases AT EREEFRITKF 512 B, newaliases(l) AT MITRRE.

Table 6.6: SRt 18 R AIECE X AR

»/etc/mailname” XHH A mailname BE 2 2R (FQDN), XN2IEHR G SW AR LAY IP ik, WF&
BEIREATRY 1P thUt A EN BBV T {FiL, 1% E mailname J”hostname -f” BB, (XIFTF exim4-* F postfix
HEL2EREE, )



http://www.postfix.org/documentation.html
https://www.debian.org/doc/debian-policy/ch-customized-programs#s-mail-transport-agents
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RBR

*/etc/mailname” HFIABTHRIFS IE MTA EFREESNIMEKIAT R, WF mutt, & ~/muttrc XHEHHig
E hostname” #1"from” TERE= mailname 18, T devscripts REEFEFE, F40 bts(1) ¥ dch(1), &
HIME L = $DEBFULLNAME” F1"$DEBEMAIL” F{EREBETE.

R

popularity-contest % f+ 8 — 8 LA FQDN H2 =N K9 root Mk P % X #f . X F &
& /usr/share/popularity-contest/default.conf X # H # & B B/ & X & &
/etc/popularity-contest.conf X {f/F#) MAILFROM 1B, &M, {RAVER & = smarthost SMTP Ak 55
221, REXLSERZMR, XF7AELE AFBEEE MTA HE R root BRFREMMEES ittt FZ 2, X
eI A ELfth ST #H RS E R cron A,

Li% & mailname H”hostname -f” KJER, BT MTA BUJREBEH R (H2EET A& 30 T B R AR SEIN,
« BT exim4(8) #9”/etc/email -addresses” X, eximd-config_files(5) FM IR E X FEMMBERE

« AT postfix(1) #”/etc/postfix/generic” X, generic(5) FMTTIHE X FEMMRE

Wt postfix, ETFRMEINEERFEZMIT,

# postmap hash:/etc/postfix/generic
# postconf -e ’smtp_generic_maps = hash:/etc/postfix/generic’
# postfix reload

{REERZEIT I T FT7RBS RN Bt ut Ao &,

« exim(8) A -brw, -bf, -bF, -bv, ... &Il

« postmap(1) F§ -q £,

VN
Exim BB —LERAMNIER, 140 exiqgrep(8) # exipick(8), £M"dpkg -L exim4-base|grep man8/” KIX1S
AL,

6.3.4 Ehli MTA 12/E

XEBE LR MTA 121E, B —L0gER 81T sendmail(1) FIFRA M IE ORKLIM,

N
f£7/etc/ppp/ip-up.d/*” BEE— M RIFFTEHEMNMASENNBIEE,

6.4 M3 F{CIE (MUA)

WNRAFITIH T Debian FAXAVAREFFIZR, ARG mutt F1 mew XHEH) MUA KRN BEE, FARNAFXN, EIIE
BB ERRAEF BRI UG TNERRI AR TIF R,
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exim A5 % postfix % AR
sendmail sendmail AR R AT ENER A E = HERE (-bm)
mailq mailq FH T B IRSHFIBAG] D FIEBERAST (-bq)
newaliases newaliases VIR ABEIERE (-1)
eximd -q postqueue -T WIFFEEHE (-q)
. postsuper -r ALL
exim4 -qf deferred; postqueue -f Rl Ff FT B B4
. postsuper -r ALL; N
exim4 -qff postqueue -f RIFTEZE 2 FERIHREF
exim4 -Mg queue_id postsuper -h queue_id BT EREFRIBAST ID KALEE
exim4 -Mrm queue_id postsuper -d queue_id BT EREFRIBAS] ID KB E
N/A postsuper -d ALL BIRFT B ER e

Table 6.7: i MTA 12{EFIZR

eSS ATE K| EE

evolution V:40, 1:270 449 X GUI 2% (GNOMES3, groupware =1)
thunderbird V:64,1:139 107302 | X GUI 2% (GNOME2, Ffak&E] Mozilla Thunderbird)
kmail V:44,1:96 17210 | X GUI #2F% (KDE)

mutt V:122,1:536 | 5980 | RBTIEES vim —EBEANFRAEIRIZRF

mew V:0, I:0 2322 (x)emacs NIFHEInIzF

6.4.1 Efi MUA —Mutt

R FEIRIBENX"~/ . .muttrc”,

#

Table 6.8: MR FKIESITR (MUA)

5 vim A& ERBEAFRIE (MUA) 34 mutt,

# User configuration file to override /etc/Muttrc

#

# spoof source mail address
set use_from

set hostname=example.dom

set from="Name Surname <username@example.dom>"

set signature="~/.signature”

# vim: "gq” to reformat quotes
"set tw=72 et ft=mail’”

set editor="vim -c

# "mutt” goes to Inbox, while "mutt -y” lists mailboxes

use gmail Maildir format for creating mbox
keep all mail boxes in $HOME/Mail/

mail delivered to $HOME/Mail/Inbox

save fcc mail to $HOME/Mail/Outbox

keep postponed in $HOME/Mail/postponed

do not move Inbox items to mbox

do not quit by ”"q” only

always delete w/o0 asking while exiting
store fcc as non encrypted

set mbox_type=Maildir
set mbox=~/Mail

set spoolfile=+Inbox

set record=+0Outbox

set postponed=+Postponed
set move=no

set quit=ask-yes

set delete=yes

set fcc_clear

H o H I H H W FH*

# Mailboxes in Maildir (automatic update)
mailboxes ‘cd ~/Mail; /bin/ls -1|sed -e 's/A/+/' | tr "\n” " "!
unmailboxes Maillog *.ev-summary

## Default

#set index_format="%4C %Z %{%b %d} %-15.15L (%41l) %s”
## Thread index with senders (collapse)



http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
http://packages.qa.debian.org/t/thunderbird.html
https://zh.wikipedia.org/wiki/Mozilla_Corporation_software_rebranded_by_the_Debian_project
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kmail
http://qa.debian.org/popcon-graph.php?packages=kmail
http://packages.qa.debian.org/k/kmail.html
http://packages.debian.org/sid/mutt
http://qa.debian.org/popcon-graph.php?packages=mutt
http://packages.qa.debian.org/m/mutt.html
http://packages.debian.org/sid/mew
http://qa.debian.org/popcon-graph.php?packages=mew
http://packages.qa.debian.org/m/mew.html
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set index_format="%4C %Z %{%b %d} %-15.15n %?M? (#%03M)&(%41)? %s”

## Default

#set folder_format="%2C %t %N %F %21 %-8.8u %-8.8g %8s %d %f"”
## just folder names

set folder_format="%2C %t %N %f”

EIMTENASE”/etc/mailcap” 5(’~/ . mailcap” RNEE R HTML BREFIHER Word B4,

text/html; lynx -force_html %s; needsterminal;
application/msword; /usr/bin/antiword '%s’; copiousoutput; description="Microsoft Word Text <«
"; nametemplate=%s.doc

R’
Mutt BEBBE 0 IMAP 2 FimFl mailbox F8TVAEHRES. (RE] BAER"L”, "T" FHRRMRMEF. X LEARRRIBRFRETSER"; C”
EARRRIERFE Z B8 L, FeT CAER”; d” R—IR tEMIFR.

6.4.2 =% MUA —Mutt + msmtp

Mutt BEBSfE R msmtp SRECE 2 NFRE F B uE A 2 MERREEEN.

BR
Msmtp 2 — sendmail 1&#1 28, EAFMEERM /usr/sbin/sendmail &< H) sendmail B —2% 2, i
BARE] AREBIR R A LRIMRE R G R eximd 5% postfix,

IEFANE B3 3 N FHbF I E R+

* "My Namel <myaccount]l@gmail.com>”
* "My Name2 <myaccount2@gmail.com>”

* "My Name3 <myaccount3@example.org>"

—ANEBIEY ~/.muttre fIF, 53 MEEENAT 3 MERYRE FHRAFibh,

set use_from

set from="My Name3 <myaccount3@example.org>"

set reverse_name

alternates myaccounti@gmail\.com|myaccounti@gmail\.com|myaccount3@example\.org

# ...

# MACRO

macro compose "1” "<edit-from>AUMy Namel \<myaccountl@gmail.com\>\n"
macro compose ”"2” "<edit-from>AUMy Name2 \<myaccount2@gmail.com\>\n"
macro compose ”"3"” "<edit-from>AUMy Name3 \<myaccount3@example.org\>\n"

send2-hook ’'~f myaccounti@gmail.com’ "set sendmail = ’/usr/bin/msmtp --read-envelope-from’”

send2-hook ’~f myaccount2@gmail.com’ "set sendmail = '/usr/bin/msmtp --read-envelope-from’”
send2-hook '~f myaccount3@example.org’ ”"set sendmail = ’/usr/bin/msmtp --read-envelope-from <«

rmn

# ...

IEFAREZE msmtp-gnome FZ TEAIFSHIRE ~/ .msmtprc,



https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://msmtp.sourceforge.net/
mailto:myaccount1@gmail.com
mailto:myaccount2@gmail.com
mailto:myaccount3@example.org
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defaults

logfile ~/.msmtp.log

domain myhostname.example.org

tls on

tls_starttls on

tls_certcheck on

tls_trust_file /etc/ssl/certs/ca-certificates.crt
auth on

port 587

auto_from

account myaccountl@gmail.com
host smtp.gmail.com

from myaccounti@gmail.com
user myaccounti@gmail.com

account myaccount2@gmail.com
host smtp.gmail.com

from myaccount2@gmail.com
user myaccount2@gmail.com

account myaccount3@example.org
host mail.example.org

from myaccount3@example.org
user myaccount3@example.org

account default : myaccount3@example.org

ke, 1EINZEEIEES Gnome $ARLIA, fFIY0:

$ secret-tool store --label=msmtp \
host smtp.gmail.com \
service smtp \
user myaccountl@gmail.com

PN
WMBRIRAAEEA Gnome FARLIF, {RETLAIBITRE msmtp REEFRNRE, € ~/.msmtprc XHEMHE, LE8— MK
SiEm—/1 &l password secret123” HIEH, EZEEIES M memtp X4,

6.5 iZHRFIEERIEARSAHTA

MAZFEEIT MUA ZiFEITIZMAEAEZLRES], RrIRFEENMEXLETTE, RRIEHMEMHERER A,
IR R R SEA T RIRESRER,

RE fetchmail(1) B4 A% GNU/Linux B FIiEZER S RAVESL LN E, (FEIMAELRE getmail(1), WMRFEE
ETHIME ZAERERERIAT T ERHEMWERN, mailfilter 8 mpop TEFTREREEAN., NEEAWMMHRER
ZILARER, BERRFEZEBINBZERENHMFE MDA 22NN EHNEER, FINEIEERN maildrop,

6.5.1 getmail i2&

getmail(1) FYEC & fEgetmail documentation BHEA. X B2 IR HAFEEIAEZ 4 POP3 1KS.
I T FrRRBIE”/usr/local/bin/getmails”,



http://msmtp.sourceforge.net/doc/msmtp.html
http://pyropus.ca/software/getmail/documentation.html
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0nREe MITE RK/Iv | 1%HEH
fetchmail V:7,1:19 2343 HRERE Z (POP3, APOP, IMAP) (IHFY)
getmail4 V4, T:11 32 HRFFEZ (POP3, IMAP4 [ SDPS) (B, T2 AIE)
mailfilter V-0, 1:0 271 BIENFRATETNEENEREFEZE (POP3)
mpop V:0, 1:0 226 EREFIE Z (POP3) 75 B ik IAER) MDA
Table 6.9: ILFZHBAFIC RFNFE R SLAEFIIR
#!/bin/sh
set -e

if [ -f $HOME/.getmail/running ]; then

echo "getmail is already running ... (if not, remove $HOME/.getmail/running)” >&2
pgrep -1 "getmai[l]”
exit 1
else
echo "getmail has not been running ... ” >&2

fi

if [ -f $HOME/.getmail/stop ]; then
echo ”"do not run getmail ... (if not,
exit

fi

if [ ”"x$1” = ”"x-1" ]; then
exit

fi

rcfiles="/usr/bin/getmail”

for file in $HOME/.getmail/config/* ; do
rcfiles="$rcfiles --rcfile $file”

done

date -u > $HOME/.getmail/running

eval "$rcfiles $@”

rm $HOME/.getmail/running

RINTARNEETE.

sudo chmod 755 /usr/local/bin/getmails
mkdir -m 0700 $HOME/.getmail

mkdir -m 0700 $HOME/.getmail/config
mkdir -m 0700 $HOME/.getmail/log

@ BH BB

remove $HOME/.getmail/stop)” >&2

BRI FER R & POP3 ik B3 ”$HOME/ . getmail/config/pop3_name” BBEX &,

[retriever]

type = SimplePOP3SSLRetriever
server = pop.example.com

username = pop3_name@example.com
password = <your-password>

[destination]

type = MDA _external

path = /usr/bin/maildrop
unixfrom = True

[options]
verbose = 0
delete = True

delivered_to = False

message_log = ~/.getmail/log/pop3_name.log

RINTARNEETE.



http://packages.debian.org/sid/fetchmail
http://qa.debian.org/popcon-graph.php?packages=fetchmail
http://packages.qa.debian.org/f/fetchmail.html
http://packages.debian.org/sid/getmail4
http://qa.debian.org/popcon-graph.php?packages=getmail4
http://packages.qa.debian.org/g/getmail4.html
http://packages.debian.org/sid/mailfilter
http://qa.debian.org/popcon-graph.php?packages=mailfilter
http://packages.qa.debian.org/m/mailfilter.html
http://packages.debian.org/sid/mpop
http://qa.debian.org/popcon-graph.php?packages=mpop
http://packages.qa.debian.org/m/mpop.html
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$ chmod 0600 $HOME/.getmail/config/*

THXIER cron(8) & 15 D ¥MEBIT—X”/usr/local/bin/getmails”, BT MiT’sudo crontab -e -u <user_name>”
FBEU T FrRRIaS 7R IN2I A P8 cron RE .,

5,20,35,50 * * * * /usr/local/bin/getmails --quiet

BR

POP3 Aa)f @I e] BEFH AR E F getmail, —EERAIEEE POP3 RSB FIEEER T POP3 i F HEA18INIK
MR TENIBIRTBER R IER E, FlN, B T8eENIRNIZWE] RETR fs S H& B % URZEI DELE s RinT el
BRT BB B e SRR B AR ZI R AR EFE, R RFIRERVRIAIRE, BEEE T 1EZA AFTAEEY TR G
FEAREMRFREANT, S0 "Some mail was not downloaded”,

6.5.2 fetchmail ic &

”/etc/default/fetchmail”,”/etc/fetchmailrc” F1”$HOME/ . fetchmailrc” BJLABC & fetchmail(1), & 017 /usr/sh
RELF.

6.6 HHITIEIFAVARFIZEIE (MDA)

KRS MTA 12, B30 postfix #l exim4, FE{E MDA (BREIGBENRIE), XEBHEIMHEEITIEINEEN MDA,

RE procmail(1) B4 653 GUN/Linux tXFHEITLIEEEM MDA MEZRInE, FEWMELRER maildrop(1), REfE
BWHTEIREF, EBERREZ IR ITIRAVERMEFE] gmail XAZEY Maildir BBR— MFEE.

B TATE A/ [ EA

procmail V:62, 1:531 300 BT EEEHI MDA (IHRD)
mailagent V:0, 1:10 1283 | %A Perl 1L g esHY MDA
maildrop V1, 13 1140 | BEMEIRESHI MDA

Table 6.10: BiTEE3H MDA FI&R

6.6.1 maildrop EB2&

maildrop(1) BEBE7E maildropfilter documentation FHEEH, XEBBH—1XF”$HOME/ .mailfilter XHHEELIF,

# Local configuration
MAILROOT="$HOME/Mail”

# set this to /etc/mailname contents
MAILHOST="example.dom”

logfile $HOME/.maildroplog

# rules are made to override the earlier value by the later one.

# mailing list mails ?
if ( /NPrecedence:.*1list/:h || /APrecedence:.*bulk/:h )
{
# rules for mailing list mails
# default mailbox for mails from mailing list
MAILBOX="Inbox-1list”
# default mailbox for mails from debian.org



http://mail.google.com/support/bin/answer.py?answer=13291amp;topic=1555
https://zh.wikipedia.org/wiki/Maildir
http://packages.debian.org/sid/procmail
http://qa.debian.org/popcon-graph.php?packages=procmail
http://packages.qa.debian.org/p/procmail.html
http://packages.debian.org/sid/mailagent
http://qa.debian.org/popcon-graph.php?packages=mailagent
http://packages.qa.debian.org/m/mailagent.html
http://packages.debian.org/sid/maildrop
http://qa.debian.org/popcon-graph.php?packages=maildrop
http://packages.qa.debian.org/m/maildrop.html
http://www.courier-mta.org/maildrop/maildropfilter.html
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if ( /~A(Sender|Resent-From|Resent-Sender): .*debian.org/:h )

{

MAILBOX="service.debian.org”

# default mailbox for mails from bugs.debian.org (BTS)
if ( /~(Sender|Resent-From|Resent-sender): .*@bugs.debian.org/:h )

{
b

# mailbox for each properly maintained mailing list with ”"List-Id: foo” or ”List-Id: <«
...<foo.bar>"
if ( /AList-Id: ([A<]*<)?([A<>]*)>?/:h )

MAILBOX="bugs.debian.org”

{
MAILBOX="$MATCH2"
}
}
else
{
# rules for non-mailing list mails
# default incoming box
MAILBOX="Inbox-unusual”
# local mails
if ( /Envelope-to: .*@$MAILHOST/:h )
{
MAILBOX="Inbox-local”
}
# html mails (99% spams)
if ( /DOCTYPE html/:b ||\
/NContent-Type: text\/html/ )
{
MAILBOX="Inbox-html”
}
# blacklist rule for spams
if ( /AX-Advertisement/:h ||\
/ASubject:.*BUSINESS PROPOSAL/:h ||\
/ASubject:.*URGENT.*ASISSTANCE/:h ||\
/NSubject: *I NEED YOUR ASSISTANCE/:h )
{
MAILBOX="Inbox-trash”
}
# whitelist rule for normal mails
if ( /AFrom: .*@debian.org/:h ||\
/N(Sender |Resent-From|Resent-Sender): .*debian.org/:h ||\
/ASubject: .*(debian]|bug|PATCH)/:h )
{
MAILBOX="Inbox"”
}
# whiltelist rule for BTS related mails
if ( /ASubject: .*Bug#.*/:h ||\
/N(To|Cc): .*@bugs.debian.org/:h )
{
MAILBOX="bugs.debian.org”
}
# whitelist rule for getmails cron mails
if ( /ASubject: Cron .*getmails/:h )
{
MAILBOX="Inbox-getmails”
}
}

# check existance of $MAILBOX
‘test -d $MAILROOT/$MAILBOX”
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if ( $RETURNCODE == 1 )

{
# create maildir mailbox for $MAILBOX
‘maildirmake $MAILROOT/$MAILBOX*

}

# deliver to maildir $MAILBOX

to "$MAILROOT/$SMAILBOX/"”

exit

z2E
@ & procmail, maildrop A& BMEIRAFER maildir B3R, RIUREI{ER maildirmake(1) SFahel
EEA], [EW"$HOME/ .mailfilter” I FERIRFE,

6.6.2 procmail icE&

XEBH— procmail(1) BJ”$HOME/ . procmailrc” XM ZE A EHIF,

MAILDIR=$HOME/Maildir

DEFAULT=$MAILDIR/Inbox/

LOGFILE=$MAILDIR/Maillog

# clearly bad looking mails: drop them into X-trash and exit
10

* 17n0 AX-Advertisement

* 1A0 ASubject:.*BUSINESS PROPOSAL

* 1A0 ASubject:.*URGENT.*ASISSTANCE

* 17A0 ASubject: *I NEED YOUR ASSISTANCE

X-trash/

# Delivering mailinglist messages

10

* 1A0 APrecedence:.*list

* 170 APrecedence:.*bulk

* 1/A@ AList-

* 1A@ AX-Distribution:.*bulk

{

10

* 1A0 AReturn-path:.*debian-devel-admin@debian.or.jp
jp-debian-devel/

10
* AResent-Sender.*debian-user-request@lists.debian.org
debian-user/

10
* NResent-Sender.*debian-devel-request@lists.debian.org
debian-devel/

10
* AResent-Sender.*debian-announce-request@lists.debian.org
debian-announce

HIOJ
mailing-list/

}

10
Inbox/
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6.6.3 EF#i1E mbox BE

MRFMRBREEH 7 FH H procmail(1) KM T, IREEMM/var/mail/<username>” HEXRF B4 EIZRE R
THERLEFHERESR, RERXRBZRZEUE, BTN THS,
# /etc/init.d/${MAILDAEMON} stop

# formail -s procmail </var/mail/<username>
# /etc/init.d/${MAILDAEMON} start

ho

6.7 POP3/IMAP4 fR%5

MRBEEREN EE1T—MABIRSEE, RNIZEFIETT POP3/IMAP4 fRS538, ARBHAZIBEHMNE iR,

nHEe TE WNEE 15iBH _ _

courier-pop V:3, I:4 240 | POP3 gé’)urier ERFARSS 25 - POP3 AR 28 (R maildir 1§
cyrus-pop3d V:0, 1:0 147 POP3 Cyrus WEF&R%R (%}% POP3) _ -
courier-imap ViS5, 1:6 545 | IMAP ?;;é;er HEFFHRSS 28 - IMAP BRS5 8% (3255 maildir
cyrus-imapd V:0, I:1 332 IMAP Cyrus BBEEZR 4t (235 IMAP)

Table 6.11: POP3/IMAP4 fR%% 28%13%

6.8 FTENRR3FILTH

FEEZRYZE Unix &4E, BSD Line printer daemon {TTENNLE A 5TIF BinE, BlL, 73 Unix KRR, BHRREGNNE
FTENMHAE TV PostScript, J T REASFTENZNIE PostScript $TENH, EEIG—LEiTIEEE R 4FN Ghostscript —E{E,

JE 3R, Common UNIX Printing System i@F3 UNIX $TENZ 4% (CUPS) 2¥AYEE 4R/, CUPS {8 H Internet Printing Protocol
GEXMITENMY (IPP). IPP MEC LM ETIRIERA S, I Windows XP I Mac OS X, %15, EELTM A SENE
BEENNBETEIEZFTENNESINE,

Debian £ 4t £ 0895 B2 P RIARAEITENE3B & I 2 PostScript (PS) , E/— 1M IERIES, PS &V EIBE# =2
Ghostscript PostScript fEFE 28 R EMAIFERVFTEIVLTFTENRVEIE, SWE 11.4.1 .

F5H CUPS RANXHEN MR BohE(LIHE, BREMAXEFHER 1pr <, ERF~EEAERMITENGH, (&
CUPS B, 1pr EEMBEITE R cups-bsd #REGBKRFKEN)

Debian RAH —LEANHBIVRGEATITENRSFERITENTE,

VN
{RET BATEAREY web X 538815 1a) http://localhost:631/” SRERE CUPS R4,

6.9 fk5528zmiFiARIFI TR (SSH)

Secure SHell (SSH) 2 E45M £ Z2 % %75\ 7E Debian 2, B —Ml OpenSSH BY% % SSH kR4, 7£ openssh-client
#0 openssh-server 818,



https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://packages.debian.org/sid/courier-pop
http://qa.debian.org/popcon-graph.php?packages=courier-pop
http://packages.qa.debian.org/c/courier-pop.html
http://packages.debian.org/sid/cyrus-pop3d
http://qa.debian.org/popcon-graph.php?packages=cyrus-pop3d
http://packages.qa.debian.org/c/cyrus-pop3d.html
http://packages.debian.org/sid/courier-imap
http://qa.debian.org/popcon-graph.php?packages=courier-imap
http://packages.qa.debian.org/c/courier-imap.html
http://packages.debian.org/sid/cyrus-imapd
http://qa.debian.org/popcon-graph.php?packages=cyrus-imapd
http://packages.qa.debian.org/c/cyrus-imapd.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://zh.wikipedia.org/wiki/Internet_Printing_Protocol
https://zh.wikipedia.org/wiki/Internet_Printing_Protocol
https://zh.wikipedia.org/wiki/PostScript
http://localhost:631/
https://zh.wikipedia.org/wiki/Secure_Shell
http://www.openssh.org/
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wHEe TR = 15t BH
Ipr V6, I.7 324 printer (515) | BSD Ipr/lpd (R TEFTENHL/E & FIPEFE daemon)
Iprng V:0, I:1 3852 =k ,, (&)
cups V:248,1:439 | 767 IPP (631) GEXMFTEN CUPS AR5 38
FHF CUPS RY System V FTENHLERZ: Ip(1), Ipstat(1),
cups-client V:60, 1:495 481 Eill= Ipoptions(1), cancel(1), Ipmove(8), Ipinfo(8),
Ipadmin(8), -
L =
cups-bsd V38, 425 | 115 Bt lﬁﬁﬁt CUPS B BSD FTEM#1&R<: Ipr(1), Ipq(1),
prm(1), Ipc(8)
printer-driver-QUiSIPIR® | ss2 | @A | CUPs FTENHLIEH
Table 6.12: TENARSZFI TRIIR
nHEe TE XN | THE 15iH
openssh-client | Vv:839,1:996 | 4034 | ssh(l) SSH EFim
openssh-server | V:702,1:816 | 881 sshd(8) SSH FRS3im
ssh-askpass-full s\%)efa? 42 ssh-askpass- BRI A BB ssh-add (GNOMEL)
fullscreen(1)
ssh-askpass V:3, 1:42 101 ssh- BEXRA P AZERBHY ssh-add (plain X)
askpass(1)

Table 6.13: RS

EZZihRIFI TAYIR

AV

NRIRRY SSH ZMEFEMIK (D],

% 473 1,

TN

BfER screen(l) F2FRI1LEFE shell EREFNERZ EFE (BRE 9.1 9).

6.9.1 SSH Eft

o =

=H

WNRABEIEIT OpenSSH RS, "/etc/ssh/sshd_not_to_be_run” AR TELE,
SSH B MAIEH Y,

VI

WMNR(FERA—IE Debian IR %, &/VEEXLE

A,

HAHEN

TEEWALEXH,

”/usr/share/doc/ssh/README.Debian.gz”, ssh(1), sshd(8), ssh-agent(1), and ssh-keygen(1).



http://packages.debian.org/sid/lpr
http://qa.debian.org/popcon-graph.php?packages=lpr
http://packages.qa.debian.org/l/lpr.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/lprng
http://qa.debian.org/popcon-graph.php?packages=lprng
http://packages.qa.debian.org/l/lprng.html
http://packages.debian.org/sid/cups
http://qa.debian.org/popcon-graph.php?packages=cups
http://packages.qa.debian.org/c/cups.html
http://packages.debian.org/sid/cups-client
http://qa.debian.org/popcon-graph.php?packages=cups-client
http://packages.qa.debian.org/c/cups-client.html
https://zh.wikipedia.org/wiki/System_V_printing_system
http://packages.debian.org/sid/cups-bsd
http://qa.debian.org/popcon-graph.php?packages=cups-bsd
http://packages.qa.debian.org/c/cups-bsd.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/printer-driver-gutenprint
http://qa.debian.org/popcon-graph.php?packages=printer-driver-gutenprint
http://packages.qa.debian.org/p/printer-driver-gutenprint.html
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/ssh-askpass-fullscreen
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-fullscreen
http://packages.qa.debian.org/s/ssh-askpass-fullscreen.html
http://packages.debian.org/sid/ssh-askpass
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass
http://packages.qa.debian.org/s/ssh-askpass.html
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SSH X SSH /53X 1B
SSH-1 “RSAAuthentication” ETF RSA BH#AAIIAFINE

3 i) ~L & (] ES
Els ”RhostsAuthentication” FH ;hOStS BTENMME (FR2, &
Elis ”RhostsRSAAuthentication” :E r(h;%:s)” (R RSA ZHMBHEALA
EE “ChallengeResponseAuthentication RSA fREe-M&IAIE
EE “PasswordAuthentication” ETEEAE
SSH-2 “PubkeyAuthentication” ETRHENAFIANE
_ N i - ”~/.rhosts” or”/etc/hosts.equiv”
AL HostbasedAuthentication ERE PN ABREAUAE ()
EE “ChallengeResponseAuthentication! Fi&e-NZIAIE
[E “PasswordAuthentication” ETEEAE

Table 6.14: SSH i\IEHMXFIA TR

EEXH L E X ik

/etc/ssh/ssh_config SSH EFim#kik, I ssh_config(5)
/etc/ssh/sshd_config SSH FRZ3ImEk1A, £ sshd_config(5)
~/.ssh/authorized_keys ZIKFEREX RS R ENE FinEREIEAIA SSH 218
~/.ssh/identity FIFHY SSH-1 RSA FA%H

~/.ssh/id_rsa FIFHY SSH-2 RSA #A%H

~/.ssh/id_dsa FIF# SSH-2 DSA FA%H

Table 6.15: SSH B0 & 45K

B
£ ssh-keygen(1), ssh-add(1) #1 ssh-agent(1) KT f#/EFEER SSH A $AFIFA%R,

R’
—EZEDERMARMNRE, BEMEIAMERE, (EA"ssh -V

"R
THIEFICAEA"ssh-keygen -p” iRERERNZAH SSH FATH.

B
{REJCATE"~/ . ssh/authorized_keys” B4AK B EINETRESIENMZTHENH S, ATHESMN sshd(8).

NEFIRBE— ssh(1) iE#.

MRXMFHEZEN, FRAREMBFSA, RRJEBHE A username@”. BMEEXRMFLEZ EVIERRENAF
2, {RaJLAfER”~/ .ssh/config” K& A A, 3 F Debian Salsa fR5528, EAMFBEfoo-guest”, fRA] A
&E”~/.ssh/config” B TEMAZR.

Host salsa.debian.org people.debian.org
User foo-guest

St F A PR, ssh(1) THEELE telnet(1) ENME ML L. T4 telnet &<, ssh IR EHEIBE telnet FIRHFHA
(FI4REKIAZ CTRL-]) BHELE.



https://salsa.debian.org/
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wme 15 BH
ssh ERER ST E TS
username@hostname.domain.ext "~
ssh -v . - o

2 =§ \E 3
username@hostname.domain.ext BIFAEDIRILERRN
ssh -1 BEIER SSH 1 BRAiES

username@hostname.domain.ext
ssh -1 -o RSAAuthentication=no i

I 2R
-1 username hostname.domain.ext SSH 1 kR, 3Rl{EMEH
ssh -o
PreferredAuthentications=password SSH?2 fR7, &{EHZED
-1 username hostname.domain.ext

Table 6.16: SSH & Fim/ashl F51F&

6.9.2 SMTP/POP3 fi%E/ IR O%5%

BT ssh By —{MXFERIEEER, M localhost B9 4025 #O2) remote-server 8925 #0, FM localhost
#9 4110 i E remote-server B9 110 w0, BESHMITA TGS,

# ssh -q -L 4025:remote-server:25 4110:remote-server:110 username@remote-server

X E MR SMTP/POP3 fRSZBiE N L2 KA EILFZEN"/etc/ssh/sshd_config” BiZE”AllowTcpForwar
% E y‘j”yeS".
6.9.3 REILITIEER

{EA”RSAAuthentication” (SSH-1 %) 8”PubkeyAuthentication” (SSH-2 thi¥), AL GiCFIZIER
SRV,

FEIRIER AR /etc/ssh/sshd_config” 8,12 EEMNAISE, "RSAAuthentication yes” 8”PubkeyAuthenticatis
yesno

EARMEMBENFIAN, HRRAPEIRERA,
« "RSAAuthentication”: SSH-1 i RSA key (REiVER, BABHEZE.)

$ ssh-keygen
$ cat .ssh/identity.pub | ssh userl@remote ”cat - >>.ssh/authorized_keys”

« "PubkeyAuthentication”: SSH-2 Y RSA key

$ ssh-keygen -t rsa
$ cat .ssh/id_rsa.pub | ssh userl@remote "cat - >>.ssh/authorized_keys”

« "PubkeyAuthentication”: SSH-2 fJ DSA key(REiX, ERIE.)

$ ssh-keygen -t dsa
$ cat .ssh/id_dsa.pub | ssh userl@remote ”cat - >>.ssh/authorized_keys”

B
& SSH-2 1Y DSA key @ RNEBINEY, [A key B/NFHE, HTF RSA ERELTH, SBIEHER DSA KIEHR
ik RSA XA IGATHERE, DSA KRR Digital Signature Algorithm, EE1E, FERS N DSA-1571-1.



https://zh.wikipedia.org/wiki/Digital_Signature_Algorithm
https://www.debian.org/security/2008/dsa-1571
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::‘:

jj T it’HostbasedAuthentication” # SSH-2 T & 17, R % 71 [ B @ 28 Bk £ &
E #Hl/etc/ssh/sshd_config” M =& F  #"/etc/ssh/ssh_config” &'~/ .ssh/config”
f"HostbasedAuthentication” EEE A yes”,

6.9.4 XIEHET SSH EF iR

HEeTs LB —ER%EN SSH B iR,

78] %% SSH 127

Windows puTTY (http://www.chiark.greenend.org.uk/~sgtatham/putty/) (GPL)
Windows (cygwin) cygwin BB RY SSH (http://www.cygwin.com/) (GPL)

Macintosh & macSSH (http://www.macssh.com/) (GPL)

Mac OS X OpenSSH; & imNFAFfEA ssh (GPL)

Table 6.17: EE¥ & L% % SSH BEFiRIIR

6.9.5 217 ssh \IiE

R RARIPIREY SSH INEFAIAR R £/, MRZWEREIRE, £A”ssh-keygen -p” RigRE,

?E{fJ\E’J’A'fH(l:tﬂD »~/.ssh/id_rsa.pub”) BMEIZFEENHI"~/ . ssh/authorized_keys”, iX/MEZFEENIER L
HEANE T ZEEMERES R,

$ ssh-agent bash

$ ssh-add ~/.ssh/id_rsa

Enter passphrase for /home/<username>/.ssh/id_rsa:

Identity added: /home/<username>/.ssh/id_rsa (/home/<username>/.ssh/id_rsa)

MZERITE T RNGS, MABEERDE,
$ scp foo <username>@remote.host:foo

¥& AD R4 4% ssh NIEERE,

NF X BRSZim, BFER) Debian BIiIASIE AR FFEMIT ssh-agent, FTIAMRREEMIT—IX ssh-add, #H—
FIEE, B3 ssh-agent(1) F0 ssh-add(1).

6.9.6 EffEL SSH XFZFZR A

{RETCABEFE at(1) @ (BILEE 9.3.13 1) KM SSH LimE{RIF’shutdown -h now” (BEILE 1.1.8 1) iRfEdTE,

# echo ”"shutdown -h now” | at now

7E screen(1) (BILEE 9.1 1) 2iEEiz17’shutdown -h now”, BB IN—NHERMXE#HERS,

6.9.7 SSH t4fEHIE

MRIFEER ), MEREXHIIRAR”-v” ETUETT ssh,
FNRARR root WP, HBERPHNE, ERA”-p” EIN; XA OB RER 1 —1023 ZErIARS KD,

MR ssh EFHNTRHARAFBILETE, SHFREAAETERAPILBRFNER, TR ERAEIPHNT
T host_key”. RN MERE, FHEEEALERERNESRARESGEZEN, REILAEARNL"~/ . ssh/known_hos
EFR"host_key” FEREMIKFERE,



https://zh.wikipedia.org/wiki/Secure_Shell
http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.cygwin.com/
http://www.macssh.com/
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6.10 HEMLENARS

XERHEMLEMNARS.
RHEE ATE KAV Y 18R
telnetd Vi1, 1:3 103 TELNET TELNET fR$
telnetd-ssl V:0, 1.0 154 B E TELNET AR35 (%= ¥F SSL)
nfs-kernel-servary..; 19 | 321 | NFs Unix X#Et=
samba V:109, 1:183 | 15787 | SMB Windows X HFFIFTENHE
netatalk V2,15 3923 | ATP Apple/Mac XFFIFTENHEZE (AppleTalk)
proftpd-basic V:32, T:41 5028 | FIP BRAXHETH
apache2 V:242,1:349 | 593 HTTP 1B web RS 38
squid V:14,1:16 7112 | AE B web RIEARSZE
squid3 V:10, I:17 163 ENs [ELE
bind9 V:56, 1:79 2075 | DNS HEEHAY P HHE
isc-dhcp-server | s 160 | 1388 | DHCP EAIHE S 1P i

Table 6.18: EEMLEMN FARSYITR

BRAEBM GRS (CIFS) MRS H 2R (SMB) Y —

¥, #E%%% Windows [ iZ R FE,

/AN
BH%E 452 TRSRKEMN.

N

EVRBEITEEH DNS BR5RE M. X FH DHCP 7]

VAN
¥

FERIENL IP thtit, 075 DNS BEWS{ER bind9

isc-dhcp-server I ENE#FHT, Debian wiki # DDNS T1 Hi5ER.

N

€A squid ZZ&MIRIEMRSSEE, FN{EA Debian XEERTEAMIRHRRS[/AALL, EBAREBTEF.

6.11 HEMNENAEFiE
XERHENENBE i,

=

6.12

h)

Rglaa

STIPEFE (daemon ) 2l

telnet 2P EEBF DERI ARG ETIFHIE (daemon ), FiFt{TIZEA,

Mid4E POP3 fRS5, EiXFA FEAVEE

$ telnet mail.ispname.net pop3

ZB49> ISP 1214t TLS/SSL 1NZAIPOP3 fRSZ, R TMXE, 1K

i, =X openssl #R¥4El,

EEMAE telnet-ssl BE#F TLS/SSL B telnet B



http://packages.debian.org/sid/telnetd
http://qa.debian.org/popcon-graph.php?packages=telnetd
http://packages.qa.debian.org/t/telnetd.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnetd-ssl
http://qa.debian.org/popcon-graph.php?packages=telnetd-ssl
http://packages.qa.debian.org/t/telnetd-ssl.html
http://packages.debian.org/sid/nfs-kernel-server
http://qa.debian.org/popcon-graph.php?packages=nfs-kernel-server
http://packages.qa.debian.org/n/nfs-kernel-server.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/samba
http://qa.debian.org/popcon-graph.php?packages=samba
http://packages.qa.debian.org/s/samba.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/netatalk
http://qa.debian.org/popcon-graph.php?packages=netatalk
http://packages.qa.debian.org/n/netatalk.html
https://zh.wikipedia.org/wiki/AppleTalk
http://packages.debian.org/sid/proftpd-basic
http://qa.debian.org/popcon-graph.php?packages=proftpd-basic
http://packages.qa.debian.org/p/proftpd-basic.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/apache2
http://qa.debian.org/popcon-graph.php?packages=apache2
http://packages.qa.debian.org/a/apache2.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/squid
http://qa.debian.org/popcon-graph.php?packages=squid
http://packages.qa.debian.org/s/squid.html
https://zh.wikipedia.org/wiki/Proxy_server
http://packages.debian.org/sid/squid3
http://qa.debian.org/popcon-graph.php?packages=squid3
http://packages.qa.debian.org/s/squid3.html
http://packages.debian.org/sid/bind9
http://qa.debian.org/popcon-graph.php?packages=bind9
http://packages.qa.debian.org/b/bind9.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/isc-dhcp-server
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-server
http://packages.qa.debian.org/i/isc-dhcp-server.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_DNS
http://wiki.debian.org/DDNS
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Post_Office_Protocol
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RG] ATE RV Y 1iAe

netcat 1:34 16 TCP/IP TCP/IP IR T ET]

openssl V:806,1:991 | 1306 | SSL TERERFE (SSL) _#FIFEXPINZETE
stunnel4 V:4,1:19 472 ENS 1BF SSL $3%

telnet V:66,1:906 | 157 TELNET TELNET EFim

telnet-ssl V1,16 208 BEE TELNET AR5 (&Z#F SSL)

nfs-common V:283, I:534 | 722 NFS Unix XEFEH=Z

smbclient V:18,1:203 | 1711 | SMB WX Windows XHFFFTENREZEE Fin
cifs-utils V:34,1:122 | 231 EE FEMER Windows XERBIERNHH TS
ftp V:28,1:524 | 132 FTP FTP EF U

1ftp V:6, [:41 2199 | @E Bl

ncftp V4, 1:28 1486 | @E 2R FIP E P im

wget V:351,1:997 | 3044 EEPT PN web TH TR

curl V:123,1:469 | 385 EE EE

axel V:0, I'5 186 EE TEIESS

aria2 V2, 1:17 4562 El= BitTorrent #0 Metalink 23589 N L J01E 25
bind9-host V:439,1:949 | 349 DNS 38 bind9 B9 host(1), "Priority: standard”
dnsutils V:70, 1:683 673 =k >KE bind B9 dig(1), ”Priority: standard”
isc-dhcp-client | yooe 1970 | a9 | DHCP K12 1P Hodk

Idap-utils V:17,1:78 687 LDAP K LDAP AR 35 5 BUE IR

Table 6.19: M4& M A% F x5l

$ telnet -z ssl pop.gmail.com 995

$ openssl s_client -connect pop.gmail.com:995

TNER RFCs RItE—NREFATIFHE (daemon ) FTRZERIFIR,

RFC 15485

rfc1939 [ rfc2449 POP3 RS
rfc3501 IMAP4 fR53
1fc2821 (rfc821) SMTP fR%S
1fc2822 (1fc822) BREF S EFAB N

1fc2045 ZHEEGEMEREFT E (MIME)
rfc819 DNS fR%%

rfc2616 HTTP RS

fc2396 URI E X

7£”/etc/services” BB, A TiHORE.

Table 6.20: & RFC 73R



http://packages.debian.org/sid/netcat
http://qa.debian.org/popcon-graph.php?packages=netcat
http://packages.qa.debian.org/n/netcat.html
https://zh.wikipedia.org/wiki/TCP/IP
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Transport_Layer_Security
http://packages.debian.org/sid/stunnel4
http://qa.debian.org/popcon-graph.php?packages=stunnel4
http://packages.qa.debian.org/s/stunnel4.html
http://packages.debian.org/sid/telnet
http://qa.debian.org/popcon-graph.php?packages=telnet
http://packages.qa.debian.org/t/telnet.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnet-ssl
http://qa.debian.org/popcon-graph.php?packages=telnet-ssl
http://packages.qa.debian.org/t/telnet-ssl.html
http://packages.debian.org/sid/nfs-common
http://qa.debian.org/popcon-graph.php?packages=nfs-common
http://packages.qa.debian.org/n/nfs-common.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/smbclient
http://qa.debian.org/popcon-graph.php?packages=smbclient
http://packages.qa.debian.org/s/smbclient.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/cifs-utils
http://qa.debian.org/popcon-graph.php?packages=cifs-utils
http://packages.qa.debian.org/c/cifs-utils.html
http://packages.debian.org/sid/ftp
http://qa.debian.org/popcon-graph.php?packages=ftp
http://packages.qa.debian.org/f/ftp.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/lftp
http://qa.debian.org/popcon-graph.php?packages=lftp
http://packages.qa.debian.org/l/lftp.html
http://packages.debian.org/sid/ncftp
http://qa.debian.org/popcon-graph.php?packages=ncftp
http://packages.qa.debian.org/n/ncftp.html
http://packages.debian.org/sid/wget
http://qa.debian.org/popcon-graph.php?packages=wget
http://packages.qa.debian.org/w/wget.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/curl
http://qa.debian.org/popcon-graph.php?packages=curl
http://packages.qa.debian.org/c/curl.html
http://packages.debian.org/sid/axel
http://qa.debian.org/popcon-graph.php?packages=axel
http://packages.qa.debian.org/a/axel.html
http://packages.debian.org/sid/aria2
http://qa.debian.org/popcon-graph.php?packages=aria2
http://packages.qa.debian.org/a/aria2.html
https://zh.wikipedia.org/wiki/BitTorrent_(协议)
https://zh.wikipedia.org/wiki/Metalink
http://packages.debian.org/sid/bind9-host
http://qa.debian.org/popcon-graph.php?packages=bind9-host
http://packages.qa.debian.org/b/bind9-host.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
http://packages.qa.debian.org/d/dnsutils.html
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
http://packages.qa.debian.org/i/isc-dhcp-client.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
http://packages.debian.org/sid/ldap-utils
http://qa.debian.org/popcon-graph.php?packages=ldap-utils
http://packages.qa.debian.org/l/ldap-utils.html
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
http://www.ietf.org/rfc.html
http://tools.ietf.org/html/rfc1939
http://tools.ietf.org/html/rfc2449
https://zh.wikipedia.org/wiki/Post_Office_Protocol
http://tools.ietf.org/html/rfc3501
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://tools.ietf.org/html/rfc2821
http://tools.ietf.org/html/rfc821
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
http://tools.ietf.org/html/rfc2822
http://tools.ietf.org/html/rfc822
http://tools.ietf.org/html/rfc2045
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc819
https://zh.wikipedia.org/wiki/Domain_Name_System
http://tools.ietf.org/html/rfc2616
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://tools.ietf.org/html/rfc2396
https://zh.wikipedia.org/wiki/Uniform_Resource_Identifier
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Chapter 7

XEBOARG%

D =

Debian F#Y X BORLGETF X.Org BRI,

H=
EE2ET 2013 4% Debian 7.0 (Wheezy) &5, FAAERBEATFITA,

Bt g

7.1 XBERGEE

XEE-LERATESREN (7T) RHEE.

(7T) KB mITE pNN 1%BH

] X . — N XBRSEE. —RIFEFRUR—HEMP X ZF im0
xorg 1:499 52 TE (TH#a)
XServer-xorg V:94, 1:539 238 X REFHEHXEGLERE
xbase-clients .46 46 EMXEFE (THRER)
x11-common V:408,:795 | 305 X BORGHXERGHERIRE
xorg-docs L7 2032 | X.Org REEFRNSTHE
menu V:91, 1:268 1435 FIEREE B RIN AR Debian SZE
menu-xdg V:34,1:135 76 %% Debian KR 53537 freedesktop.org xdg B L5
xdg-utils V:257,1:559 | 327 freedesktop.org TR R EM R EMMER T E
task-gnome-desktop, ), 6 ¥ff GNOME SEHE ( THREE )
task-kde-desktop| | o 6 #l KDE SEINE (STRHE)
task-xfce-desktop ., 6 Xfce RRFETIFE ( TRAE)
task-lxde-desktop, . 6 LXDE 28R SmIME (TR )
fluxbox V2, T:11 3860 | Fluxbox: AIicEER S HEREREERN X EHE R

Table 7.1: X @HMXE (7T ) RHEBIIR

*F X Erfi40iR, E5% X(7) # the LDP XWindow-User-HOWTO,



https://zh.wikipedia.org/wiki/X_Window_System
http://www.x.org/
http://packages.debian.org/sid/xorg
http://qa.debian.org/popcon-graph.php?packages=xorg
http://packages.qa.debian.org/x/xorg.html
http://packages.debian.org/sid/xserver-xorg
http://qa.debian.org/popcon-graph.php?packages=xserver-xorg
http://packages.qa.debian.org/x/xserver-xorg.html
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon-graph.php?packages=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/x11-common
http://qa.debian.org/popcon-graph.php?packages=x11-common
http://packages.qa.debian.org/x/x11-common.html
http://packages.debian.org/sid/xorg-docs
http://qa.debian.org/popcon-graph.php?packages=xorg-docs
http://packages.qa.debian.org/x/xorg-docs.html
http://packages.debian.org/sid/menu
http://qa.debian.org/popcon-graph.php?packages=menu
http://packages.qa.debian.org/m/menu.html
http://packages.debian.org/sid/menu-xdg
http://qa.debian.org/popcon-graph.php?packages=menu-xdg
http://packages.qa.debian.org/m/menu-xdg.html
http://www.freedesktop.org/
http://packages.debian.org/sid/xdg-utils
http://qa.debian.org/popcon-graph.php?packages=xdg-utils
http://packages.qa.debian.org/x/xdg-utils.html
http://www.freedesktop.org/
http://packages.debian.org/sid/task-gnome-desktop
http://qa.debian.org/popcon-graph.php?packages=task-gnome-desktop
http://packages.qa.debian.org/t/task-gnome-desktop.html
https://zh.wikipedia.org/wiki/GNOME
http://packages.debian.org/sid/task-kde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-kde-desktop
http://packages.qa.debian.org/t/task-kde-desktop.html
https://zh.wikipedia.org/wiki/KDE
http://packages.debian.org/sid/task-xfce-desktop
http://qa.debian.org/popcon-graph.php?packages=task-xfce-desktop
http://packages.qa.debian.org/t/task-xfce-desktop.html
https://zh.wikipedia.org/wiki/Xfce
http://packages.debian.org/sid/task-lxde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-lxde-desktop
http://packages.qa.debian.org/t/task-lxde-desktop.html
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/fluxbox
http://qa.debian.org/popcon-graph.php?packages=fluxbox
http://packages.qa.debian.org/f/fluxbox.html
https://zh.wikipedia.org/wiki/Fluxbox
https://zh.wikipedia.org/wiki/X_window_manager
http://www.tldp.org/HOWTO/XWindow-User-HOWTO.html
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7.2 RERMEIME

— KREME BER—M XEBHOEER. I XHEERN—ERTHILAREFAESTMN,
{REEWSTE aptitude MIES KB TLEXREHWREIME, g0 GNOME, KDE, Xfce Bi# LXDE,

=R

£ Debian unstable/testing T, ESRBEFGEERMVREBTERESNE L., EXMELT, LFEEVEE
¥ aptitude(8) fESSR B FIIHM—LE (5T) B, HEUEER (7T) RWEER, R IUER LR HRIMINFENIRIE
RIRRIFEL, BBRE TR B NMER

RIBETAFNREBI —N X BOEEE, F190 Fluxbox,
XF X EOEERNEEIMENNE, S Window Managers for X,

7.2.1 Debian 38

Debian B2 R Z MM menu GBI E update-menus(1) FIX AT X BFREHE T —MEREO, /NG EESIE
EHERERIELZE “/usr/share/menu/” B&, 20 “/usr/share/menu/README”,

7.2.2 Freedesktop.org &

/N8 I Freedesktop.org xdg S ARG BIERSIEH " * . desktop IR B RIEREE|“/usr/share/applications/’
T A Freedesktop.org MK EEIMES T AT THEUEFER xdg-utils REBEMEE S0 /usr/share/doc/

7.2.3 M Freedesktop.org 32 ¥ %] Debian &

77 MBI Freedesktop.org EHE O EIL 2R IAE (5190 GNOME F1 KDE ) i5[81{E4EHY Debian &, {RHTRHE
menu-xdg &L,

7.3 BRB[IFFPIRKHR

X Window R 41E RARSHE Finf2FRIAS I ED). X E, server F client #IZ X FZEH local ] remote X 53 7K.

KE jtER
X fR55 %= —ANETERBENENER, EETEAENESNBARE,
X B —ANETEZEENENER, E25 X RESFETRIENLEE
B I,
RIS RS 5 — I ETEREENENER, RENAEFEFRmE18EE
7 IEFE,
N RAEFREF i —NETEFRBENENER, EETREAENETIRAARE,

Table 7.2: BRSZ88/FFPIRARIER

IR XRSB[BEBMIT HEAEFT R , @INAH X EFRinETAMAZTAFHTERN. XM T MNELIERL
Xlib #FEEIEMNEE, "F T AEEGRHIEIEEEE.



https://zh.wikipedia.org/wiki/Desktop_environment
https://zh.wikipedia.org/wiki/X_window_manager
https://zh.wikipedia.org/wiki/Desktop_environment
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/wiki/Xfce
https://zh.wikipedia.org/wiki/LXDE
https://zh.wikipedia.org/wiki/X_window_manager
https://zh.wikipedia.org/wiki/Fluxbox
http://www.xwinman.org
https://www.debian.org/doc/packaging-manuals/menu.html/
http://www.freedesktop.org/wiki/Specifications/menu-spec/
https://zh.wikipedia.org/wiki/MIT-SHM
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7.4 XBHR$BEE
XF X BRSBEEHIER, &M xorg(1),

741 X ARSBHRM (EfH) BE
FERATESS (EH) BE—/ X RS%.

# dpkg-reconfigure --priority=low x11-common

=z
=)

#HY Linux W#Z{ERA DRM, KMS #0 udev, ERFIMHEMANIRE#H

117 RIFHISZH. X RS B[WEBUEREA]

Ett “/etc/x11/xorg.conf” BEARFETMHNRAER, XLESHHRNZHITEEE, SN Linux RZXEHH

“fb/modedb. txt”,

WFED YRR CRT KERE, RIFIFHAFIRIRENERB[IIIFHRESIE (85 Hz R, 75 Hz tH1T) BARLV ALR,

WF LCD BREE,

SHRIARERIFTE (60 Hz) AT, EHEMRRIRIE,

=z
EE

Hib, HERISHRHER, XIS SRIFNERBRAA L EEXNIIELILE,

7.4.2 EED X RBEMNAR

XEF-EHAN, FIUE “XRSH" (BRIE) BZKE XEBEFPR (NAK) 1EE,

EREE] RITE XN | BF = B HBxER
Py
xbase-clients | I:46 46 EE I g\hOSt ar =H
xbase-clients | I:46 6 | BB % E_;‘Uth | S T A
openssh-client ?/9%?%9 4034 e 5 f’;h -X @@ TR R
V:183, A T GNOME B | o gt/ g g
gdm3 1269 4715 | & (XDMCP) | REiEse BT EE T A ME
7 KDE B~ N e
. . o2 R JEE 2
sddm V:40, 1:75 1823 | & (XDMCP) | &iEse B EE 1T A MHE
I X BREE | cxe e ogps— o
3T S e Bt HhiE
xdm V:3, I:8 665 wE (XDMCP) | £ BEEE#HITAMIER
o WindowMaker
wdm V:114,1:528 | 2303 | t#&& BErEE B EE R T ERE
( XDMCP) s
- o LTSP B/ | 1ZfE SSH WZ& &R (&
1dm VO, I:1 414 *‘.LE ﬁ %IE%E g}ﬁﬁ#‘ﬁ)

Table 7.3: E#EE X RSB BIAR

R

==

O

ABERRLHMEFERIER TCPIP #17 X E#, RIMRBIEEFNIER, FINERTME, RINZH

ILFE TCP/IP socket RS EBRIGIWINEFH B Debian RABIAZATE, &FEA “ssh -X7,



https://zh.wikipedia.org/wiki/Direct_Rendering_Manager
https://wiki.debian.org/KernelModesetting
https://zh.wikipedia.org/wiki/Udev
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon-graph.php?packages=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon-graph.php?packages=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/gdm3
http://qa.debian.org/popcon-graph.php?packages=gdm3
http://qa.debian.org/popcon-graph.php?packages=gdm3
http://packages.qa.debian.org/g/gdm3.html
http://packages.debian.org/sid/sddm
http://qa.debian.org/popcon-graph.php?packages=sddm
http://packages.qa.debian.org/s/sddm.html
http://packages.debian.org/sid/xdm
http://qa.debian.org/popcon-graph.php?packages=xdm
http://packages.qa.debian.org/x/xdm.html
http://packages.debian.org/sid/wdm
http://qa.debian.org/popcon-graph.php?packages=wdm
http://packages.qa.debian.org/w/wdm.html
http://packages.debian.org/sid/ldm
http://qa.debian.org/popcon-graph.php?packages=ldm
http://packages.qa.debian.org/l/ldm.html
https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
https://zh.wikipedia.org/wiki/Internet_Protocol
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O

N
LTSP X% Linux £LimPR53281HE ( Linux Terminal Server Project ) ,

2
HABERZLNMEHER XDMCP &, TEEKNEN UDP/IP SHMIE, RESENGRKE,

75 B X&BORSG

XBORFEERFN X ZERHN, X Z1ERH X RSB[IAERZFIENRN. WTFENNKERS, S1HER
—E—NIFW L T,

X 2iEFHUATARZ—E50,
« WS 1TH startx a2
« EFrgraphical.target” kX Z, — N X BREREERE WEETIPERF *dm BT systemd Baf,

VN

EREESRREAETIFHE (daemon) WMEBEMMHMAEXLMRMITENBECECHERKRE
“/etc/X11/default-display-manager” X#HMAST, XAIUBERIBE—1N X EREIELE FETIPH
2 (daemon ) FEZFRH#AE.

RBR
XF X EREEBNVRIMELE, S0LE 845 T,

KR L, FIEMXLEIEFERNIT “/etc/X11/Xsession” fiiAs, Z /5 “/etc/X11/Xsession” fIZAiET run-parts(8)
1T “/etc/x11/Xsession.d/” BRPHIMA, XAFRERETRERN exec s S HITHR TAEIFEE —MNEKXE
pEE N

1. X B REIERIAA"/etc/X11/Xsession” WS PIETHMA, MRMEEN T,

2. “~/.xsession” B} “~/.Xsession” HIA, MNREHE X,

3. “/usr/bin/x-session-manager” %%, MREHE N,

4. “/usr/bin/x-window-manager” #<, MREHETE X,
5

“/usr/bin/x-terminal-emulator” &<, WREHTEN,

XMTFEET “/etc/X11/Xsession.options” BIEME, “/usr/bin/x-*" &< ERIgEIAY/EHIZERF, =M Debian
EERRFRER, FHETLAET “update-alternatives --config x-session-manager” {24,

TS I Xsession(5).

7.5.1 f{EF gdm3 B3 X &1iF

gdm3(1) iILfFNEMEERERSIERE (HEEMME: F 72 1), TEXKENIES (HIESME: 5 84 1),
BE “~/.dmrc” E{J%‘FE%BHuELhE’JEMME
[Desktop]

Session=default
Language=ja_JP.UTF-8



https://zh.wikipedia.org/wiki/X_display_manager
https://zh.wikipedia.org/wiki/User_Datagram_Protocol
https://zh.wikipedia.org/wiki/Internet_Protocol
https://zh.wikipedia.org/wiki/Linux_Terminal_Server_Project
https://zh.wikipedia.org/wiki/X_session_manager
https://zh.wikipedia.org/wiki/X_session_manager
https://zh.wikipedia.org/wiki/X_display_manager
https://zh.wikipedia.org/wiki/X_display_manager

Debian & Fift 144 / 261

7.5.2 BEX X&iE (ZHAR)

RGHHY “/etc/X11/Xsession.options” BEEERIE “#° FMAH “allow-user-xsession” 1T, MENXT
“~/.xsession” 3 “~/.Xsession” MEFIAFHEBBITLBERAANEREEN “/etc/X11/Xsession”
BITENIE, 1€ “~/.xsession” XHHMRE— NS MIZER “exec some-window/session-manager” iXHEHY
RARBIMFRERN X O/ EEIEESE.

MREATXMEME, RAFARFEENER ER) EER (ODM), 2IEEERNEGTOEE R (WM) SR 2ES,

753 BEMX XAE (HFAX)
UTREEEY X RIENHAR, EASRLERETLBE ARG,

- BB gdm3 FILLERE—MIEMNSIEHIFEIRER “/etc/X11/Xsession” MBS,
- ”/etc/profile”, ”~/.profile”, ”/etc/xprofile”, #1”~/.xprofile” X#H&#IEH gdm3 Ba#HEM —
ER5KIAT,
. “~/.xsessionrc” XHERBIHEN— IR HENIT. (MILEE)

- ”/etc/X11/Xsession.options” Y #allow-user-xsession” AaPRHI"~/ . xsessionrc” XHFHIHIT,

« “~/.gnomerc” XHE1ERBINHEN—IBRHEMIT. (X GNOME £ )

RGIAEFERNET HER) B (DM), 2IEEERNET O EERE (WM) ZHEITER,
EXEEEXAHER, TR=HB"exec .” 3exit”.

7.5.4 BT SSH EE—MEE X B iR

A “ssh -X" AIMEA—IREAM X RS BITENAREFRSEBHNLDEE,

MBFBBRGSITEIN “-X7, REBIFIZIZENA “/etc/ssh/sshd_config” XHHH “X11Forwarding”
®ER “yes”,

EARMEN EEE) X RS,

EARMETPITH— xterm,

BITES, 1B1T ssh(l) B3 5Ti2 i S HEE,

localname @ localhost $ ssh -q -X loginname@remotehost.domain
Password:

BEFIGS, ARBHRIET— X NARERF, W “gimp”,

loginname @ remotehost $ gimp &

EAFTERIAERRBIZRE X EFiRREL, HETERET — A UNIX 58 socket HITAMANER,

755 EEGENNEE X L

ERFRNE X R4k, FESEREZREGITNEN X KEWNE, Xa]ESERRERGE (130 1dm ) 124
g El, B SSH, REIAHYBERSTAEEIITENARERF RS BN — N ZEEE P i,




Debian & Fift 145/ 261

7.6 X &BORBIFENK

7£ 2002 &, A{1BI% T & 17 HR ¥4 37 B9 EEFontconfig 2.0 F B & FE B F K 1510). squeeze LA #Y Debian {# F
Fontconfig 2.0 #{TFAERE.

X BOR AR FIRZF R AR T

- RGN X RSB B[BIRNFERZITRE

- RIREIZID X11 FRRFE R BRAR X EFiRNARE T RERE.
- [RIaR9#%0 X11 FHRBRRE T X RS8R L.

- PR X EPRNFRIFRER

- R X RAXFBTIFEESRINGE (FINMIES ) NFAEFMAR (% 761 17, £ 762 THE 763 T ),
— Xft 2.0 EEMAK X A, FINRE GNOME, KDE F1# 8 FreeType 2.0 FEHLibreOffice B,

— FreeType 2.0 IRt FIAHIE LAY E.

— Fontconfig 77 Xft 2.0 B8R T FAAER O], BEES M fonts.conf(5),

- FTBER Xft 2.0 BIK X AR SER X ERY B IR X RSB [HITRIM.

- XJEZRY B BFMAiA0F0 glyph BMREMM X IRZBBNEIT X FEF .

nHEe RITE PR L

xfonts-utils V:35,1:598 | 415 X BORGFHEER

Iibxft2 V113, 1.722 | 122 XftBy, — N, ZEED 758 FreeType ZIARMIIELER X N
libfreetype6 V:434,1:994 | 920 FreeType 2.0 FRMIFE{LE

fontconfig V:404,1:849 | 542 Fontconfig B, —MBRANFREEE —ZFF _#H
Fonteonflg-confiiy s 1912 | 441 | Fontconfig By, —MEREFHHEEE—RELNIE

Table 7.4: 324} X @A F R R AR E
Re] MBI RO EERFREEERER.
- £ “xset q" BEFERD X11 FIREKZ

- A “fc-match” &% fontconfig FIFIREKIA
- A “fc-list” BEEFBTAM fontconfig FIK

BR

“The Penguin and Unicode” RIFH#IiA TN A X EO &K%, 7 http://lunifont.org/ PHIEEXHEBHT X
F Unicode . 32#F Unicode MG LA RERMLIEXER, B8 RZ%/BHH/FAIR (freel/libre/open source,
FLOSS) B{EZZHRY Unicode =] F3 4[],

7.6.1 ERiFA
HENFHERMREEMNEER,

« RFEFR (ROHRMBECTRILRET)
« RE/EEFR (SOMRMRCTRIRT)



https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/Xft
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/KDE
http://freetype.sourceforge.net/index.html
https://zh.wikipedia.org/wiki/LibreOffice
http://freetype.sourceforge.net/index.html
https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/Xft
https://zh.wikipedia.org/wiki/Xft
https://zh.wikipedia.org/wiki/XRender
https://zh.wikipedia.org/wiki/XRender
http://packages.debian.org/sid/xfonts-utils
http://qa.debian.org/popcon-graph.php?packages=xfonts-utils
http://packages.qa.debian.org/x/xfonts-utils.html
http://packages.debian.org/sid/libxft2
http://qa.debian.org/popcon-graph.php?packages=libxft2
http://packages.qa.debian.org/libx/libxft2.html
http://packages.debian.org/sid/libfreetype6
http://qa.debian.org/popcon-graph.php?packages=libfreetype6
http://packages.qa.debian.org/libf/libfreetype6.html
http://freetype.sourceforge.net/index.html
http://packages.debian.org/sid/fontconfig
http://qa.debian.org/popcon-graph.php?packages=fontconfig
http://packages.qa.debian.org/f/fontconfig.html
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/fontconfig-config
http://qa.debian.org/popcon-graph.php?packages=fontconfig-config
http://packages.qa.debian.org/f/fontconfig-config.html
https://zh.wikipedia.org/wiki/Fontconfig
http://unifont.org/iuc27/html/ICUPresentation.html
http://unifont.org/
https://zh.wikipedia.org/wiki/Free_and_open_source_software
https://zh.wikipedia.org/wiki/Free_and_open_source_software
https://zh.wikipedia.org/wiki/Computer_font
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BN =EFARRSREGERLE, MR E/EEF RN 4T BB,

Debian 2RI PEFREE BELER X11 pof mPFFAXH R, EHE “.pcf.g9z” XHBFHB.
Debian £ FRRY%E BFF R EH A T 1213,

« PostScript Type 1 FAXH, ERAE “.pfb” ( THHIFMAIME ) f “.afm” (FEIEHE ) XEBESE.
« TrueType ( 3 OpenType ) TR, BEFTHE “. ttf XEEHRB.

-l
OpenType = TEUL TrueType F1 PostScript Type 1,

THEF

FIRREE ATE N\ i FEEFR FRFIK FIRKIR
PostScript N/A N/A Helvetica Times Courier Adobe
. Nimbus . o
gsfonts 1:683 4439 | Nimbus Roman No9 | Nambus URW ( Adobe FREHIX
Sans L L Mono L N
Nimbus Nimbus Nimbus PostScript Type 1 F{R3z
gsfonts-x11 I:119 96 Sans L Eoman No9 Mono L 109 X K,
o _ Free : Free URW ¥ F& (Adobe &
t1-cyrillic 1:22 4884 Helvetian Free Times Courier BIAN)
ETIRITEVRI T4
Imodern 1:139 33270 | LMSans* | LMRoman* LMTypewriter%iz?;;sping. ;E (RES
Tex )

Table 7.5: 3MZ#Y PostScript Type 1 4K

N
DejaVu FETF Bitstream Vera Fi&, HWHEHHITTH 7.

7.6.2 HEFK
aptitude(8) B] LA BB{REZ ML B L ERFIA,

- BEREOREGBRYTIRMT “REE" - “Kib”

o EEREEHIFRE]AFER debtag IEMRIAXN KT FIREIE: “~Gmade-of: :data: font”

s ERHERMERA TEMNENRANRKTIESE BDF (LB ) FAKEIIFR: ~nxfonts-”

s ERHERMERA TEMNENRANKEE TrueType FIRBIIFR: "~nttf- |~nfonts-”
ERNEHFAERENSZMRE, ELEXF Debian BFME, o MEREZRINDZE—LEF WA TrueType FIK, 7T EELZ
TIE, B —EHENREE.

- mathematica-fonts

« fonts-mscorefonts-installer

ST HERIFBBRFRSRIFBEBRAANRMNG, RRFE—LEMIREL tueType FIK,



http://fontforge.sourceforge.net/pcf-format.html
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/OpenType
https://zh.wikipedia.org/wiki/OpenType
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Helvetica
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
http://packages.debian.org/sid/gsfonts
http://qa.debian.org/popcon-graph.php?packages=gsfonts
http://packages.qa.debian.org/g/gsfonts.html
http://www.math.utah.edu/~beebe/fonts/urw.html
http://packages.debian.org/sid/gsfonts-x11
http://qa.debian.org/popcon-graph.php?packages=gsfonts-x11
http://packages.qa.debian.org/g/gsfonts-x11.html
http://packages.debian.org/sid/t1-cyrillic
http://qa.debian.org/popcon-graph.php?packages=t1-cyrillic
http://packages.qa.debian.org/t/t1-cyrillic.html
http://packages.debian.org/sid/lmodern
http://qa.debian.org/popcon-graph.php?packages=lmodern
http://packages.qa.debian.org/l/lmodern.html
https://zh.wikipedia.org/wiki/PostScript
http://dejavu-fonts.org
http://www.gnome.org/fonts/
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HEF

FHRRGE MITE R i WELFR | FEFR | FHRXKRR
tth-mscorefonts- Times New | Courier AR ( Adobe REHIA
installer V:1,1:82 92 Arial V) (IXE%E non-free
Roman New *
#8iE)

. . _ Liberation | Liberation | Liberation | Liberation F{KINE (¥
fonts-liberation 1:562 2093 Sans Serif Mono WEEHAN)
fonts-freefont-ttf V:43,1:356 | 10750 | FreeSans FreeSerif FreeMono iNU HE T (X

BHIKRN)
. _ DejaVu DejaVu DejaVu &= J Unicode B9
fonts-dejavu 1:506 39 Sans Serif Sans Mono DejaVu, Bitstream Vera

%= J Unicode B
DejaVu, Bitstream Vera
(' sans, sans-bold. serif,
serif-bold, mono,
mono-bold )

&= J Unicode B3
DejaVu, Bitstream Vera
fonts-dejavu-extra 1:533 7217 | N/A N/A N/A ( oblique, italic,
bold-oblique, bold-italic,
condensed )

GNU Unifont, =8

V:278, 2954 DejaVu DejaVu DejaVu

fonts-dejavu-core 1:775 Sans Serif Sans Mono

. , . Unicode 5.1 B2 2 X
ttf-unifont [:23 17016 | N/A N/A unifont SEE (BMP) FFBH
RIFTENFFF
Table 7.6: ¥tRZAY TrueType FiK
7.6.3 CJIK Fik
TEHR—EFEXF CIK FHF HFIA,
FIRKEE HXZFRE AR F R B X FIREM
THiZ% gothic, IF v 7 hei, gothic dodum, gulim. gothic
FSEZ3 mincho, BHER song, ming batang

Table 7.7: CIK KRBT E AR R FIR LB X 117

& “VL PGothic” iX#HE “P’ MWERBMIEXN AT “VL Gothic” FREEEE RBRILLFIFIK,
HAMBF, Shift JIS BBBREET 7070 NEF, ENITE TERIFESZE,

« JIS X 0201 BFETFERN (191 MNEF, NBEAFHF)

« JIS X 0208 WETF (6879 MNER, XEBL2HFEF)

FREBEFEEN CJK ZARMNETEFSBEFHASLKLIENNERE, hTHNTXMERL, F8 “.hof” XEHRESR
B9 INF =PEF{R ( Hanzi Bitmap Font, HBF ) X #i&IT AEE T REFHHMVNEDTFHFHFIR,

AT THE TrueType FIRXEFMZ(E], AJLMERHEE “. ttc” XHRBEEHBM TrueType FIRES X,

AT EEE ZNRIBFIAZE, CID EA”%!PS-Adobe-3.0 Resource-CMap” FkH) CMap SX41E JgPostScriptZ
B FARMXEF. INVLFRVBAEEEN X ERE, E3ATF PDF HFRERANXGER L, (B8BF 772 1)



http://packages.debian.org/sid/ttf-mscorefonts-installer
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://qa.debian.org/popcon-graph.php?packages=ttf-mscorefonts-installer
http://packages.qa.debian.org/t/ttf-mscorefonts-installer.html
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/Courier_(typeface)
http://packages.debian.org/sid/fonts-liberation
http://qa.debian.org/popcon-graph.php?packages=fonts-liberation
http://packages.qa.debian.org/f/fonts-liberation.html
https://zh.wikipedia.org/wiki/Liberation_fonts
http://packages.debian.org/sid/fonts-freefont-ttf
http://qa.debian.org/popcon-graph.php?packages=fonts-freefont-ttf
http://packages.qa.debian.org/f/fonts-freefont-ttf.html
http://savannah.gnu.org/projects/freefont/
http://packages.debian.org/sid/fonts-dejavu
http://qa.debian.org/popcon-graph.php?packages=fonts-dejavu
http://packages.qa.debian.org/f/fonts-dejavu.html
http://dejavu-fonts.org
http://www.gnome.org/fonts/
http://packages.debian.org/sid/fonts-dejavu-core
http://qa.debian.org/popcon-graph.php?packages=fonts-dejavu-core
http://qa.debian.org/popcon-graph.php?packages=fonts-dejavu-core
http://packages.qa.debian.org/f/fonts-dejavu-core.html
http://dejavu-fonts.org
http://www.gnome.org/fonts/
http://packages.debian.org/sid/fonts-dejavu-extra
http://qa.debian.org/popcon-graph.php?packages=fonts-dejavu-extra
http://packages.qa.debian.org/f/fonts-dejavu-extra.html
http://dejavu-fonts.org
http://www.gnome.org/fonts/
http://packages.debian.org/sid/ttf-unifont
http://qa.debian.org/popcon-graph.php?packages=ttf-unifont
http://packages.qa.debian.org/t/ttf-unifont.html
http://Unifoundry.com
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/CJK_characters
https://zh.wikipedia.org/wiki/Shift_JIS
http://www.ibiblio.org/pub/packages/ccic/software/info/HBF-1.1/
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/PostScript
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R

¥t FHan unification, —%£Unicode4mt3 =& HEAEEBE T B S # 1L Hglyphs, EF RS ANTRKWEPRHH = ER

“U + 3001 TIS” 1 “U + 3002 REWTS" NEH

7~/ .fonts.conf 8" 8EM81L H AR ERE| BT #E,

NEESAEE, BEEHXHOFEHENMRER, PXANR

7.7 X NF

7.7.1 X R

TEHR—LEMAD/AMNA (LO 2 LibreOffice ),

i
LINES) mITE ;]EJ\,K il BB
Libreoffice-writey.,,q 1.477 | 31679 | LO R
Libreoffice-cald y.5) 1470 | 28669 | LO B FRIg
Libreoffice-impress g 1468 | 3799 | L.O SERNXAS
Libreoffice-base v.30; 1449 | 8930 | 1O WIBEEE

libreoffice-draw y 3,0 1469 | 9896 | LO

REEFFWER (LE)

libreoffice-math Vi322,1:474 | 1626 | LO

BEHRER NN RESR

abiword V:3,1:16 4749 | GNOME NER IR
gnumeric V:14,1:25 7737 | GNOME BFRIg

gimp V86, 1:491 | 17769 | GIK MEEFwERR (SE)
inkscape V:153,1:336 | 77572 | GNOME XEBF fWiEzs (LE)

dia V:20, 1:39 3916 | GTK Az AN B B Y iE aa
planner V:3, 1.7 1178 | GNOME MEEE
calligrawords V:0, I:8 5570 | KDE XFRERHEF
calligrasheets | Vi0,1:6 10789 | KDE B FRIg
calligrastage V0, .6 4833 | KDE RIS
calligraplan V:0, I:6 15222 | KDE MEEE

kexi V0, I:6 7475 | KDE BIEEEE

karbon V:0, 1.7 4187 | KDE FEERERER (LH)

Table 7.8: EAilifY X AN

7.7.2 XAMNHA

TEHR L3 ERETENEMTANA,

VAV
@ AT ik evince # okular f£/ Cmap #1E (5 763 %) KRE /R CIK PDF X #4, W

i
i}
;f

poppler-data 4B ( ZFIH non-free, EME 11.4.1 F),



https://zh.wikipedia.org/wiki/Han_unification
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/Glyph
http://packages.debian.org/sid/libreoffice-writer
http://qa.debian.org/popcon-graph.php?packages=libreoffice-writer
http://packages.qa.debian.org/libr/libreoffice-writer.html
http://packages.debian.org/sid/libreoffice-calc
http://qa.debian.org/popcon-graph.php?packages=libreoffice-calc
http://packages.qa.debian.org/libr/libreoffice-calc.html
http://packages.debian.org/sid/libreoffice-impress
http://qa.debian.org/popcon-graph.php?packages=libreoffice-impress
http://packages.qa.debian.org/libr/libreoffice-impress.html
http://packages.debian.org/sid/libreoffice-base
http://qa.debian.org/popcon-graph.php?packages=libreoffice-base
http://packages.qa.debian.org/libr/libreoffice-base.html
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/libreoffice-math
http://qa.debian.org/popcon-graph.php?packages=libreoffice-math
http://packages.qa.debian.org/libr/libreoffice-math.html
http://packages.debian.org/sid/abiword
http://qa.debian.org/popcon-graph.php?packages=abiword
http://packages.qa.debian.org/a/abiword.html
http://packages.debian.org/sid/gnumeric
http://qa.debian.org/popcon-graph.php?packages=gnumeric
http://packages.qa.debian.org/g/gnumeric.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
http://packages.qa.debian.org/i/inkscape.html
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
http://packages.qa.debian.org/d/dia.html
http://packages.debian.org/sid/planner
http://qa.debian.org/popcon-graph.php?packages=planner
http://packages.qa.debian.org/p/planner.html
http://packages.debian.org/sid/calligrawords
http://qa.debian.org/popcon-graph.php?packages=calligrawords
http://packages.qa.debian.org/c/calligrawords.html
http://packages.debian.org/sid/calligrasheets
http://qa.debian.org/popcon-graph.php?packages=calligrasheets
http://packages.qa.debian.org/c/calligrasheets.html
http://packages.debian.org/sid/calligrastage
http://qa.debian.org/popcon-graph.php?packages=calligrastage
http://packages.qa.debian.org/c/calligrastage.html
http://packages.debian.org/sid/calligraplan
http://qa.debian.org/popcon-graph.php?packages=calligraplan
http://packages.qa.debian.org/c/calligraplan.html
http://packages.debian.org/sid/kexi
http://qa.debian.org/popcon-graph.php?packages=kexi
http://packages.qa.debian.org/k/kexi.html
http://packages.debian.org/sid/karbon
http://qa.debian.org/popcon-graph.php?packages=karbon
http://packages.qa.debian.org/k/karbon.html
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i
RHEa RITE BXRK | £R 15EA

1\
evince V:176, 1:401 | 1466 | GNOME XHg (pdf) Hi%Es
okular V:74,1:123 | 13100 | KDE XS (pdf ) HEES
calibre V7, 1:40 51519 | KDE B RRRENEER
fbreader V2, 117 3035 | GIK BT PBAEeR
evolution V:40,1:270 | 449 GNOME NAEEBE (HAEARKTETHE)
kontact V2, 121 2047 | KDE NAEEBE (HAENKFETHE)
scribus V5, 1:28 19090 | KDE RE DI 5 niE 28
glabels V-0, I'5 1385 | GNOME EmiE s
gnucash V4,114 9664 | GNOME PARTT
homebank V0, I:3 895 GTK PMAETT
kmymoney V:0, 1:3 12342 | KDE TART
shotwell V:19,1:205 | 6635 | GTK WA R EIEER
xsane V:20, ;192 | 909 GTK ESEEINEEY

Table 7.9: EAiliAF9SE AN A

pES =1

YNR7E GNOME REIMEAFRBHEMNMINGERRYE, BALEMI scribus (KDE) XFMNRHBRTE R AER
B, ERRTRITSINEESIIRGE, ZRERIIREEEL

7.8 X HisE

7.8.1 EINLHR

(EFARAREY 3 MREREIT X EER X RENEUR (BIFE 144 ),

BR
Shift-Insert &E[EF B HRIFPHE,

0 ‘
LY ESO) RITE BX | ER i)z

1\
xsel Vi1, 44 51 X X ZEFNGSTEO
xclip V:8,1:39 55 X X ZENGLTEO

Table 7.10: EflifY X EFEF

MK EMEIFE (GNOME, KDE:--- ) RETABRNEMRAZZR TEHI., S8FMW, EMERRRZRIXRE
f## (CTRL-X., CRTL-C #1 CTRL-V ),

7.8.2 X FREEFE IR HRET

xmodmap(1) & X & A &GP FRERBEMBRIRHEI TR, } 7 3X15 keycode, {REEE X BT xev(l) FHE T
3N IR, A T 5K 15 keysym IS X IREEEE"/usr/include/X11/keysymdef . h”" X4 ( x11lproto-core-dev
W ) F MACRO MIE N, XHEHRFEN “#define” BAIGEHARRLA “XK_" FFk, /58 keysym &B#F,



http://packages.debian.org/sid/evince
http://qa.debian.org/popcon-graph.php?packages=evince
http://packages.qa.debian.org/e/evince.html
http://packages.debian.org/sid/okular
http://qa.debian.org/popcon-graph.php?packages=okular
http://packages.qa.debian.org/o/okular.html
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
http://packages.qa.debian.org/c/calibre.html
http://packages.debian.org/sid/fbreader
http://qa.debian.org/popcon-graph.php?packages=fbreader
http://packages.qa.debian.org/f/fbreader.html
http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/kontact
http://qa.debian.org/popcon-graph.php?packages=kontact
http://packages.qa.debian.org/k/kontact.html
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
http://packages.qa.debian.org/s/scribus.html
http://packages.debian.org/sid/glabels
http://qa.debian.org/popcon-graph.php?packages=glabels
http://packages.qa.debian.org/g/glabels.html
http://packages.debian.org/sid/gnucash
http://qa.debian.org/popcon-graph.php?packages=gnucash
http://packages.qa.debian.org/g/gnucash.html
http://packages.debian.org/sid/homebank
http://qa.debian.org/popcon-graph.php?packages=homebank
http://packages.qa.debian.org/h/homebank.html
http://packages.debian.org/sid/kmymoney
http://qa.debian.org/popcon-graph.php?packages=kmymoney
http://packages.qa.debian.org/k/kmymoney.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/xsel
http://qa.debian.org/popcon-graph.php?packages=xsel
http://packages.qa.debian.org/x/xsel.html
http://packages.debian.org/sid/xclip
http://qa.debian.org/popcon-graph.php?packages=xclip
http://packages.qa.debian.org/x/xclip.html
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7.8.3 HAH) X B iR

RBBEHRN X EFPIWIEF, B0 xterm(1), PJCAR—EIREMNGSITRIRE, AMEBEEXN FHRMER.

EATRER X ZEBIBEREETCIIIIM, REZIAN X FTRREFE “/etc/X11/Xresources/*” H, NMFAEK
A X FJBRTFE “/etc/X11/app-defaults/*” H, {FRAXLIZEFERES,

“~/.Xresources” XHHARRFAFPZRIZE, INMXUEERNSENEHEBIAN X BF, BEOILIRE
FEEIIEN, FATIGSEENSHRIBURES,

$ xrdb -merge ~/.Xresources

£ x(7) #1 xrdb(1).

7.8.4 X ZiIRIRIIES——xterm

7E http:/dickey.his.com/xterm/xterm.faq.html 5] A T ## 2l < F xterm(1) B—tIEE.

7.8.5 LA rootisiT X X%

5 A=

@ AEBEIEEREE (F70 gdm3) BRTRAFRMEA root R root BB X BR/FIEEERR, AR
XEALZ2H), BMEMITEHITEIEREME, B root BITEN X BMBINARARZ M, YRS ZER
RETRERANFREIIK S, FIAIEEHAFKS,

ST —MEHE X B (BIAE “Foo” BUS root PR ) BIRIE 7545 2 FEIPHEER sudo(8) %,
$ sudo foo &

$ sudo -s
# foo &

$ ssh -X root@localhost
# foo &

@ VIR

AT ZBM G EEIFER ssh(l) RIREFRIR,

ATEX BEFimEET X RS, HEBUTILR,

- IBEAF “$XAUTHORITY” F1 “$DISPLAY” IMETEMEMNTE FILFEF.
« “SXAUTHORITY” BT BAERIEEIIX M AP ElE,



http://dickey.his.com/xterm/xterm.faq.html
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Chapter 8

FRACAN A (L

H

— M NMARER ZESE M17N) SIAIES 25, @i 2 M ERTTM,

« EFRME (118N): E—PMRHEEB LIRS MESIME.
« ARHIE (L10ON): E—PIREGE—MIENESIMER,

BR
7£ multilingualization ( ZiE51t ). internationalization ( EPFR{t ) 0 localization ( &bt ) F, & 17, 18, 8 10 4
FEE "M F'n”, " F0'n”, 31" F0°n” HE), EAMEMZRRA M17N, 118N F L10N.

GNOME #1 KDE EMRRH RSB, 1 1BidIE UTF-8 BUBRSLHERRY, FHiBid gettext(1) Z2MIRHENFE
BRAMMA, BIXES BRI ACRAEEREN], BHMERZTERER, BILAERNIMEEEIREES
EESIMERNAL,

RERMNNAIBRIRGER ASCH, EALT 127 MNFF (B 7 IRR), INRIEBEB T, AT HATERCE
BE2FR, MIERBETESFAEBLESE. MKANBMNRFEEBRAR UTF-8, SrUEBEALFRMN/LEREFRH (5
M 8.4.1 ).

MTHESN i18n NEE.

B A LR HEC B R IR B RE ST IS EPR LR 1,

oy

SEET 2013 F£4 %M Debian 7.0 (Wheezy) ‘REH), FIUAERBIEATEIEM,

8.1 HEEiA

Debian R4 0] AR keyboard-configuration #1 console-setup R EERE S MNEMLBETB,

# dpkg-reconfigure keyboard-configuration
# dpkg-reconfigure console-setup

XIGEE Linux IZHI M X BOMEE, HEH"“/etc/default/keyboard”#1“/etc/default/console-setup”
PHEESH, Xte]UAREE Linux ZH8HFR,

WZIE ASCII FF, BETSHNESERNETFN, JAER R, AlGr # T A5H# KA.
WFIMES, (MEEERERMMAIESS, FIITEHFERIERN Bus,



https://zh.wikipedia.org/wiki/Internationalization_and_localization
https://zh.wikipedia.org/wiki/UTF-8
https://www.debian.org/doc/manuals/intro-i18n/
https://zh.wikipedia.org/wiki/Dead_key
https://en.wikipedia.org/wiki/AltGr_key
https://zh.wikipedia.org/wiki/Compose_key
https://zh.wikipedia.org/wiki/Input_method
https://zh.wikipedia.org/wiki/Intelligent_Input_Bus
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8.1.1 IBus Z#FHVMINE

WAZMESEINAEFAIERZNT:
' RiFAfERF

N

|
| |
+-> Linux W% -> #AE -> Gtk, Qt. =X X

B im-config M IBus RIEAVERHEEL R AR 2110 Debian ZRAEI ZIEMAVEA. TEIIE T —L IBus RHEE,

LRI RITE XN | ZHBESTIE

ibus V6, 1.9 45177 | {EF dbus B9 A B NAESE
ibus-mozc V:0, I:2 927 HX

ibus-anthy V:1,1:2 8450 | @E

ibus-kkc V:0, 1:0 205 EE

ibus-skk V:0, 1:0 234 Bk

ibus-pinyin V0, I'1 1425 | XX (zh_CN)
ibus-chewing V:0, I:0 400 A3 (zh_TW)

ibus-hangul V:0, I:1 214 25

ibus-table V0, I:1 908 [Bus =5| 2

ibus-table-thai I:0 45 =X

ibus-unikey V:0, I:0 256 s

ibus-m17n V:0, 1:0 121 ZiE5: HEE. MAEENEE

Table 8.1: IBus Sz A%

kinput2 73 VA E EA IR FII M2 B AR IBTF7E, EREFEIAR UTF-8 X IMEHRER, SCIM # uim TR
HEATIMAR UTF-8 X IMETHEFMLBAENRIBITG A,

8.1.2 —/1HiEMEIF
B AMERIBEIE (Pen_US.UTF-8”) FEINANEAEIEEEA. TESE GNOME3 F{EM IBus FiA:

1. REANBNERES ibus-anthy , L& im-config &H#EEFHREE.
2. MEF Shell FH1T7im-config”, AFEEE ibus” FERBINE.

3. #E$E Settings” — “Keyboard” — ”Input Sources” — f£”Input Sources” FHEET;”+” - ”Japanese” — Japanese (anthy)”,
RIEBE"Add”.

4. ®F BB R0 AIZHEERE, MAREFNER, (FrRIERESHAAR)
5. ENERAPIKF,,

6. {EH”im-config” WRIFRE.

7. BRET GUI TEREN, RBRAR.

8. {#F SUPER-SPACE TR &R RIMI N Z B3 1Tt]]#%. (SUPER ##i8 % & Windows ##.)
BHEEUTFILS,

« im-config(8) MR &S M root I PR ITHRMSBEFAARE,
* im-config(8) itREMBMNEE LR REKIANTMAZTER - T
- BPREEEAD im-config(8) BMIAS IR, LARERMEEL,



https://zh.wikipedia.org/wiki/Intelligent_Input_Bus
http://packages.debian.org/sid/ibus
http://qa.debian.org/popcon-graph.php?packages=ibus
http://packages.qa.debian.org/i/ibus.html
http://packages.debian.org/sid/ibus-mozc
http://qa.debian.org/popcon-graph.php?packages=ibus-mozc
http://packages.qa.debian.org/i/ibus-mozc.html
http://packages.debian.org/sid/ibus-anthy
http://qa.debian.org/popcon-graph.php?packages=ibus-anthy
http://packages.qa.debian.org/i/ibus-anthy.html
http://packages.debian.org/sid/ibus-kkc
http://qa.debian.org/popcon-graph.php?packages=ibus-kkc
http://packages.qa.debian.org/i/ibus-kkc.html
http://packages.debian.org/sid/ibus-skk
http://qa.debian.org/popcon-graph.php?packages=ibus-skk
http://packages.qa.debian.org/i/ibus-skk.html
http://packages.debian.org/sid/ibus-pinyin
http://qa.debian.org/popcon-graph.php?packages=ibus-pinyin
http://packages.qa.debian.org/i/ibus-pinyin.html
http://packages.debian.org/sid/ibus-chewing
http://qa.debian.org/popcon-graph.php?packages=ibus-chewing
http://packages.qa.debian.org/i/ibus-chewing.html
http://packages.debian.org/sid/ibus-hangul
http://qa.debian.org/popcon-graph.php?packages=ibus-hangul
http://packages.qa.debian.org/i/ibus-hangul.html
http://packages.debian.org/sid/ibus-table
http://qa.debian.org/popcon-graph.php?packages=ibus-table
http://packages.qa.debian.org/i/ibus-table.html
http://packages.debian.org/sid/ibus-table-thai
http://qa.debian.org/popcon-graph.php?packages=ibus-table-thai
http://packages.qa.debian.org/i/ibus-table-thai.html
http://packages.debian.org/sid/ibus-unikey
http://qa.debian.org/popcon-graph.php?packages=ibus-unikey
http://packages.qa.debian.org/i/ibus-unikey.html
http://packages.debian.org/sid/ibus-m17n
http://qa.debian.org/popcon-graph.php?packages=ibus-m17n
http://packages.qa.debian.org/i/ibus-m17n.html
https://zh.wikipedia.org/wiki/Input_method
https://zh.wikipedia.org/wiki/Smart_Common_Input_Method
https://zh.wikipedia.org/wiki/Uim
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8.1.3 EZRHMANZ

WMRIFAARIET XIM (X FHERIIIE] ) KFTEA, R UERHIEFRYE “$XMODIFIERS” HI{EIRE “none”,
XEJRES B IX MBS, RAETE emacs(1) FER A3 A EAIZHE egg BIIYEEH ibus, fREJBAM shell FHITIN T A<,
$ XMODIFIERS=none emacs

¥ T 8% Debian ZERITHSES, BIRIE “/usr/share/doc/menu/html” HIBRETSEESH “/etc/menu/”
B E.

8.2 B

Linux £ & REERBRNFN, ((REERERSHKRILIRIER, 130 jfbterm(1), AMAEIE X 25 & H 2 RIERKMN

ES. )
REFENTFTERIETFE X B0 BT UTF-8 HBERMEEFN., (X BORREBEFIFREFHREERD, X
Wt A R 2IERRRY )

8.3 FRIMEFREERILXNFR

ARTIBSMET, HELGH., FRFFNARRFHESERGLMAMEMNEFERS, IHESSELIRHTHHEY]
AEES% (S0 Unicode FRiEMTR #11 ),

O] A LRI X AN ) 2 :
- gnome-terminal: 4Rig - ENEI - EEXH - RwiE - REM - BEBRXHNFN - F
 ncurses: IREELE export NCURSES_NO_UTF8_ACS=0,

8.4 ESIME
THESNAEM ¢dm3(1) Boifd X EOME T EITHNAREFMESIRE,

8.4.1 #mEORYEMLZIIN
BT E “LANG=xx_YY.ZzZZ" BiESIMEIRE HIESHRE “xx”. ERNKB “YY” FgweE “zzzz” (80%F 1.5.2
REDN

IL7ERY Debian ZAE—ARIFIESIMEIEE R “LANG=XX_YY.UTF-8", XEAFEAEH Unicode FIFEHN UTF-8 4753,
UTF-8 RIBRAARZSFTHMRBALH B SMERAEMNERE, ASCIHIE (REE7T 7 M Z#HIKE ) R2EEM
UTF-8 8 ( BNF/ER 1 4NFDT ),

ZHIHY Debian RALZIFIESIMEIRE R “LANG=C” 3§ “LANG=xx_YY” (&8 “.UTF-8"),
« “LANG=C” B} “LANG=POSIX” {#H ASCII FFE&E,
« “LANG=xx_YY” {#F Unix BWIERRE RS,

“LANG=xx_YY" FH{ERIMBINERREB RS ET “/usr/share/i18n/SUPPORTED” K#ik, Ba0, “en_us”
{#A “1S0-8859-1" 4/AG, “fr_FR@euro” {EA “IS0-8859-15" 4RiZ,

R’
wWEENSY, BRR 11.2,



http://unicode.org/reports/tr11/
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
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8.4.2 UTF-8 iEZS I ENENFIE
Unicode FAFETTLAFM 0 | 10FFFF ( +<34 ) SEEMNBERERNLERBEALEHNNFS, EHNEREVEE
21 i,

N ARG F %t UTE-8 4% Unicode B B BRI — NS IERY 8 MIEUER, F3RE ASCII FZUELIER L, UTF R7R Unicode
1E1& =, ( Unicode Transformation Format ),

BEIERWEEER UTF-8 55 M8, Ul “LANG=zh_CN.UTF-8", ESIMEMNE—TNRE THHEEFTER
ISR, B8N, “LANG=fr_FR.UTF-8" iBSIME T gedit(l) (GNOME RSEIIXALwIESE ), HPRHEZEERN,
BERERRAENFERMMNE T A B RAGRE P X F X ARIIE,

BIABINREA “SLANG” MBTERIZRBESIHE, FSBEBEE UTF-8 BEmMMETIREE RN “Lc_*" TEAHS
B 4tFa (S0 locale(1) ),

B X A thr] gEE B IE ASCII FF, FIUNMMEMZESRS|SE ASCI REAR] B/,

“WEISHIXA" FIE “IN5|SH) ASCII”

'HE|EMXA’ FIE ‘HE5|SHY ASCII’

il ASCII X ARG UTE-8 [5, ESEBE5REAREMEMNATIIAR/N, FEILER UTF-8 ESMEHAAE
EE T o/

—LEFRE PSR BN RRERES NIRRT, XRENENTATEREMNL, MEARZRER UTF-32(UCS4) 3R3ZF5 Unicode,
FEHE MR TIESIMEEN ASCI FRHAEHZER 4 1MNFT., B, £ UTF-8 IESIMEANREMRIRK
4.

HNEEERIBRYIE UTF-8 G R AE—LEFF LEEERNMEBANRE, I SERERNFR, MERT
UTF-8 ZARIMNRIERAEER LRI THRID PR,

8.43 EESMIEMEHRE

ATERZRABRFEENBSHE, DITNBENRBIBEERFZIENESMEHIE, (Debian RAARTFENE
RARIFNIRIESINE, MRIEMEE locales-all RHEE, ) IZHNTRIFESHIENTEBINRAUT
“/usr/share/i18n/SUPPORTED” , EFIH T B AMNESHMERM, TIHSINHERIFM ZHHFE AL
FrEr] Bl UTE-8 i3S B,

$ locale -a | grep utf8

TIHHRESEEFHAEE locales IRHEE,

# dpkg-reconfigure locales
ZIEEE 3N TR,
1. EFTAMIESIMREYIR
2. BERwEAHTHHIFN
3. £ “/etc/default/locale” IREBERAEIAMIBESIFEEL PAM FH (S05F 45 1)

STAMBESINETIRMNZES “en_US.UTF-8" FMFTBMRBNEBITFE “UTF-8" MIiES.

WFEXKE, HERIANESIMER “en_US.UTF-8", WFHEIES, BWRMENESIMESHE “UTF-8", X
Loig B R E — MR e IR E M E IR F Y.

=z
R

SRBESMRIRERN “C" 2EMAENRE, EERLIE ASCI F4,



https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
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8.44 “$LANG” IMIETEME
“$LANG” MMEBETEMERITFSNAEFIZEMNE,

« login(1) #9 PAM #Hl# ALt Linux =6 B IEF#1T T RYVIMNEE

- BREIERA PAM NI BRI X IEFEIT T RYIIRE

- ssh(1) 9 PAM ¥l RiZf2IZHI B2 Fi#1T T RYIAIRE

- —LRREEEE, AW gdm3(l) SAME X BFHTIRE

. BT “~/.xsessionrc”, X RIEBMNEBELAAME X EFHTIZE
- shell 35085, #IE0 “~/.bashrc”, EHMBEEHSEFNTIRE

"R
BARZEINBESINREIZEN “en_US.UTF-8" BEBRERAMNREM,

8.45 RATXEBHOMFEIBSIME
(REINE FEBHERERAT X BONBEESIME, MASROALKER PAM 6 (BIF 45 T) WIHIAES
781

XAPMREEBAMRRMHKFNKERE, FFRIFRE, BEXBOREALF, Re]AiLRIHERAEEEMSINEE
FHLR, XN TEAIES DFN (WPX, BIEMNHIE) HESRIRZLANTLH,

=
NE X REEERGE I ERERS M ANGZE, BEHIRTEMNABERREESMENERNEM”ITE,
$F gdm3(1), FANFLEREEBETERRERIERE X FEFIESINE,

£ PAM EEEXH P TEXITEX TIESIMRENXHE, B9 “/etc/pam.d/gdm3”,

auth required pam_env.so read_env=1 envfile=/etc/default/locale
X 1TORAL FEABE,
auth required pam_env.so read_env=1 envfile=/etc/default/locale-x

WFH, By —MEFE “-rw-r--r-- 1 root root” tXPRAY “/etc/default/locale-x" X, H#EETHE
X1T,
LANG="zh_CN.UTF-8"

REHAFEERRFEMNZIA “/etc/default/locale” XHETEIXIT.
LANG="en_US.UTF-8"

XREMESIMERBANKA, FHERE gdm3(1) RERRBERIHEER AL,
WFZIERN S —FEERFERER “~/ . xsessionrc” XHRQPTZIESHIE,
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8.4.6 N{4HRYmIL

WFEBEFEENBIRRR (BRE 10.1.7 ), (REEERNANRIGEHERE. #40MF, NMERIEDR, mount(8)
{RRi% vfat XHFZR L R CP437. (RFEBL X R IRMIFIAMIEHIZTIRERUTE-8 2 CP932.

B
£ GNOME ZEFIMAREIME TR, HEMNEH MR U 28, FOTRHISENERED, fEHEE LR
Eltr, mi"Drive”, "Setting”, i A”utf8” Z"Mount options:”. HiX4 U BT XIE#AT, UTF-8 #inJAT,

JES =N
MRIFEAR—NRE, HENERIIE UTF-8 RAETBME, IF ASCI FAFRIX 4R BITF2EAEIRN 1ISO-8859-1
8 eucJP RwiE. BEIKI AR T EEMA1EHRE] UTF-8. 2N0% 11.1 7.

EEIANB R T, Samba ¥ HHYZ F i (Windows NT, 200x, XP) {£F Unicode, {EXZHIZ Fis (DOS F1 Windows 9x/Me)
{883 CP850. RJLATE”/etc/samba/smb.conf” X4 EMH, {#MA”dos charset” R LTEE PRI MNERIAGRID, LE
ik, CP932 ‘A HIE,

8.4.7 Ai{L{ZEFIEMEH

7E Debian R4 B RIIF S HIX RS EGEIEEE, LLNERES. WMEREFRE. ZRMFMTI, GNU gettext(1)
HOTEMRRBNEEIMNEHTE,

aptitude(8) B, ”Tasks” — ”Localization” {2ft— NG RN #EIBY IR, AR AEFIEMNALSSFEMEIZX

o

ZHA4NGF, (REJBALE manpages-<LANG> BLRIX1FA MY, man FHMITER. K”/usr/share/man/it/” FKizEY
<programname> = AF/1EHY man FHMT, 1T T EHVRIE,

LANG=it_IT.UTF-8 man <programname>

8.4.8 1ESIMEHIRND

sort(1) FFHEF, SESMENEMN. Y EFZIEESIMEHIF AR —#6,

1s(1) BB HAR N ZIESIMERM. "LANG=C 1s -1” F”LANG=en_US.UTF-8” HHHEIRKXBAR—HH (BNE 9.25
).

AEHESIMRENBFIR=A—H#. tEilid, RIBIESMEDR, —FTS—87R771,000.1”, MERZEESHER EE
~A71.000,1”. fRE]AER FRIEEFEREEXIMARE,



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/Code_page_437
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Samba_(software)
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Gettext
https://zh.wikipedia.org/wiki/Gettext
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Chapter 9

AIRIT

X8, MARREMNERRRNESRIT, KEDEEHEERIF,

9.1 screen IEF

$HET A e] ST S S AE A RNE IR ENRIAMNITMES, screen(l) R—NMEEBRNIER, FANEIF]HRTRIK
HERE,

wER mITE KV | 5ER
screen V:192,1:292 | 988 VT100/ANSI ZimiRHlzHEE 8 ANEiR
tmux V:29, T:113 673 LIRS ANEESE (FH “Control-B” X&)

Table 9.1: Z#5P] FRB M LREZMITZFIIR

9.1.1 screen(l) H{EAIF=

Eri%en(l) NMEAF—MNRIFE QBT MNHERE, EARIFIEIE shell HIEZIFHBTMIERE. XBER —MNHAM screen(1) {EF
=
1. BRE—MEIENEE.
2. ERAMEHIA E/RD) screen,
3. {EH AA ¢ ("Control-A” #&”c”) £ screen FEIEMEONITS MERF.
4. ¥ MA n ("Control-A” & "n”) RIES /) screen & [a15%1#k.
5. /A, MEEBARILR, BMABREEEMMNIE, MXLETIFEEEERRE,
6. fRE] LBEIEFI AN E screen &1iE,
o BRI RISk
« #A M d ("Control-A” 1EE7d”) HF T NEREFREER
« 3\ NA DD ("Control-A” #%&”DD”) 538 screen FiEHER
7. (REMERBIE —MIZEEN (BIENARERILG ),

8. {EM”screen -r” 35l screen.



http://packages.debian.org/sid/screen
http://qa.debian.org/popcon-graph.php?packages=screen
http://packages.qa.debian.org/s/screen.html
http://packages.debian.org/sid/tmux
http://qa.debian.org/popcon-graph.php?packages=tmux
http://packages.qa.debian.org/t/tmux.html
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9. screen BARRAIEFMI _EARIFTER screen BOFFBEINGITIIIER.

R’

W FRSHERBITHRIIMNEIERE, (RRIBUEE screen T&EEESEA, NAMRE]UTEMEZRIE—MEFRdrE

B1T, HEHERRERNERNLE,

9.1.2 screen H<HEEITE

£ screen SRR, KR THSRBIMFEREMANESH A XRHAEO, screen FIEmSKER BT A

("Control-A”) JHE/ME [MMEFISE] RiaA. IEE - LEENGLRBFEICE.

A

B4 EINRE 1BH

AA 2 EREBER (ERERNTE)

AA C EIE— R E OHIBRINZE O
AA N v —1&E0O

AA P ZE—1&EH

AA O Eo=&E0

AA 1 1sS®E0

AA W ErEnIER

AA a FEREEWMALRZE Cul-A Z[HaiE0
AA h ESpiE ONEEINSE— N XXHF
AA H FHIR/FER SRR 12X HFRICR
A X BiE L n (BRI

AA d MRiw{H B screen R1&

AA DD 8 screen RIEHELE R

Table 9.2: screen $E48E 13+

TS M screen(l).

9.2 HEICEMER

9.2.1 HEFEASTIF#HIE (daemon)
WZIEFE”/var/log/” BR FNIEREANINES.

. RBEEEBEETIPHTE (daemon ) : rsyslogd(8)

9.2.2 HEMNM

XERIFEMHES G ("~Gsecurity: :log-analyzer” 7 aptitude(8) ).

e
=

CRM114 RHBESHEMREEMIIREE, AT TRE ENRARNE . EXEANIRMAHTIRBEIRER, Ethaess

BTBRES .



http://crm114.sourceforge.net/
http://www.laurikari.net/tre/
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eSS TE KV | 5HER

Togwatch V:18,1:20 2214 | A Perl EMHER ARG, BHIHRIT
fail2ban V:102,1:113 | 1735 | ZEEEM S MAIEREIRR P

analog V4, 1:123 3529 | web fR5538 El:uﬁ’FFr

awstats Vi1, 119 6799 | BAFEEEMER web lRSZFHE DM

sarg V5, I:5 429 R squid PIRE

pflogsumm V:1, I:4 111 Postfix H&5H

syslog-summary | V:1,1:4 30 B syslog HEXHRE

fwlogwatch V:0, 1:0 474 P XIEEHE R IR

squidview V0, I:1 189 BEMSH squ1d access.log X

swatch V:0, 1:0 100 BIENREAN, S=MRENHEXHFESSE
crmil4 V:0, 1.0 1099 Controllable Regex Mutilator FI5R IR HBET i (CRM114)
icmpinfo V:0, I:0 39 R ICMP 5B

Table 9.3: B HEPTIRLETIR
9.2.3 ;EMIRIICE shell ;&Df

BIERHER script(1) (BWEE 1.49 7)) iEK shell ENRFTE—NEERIFHFIINXG, XLEEFFRFRI AR FENT
=, {FH col(l) FH,

$ script

Script started, file is typescript

L3R /E----- 3% Ctr1-DBH script.

$ col -bx <typescript >cleanedfile
$ vim cleanedfile

WNRFEE script (Fl¥0: 7 initramfs BRYFNTTES ), FAIMERATEMNS AR
$ sh -1 2>&1 | tee typescript

N
& gnome-terminal Z2£M x-terminal-emulator HEERSIER, (RIIFEEENITE PRARNRESR,

N
{RE]CAEFE screen(l) #1"AA H™ (BILE 9.1.2 1) Ri#HITERHIGIER,

R’
{RETLAfE A emacs(1) FI'M-x shell”, "M-x eshell”, E{’'M-x term’ RH#ITIEHIAIER, RIEFFILAMER"C-x
C-w" BEANSRINXMH,

9.2.4 TEHINAHEHNER

REFIGN more(1) F0 less(1) iX #0953 T2

(BH% 145 %) MIATERMBANBEXTE (8% 11.1.8 77)
AURRIB B RXAKIE, EERANRER (S1%

£ 146 T) RARRN 1, BrIEHMRES.

N
WF vim(1) FIEM S TR BIA view(l), “:set hls” sJLABRAERIER,



http://packages.debian.org/sid/logwatch
http://qa.debian.org/popcon-graph.php?packages=logwatch
http://packages.qa.debian.org/l/logwatch.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/analog
http://qa.debian.org/popcon-graph.php?packages=analog
http://packages.qa.debian.org/a/analog.html
http://packages.debian.org/sid/awstats
http://qa.debian.org/popcon-graph.php?packages=awstats
http://packages.qa.debian.org/a/awstats.html
http://packages.debian.org/sid/sarg
http://qa.debian.org/popcon-graph.php?packages=sarg
http://packages.qa.debian.org/s/sarg.html
http://packages.debian.org/sid/pflogsumm
http://qa.debian.org/popcon-graph.php?packages=pflogsumm
http://packages.qa.debian.org/p/pflogsumm.html
http://packages.debian.org/sid/syslog-summary
http://qa.debian.org/popcon-graph.php?packages=syslog-summary
http://packages.qa.debian.org/s/syslog-summary.html
http://packages.debian.org/sid/fwlogwatch
http://qa.debian.org/popcon-graph.php?packages=fwlogwatch
http://packages.qa.debian.org/f/fwlogwatch.html
http://packages.debian.org/sid/squidview
http://qa.debian.org/popcon-graph.php?packages=squidview
http://packages.qa.debian.org/s/squidview.html
http://packages.debian.org/sid/swatch
http://qa.debian.org/popcon-graph.php?packages=swatch
http://packages.qa.debian.org/s/swatch.html
http://packages.debian.org/sid/crm114
http://qa.debian.org/popcon-graph.php?packages=crm114
http://packages.qa.debian.org/c/crm114.html
http://packages.debian.org/sid/icmpinfo
http://qa.debian.org/popcon-graph.php?packages=icmpinfo
http://packages.qa.debian.org/i/icmpinfo.html
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9.2.5 TEHIREFBENER
“ls -1" 'néri/v\gkl}\ﬂ'jﬁ'ﬂﬂj$uEHH_LLZI'$§THXI*:_F'L|:_§H&§(*ﬁ?&ﬂ"ﬂﬁ’gm% 1.2.6 7). “$LANG” TEBWEFLE
=, {E £ “SLC_TIME” TEBE,

BMESWELRMEIARRBNEURTF{ERR C fREERRRA (1ibce RMAEL), R, AREHY Debian £1T
FRBERERIRRIAE S,

MRFENEEEXBHIES TiﬂE'JE'J‘IEﬂﬂEIHH_LLm*%T {RROZEE “--time-style” S8 “$TIME_STYLE”
HMERIZEREHRE (2M 1s(1). date(1). “info coreutils ’ls invocation’”),

A (el tF 1B BSINE SEEEE: RS
iso EE 01-19 00:15
Tong-iso EE 2009-01-19 00:15
. 2009-01-19 00:15:16.000000000
full-iso ERCNE] +0900
BEINR C Jan 19 00:15
BEINE en_US.UTF-8 Jan 19 00:15
BEWIR es_ES.UTF-8 ene 19 00:15
+%d . %m. %y %H :%M EE 19.01.09 00:15
+%d . %b . %Yy %H:%M C3k en_US.UTF-8 19.Jan.09 00:15
+%d . %b . %y %H : %M es_ES.UTF-8 19.ene.09 00:15

Table 9.4: wheezy A “1s -1" &< BfE1F0H HAHY B RRHA]

TN
R AERGL A RLNBREDSITHRHAKMEIR, Fl0 “alias 1s='1s --time-style=+%d.%m.%y\
%H:%M'” (BWE 159 1),

B
ISO 8601 EIEIXLE iso 1&=.,

9.2.6 shell # echo HIEIta

REBSELALLLURAY shell FR echo BEASfEF] ANSI ¥ N FRRERENE (£M“/usr/share/doc/xterm/ctlseqs. txt.gz"
ZIX T IIEIF

$ RED=$(printf "\x1b[31m”")

$ NORMAL=$(printf “\x1b[6Om")

$ REVERSE=$(printf ”“\x1b[7m")

$ echo ”${RED}RED-TEXT${NORMAL} ${REVERSE}REVERSE-TEXT${NORMAL}"

9.2.7 BHEHRIMNGS

EREAMWMET, SHmbTae, RN EmSrMHTERERN, BER -~/ . bashrc” EIMAT FTERE.

if [ "$TERM” !'= "dumb” ]; then
eval "‘dircolors -b‘”
alias 1ls='ls --color=always’
alias 11='1s --color=always -1’
alias la='ls --color=always -A’



https://zh.wikipedia.org/wiki/ISO_8601
https://zh.wikipedia.org/wiki/转义序列
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alias less='less -R’
alias 1ls='ls --color=always’
alias grep='grep --color=always’
alias egrep='egrep --color=always’
alias fgrep='fgrep --color=always’
alias zgrep='zgrep --color=always’
else
alias 11="1s -1’
alias la='ls -A’
fi

ERENGLH, FAMNBREHBEHZISTEE. SHIMNES
BIFLL, IXHEETSIL less(1) Z XM TTEZF BRI HERAE

FHIAE, FILAMEM”--color=auto” X&.

=01
L=

‘expor
BIHEGS

rt GREP_OPTIONS=’--color=auto’”ts
i, {8 EEE®, FmyF~/.bashrc”

N
EXRERMIFER, BiE"TERM=dumb bash” i shell ,

REETE KA

XEER R,

9.2.8 IERImIERERIERIRFIF

{REEES 1D R miE 2R B mIVE R RIFIE.
$F vim, ER T ERE,

- 7ga”: ARIERBAFHFIBERFNFEFRE "

. - YREEERIRMF

« 7" ERICRBANFN,

- "@a”: MITH TR a WARBE".

¥ F Emacs, B1Z N EERE,

« 7C-x (" AREX—MEE
- YRAE RRIRIE

« PC-x )V HREX—ITHRE

« "C-x e” MIT—TMREZ.

S

S

9.2.9 i X MAEFIIER
BLBAEFMERE X HARFNER, B xterm &R,

ENE TR NN
xbase-clients 1:46 46 xwd(1)
gimp V:86, 1:491 17769 | GUI &
imagemagick V:49, 1:552 207 import(1)
scrot V:8, 1:93 50 scrot(1)

Table 9.5: EIFZEIGAIET BFIR



https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon-graph.php?packages=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/scrot
http://qa.debian.org/popcon-graph.php?packages=scrot
http://packages.qa.debian.org/s/scrot.html
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EESD) ATE K/ [ HBE - _

etckeeper V26, 131 153 {EFH Glt_(*f%ilk ). Mercurial 3%, Bazaar ( # ) RIRTFECEXEFF
E{1RTTEIE

changetrack V:0, I:0 62 fEARCS (1H) REEEXH

Table 9.6: 7E VCS HiCREE[A LR EE

9.2.10 IEREEXHNTE

BREEMNTAERUEE DVCS RAMEBRICREEXHNEE,

HBIWERTE git(l) B9 etckeeper RGEE, EREAN “/etc” BEF VCS EHlZT. ENRRIEFNHIESN
“/usr/share/doc/etckeeper/README.gz",

MAER LW, BT “sudo etckeeper init” kK “/etc” ¥ git €F, 5% 10.6.5 THFARERINIIZEM,
(BFEZ45IREY hook HIARAITE L EAVIRE.

RN BARRIECERY, fRe]AERA git() RIEFHICREN], MBRGTRUEBEEGSH, EL2BMICREE,

B
1:1\_qu;fmﬁ “sudo GIT_DIR=/etc/. g1t gitk” EKJE “/etc” WEEIER, R UEWitBRFNER
KRHEE., EBRRGBMNREERANT

9.3 miz. ERIFENIERFE

T2 FF AR as fE MY ke T B ==,

nEe ATE NI LE

coreutils V:892,1:999 | 15016 | nice(1): AT ENHEERENEIT—MEF

bsdutils V866, 1:999 | 256 renice(1): 1HWW

procps V:816,1:998 | 729 »/proc” XEZG T E: ps(1), top(1), kill(1), watch(1), -

psmisc V:391,1:919 | 527 »/proc” XEZE S T HE.: killall(1), fuser(1), peekfd(1), pstree(l)

time V:26,1:526 | 82 t%me(l) BT—ER, ! R

sysstat V:135,1:156 | 1463 | sar(1), iostat(1), mpstat(1), ---: linux ZRZETEEE L B

isag V:0, I:4 110 sysstat B93Z E‘tE’J?%EﬂJI

Isof V:200, 1:945 | 440 Isof(8): fEF”-p” EIFIHBE —NRAFIZFT AR E

strace V:20, 1:163 1399 | strace(l): IREF AR VARFIES

Itrace Vi1, 121 360 ltrace(1): IREREEIRA

xtrace V0, I'1 333 xtrace(1): TRER X11 = im0 AR S5 28 im < 6] B0 @15

powertop V36, 1:229 604 powertop(1): RAREFEFERAER

cron V:887,1:.997 | 252 HRHE cron(8) lg &5FHF#HZ (daemon ) E’Jlﬂrﬁﬁ—ﬁ\iﬁfi

anacron V:452,1:524 | 106 FATFIEEX 24 NEHETREZRG LRI, 2 aon

at V:301, 1546 | 149 at(1) /Eg,batch(l): E— T "EENNEETESTEE—EZRAH
BT

Table 9.7: B{ZAIEHIIEF/EN TRIIR

R’
procps Bl TIFEERMMIEIE, BERRFINNENBNEFINE. RRSEMISBESR,



http://packages.debian.org/sid/etckeeper
http://qa.debian.org/popcon-graph.php?packages=etckeeper
http://packages.qa.debian.org/e/etckeeper.html
https://zh.wikipedia.org/wiki/Git_(software)
https://zh.wikipedia.org/wiki/Mercurial_(software)
https://zh.wikipedia.org/wiki/Bazaar_(software)
http://packages.debian.org/sid/changetrack
http://qa.debian.org/popcon-graph.php?packages=changetrack
http://packages.qa.debian.org/c/changetrack.html
https://zh.wikipedia.org/wiki/Revision_Control_System
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/procps
http://qa.debian.org/popcon-graph.php?packages=procps
http://packages.qa.debian.org/p/procps.html
http://packages.debian.org/sid/psmisc
http://qa.debian.org/popcon-graph.php?packages=psmisc
http://packages.qa.debian.org/p/psmisc.html
http://packages.debian.org/sid/time
http://qa.debian.org/popcon-graph.php?packages=time
http://packages.qa.debian.org/t/time.html
http://packages.debian.org/sid/sysstat
http://qa.debian.org/popcon-graph.php?packages=sysstat
http://packages.qa.debian.org/s/sysstat.html
http://packages.debian.org/sid/isag
http://qa.debian.org/popcon-graph.php?packages=isag
http://packages.qa.debian.org/i/isag.html
http://packages.debian.org/sid/lsof
http://qa.debian.org/popcon-graph.php?packages=lsof
http://packages.qa.debian.org/l/lsof.html
http://packages.debian.org/sid/strace
http://qa.debian.org/popcon-graph.php?packages=strace
http://packages.qa.debian.org/s/strace.html
http://packages.debian.org/sid/ltrace
http://qa.debian.org/popcon-graph.php?packages=ltrace
http://packages.qa.debian.org/l/ltrace.html
http://packages.debian.org/sid/xtrace
http://qa.debian.org/popcon-graph.php?packages=xtrace
http://packages.qa.debian.org/x/xtrace.html
http://packages.debian.org/sid/powertop
http://qa.debian.org/popcon-graph.php?packages=powertop
http://packages.qa.debian.org/p/powertop.html
http://packages.debian.org/sid/cron
http://qa.debian.org/popcon-graph.php?packages=cron
http://packages.qa.debian.org/c/cron.html
http://packages.debian.org/sid/anacron
http://qa.debian.org/popcon-graph.php?packages=anacron
http://packages.qa.debian.org/a/anacron.html
http://packages.debian.org/sid/at
http://qa.debian.org/popcon-graph.php?packages=at
http://packages.qa.debian.org/a/at.html
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9.3.1 HEFEMN

B R L IRAHIZAIR EEFE,

# time some_command >/dev/null

real Omo.035s # MiThYE (SFRYESLAYE)
user Omo . 000s # FPIRZUAYE]
sys Omo.020s # NIZIER (8]

9.3.2 FEMAER
HERERAERARRR —MHEML S REES,

HEMELRE BEMER

19 RIRMELHTE

0 EEENTBERAFRERFEE
-20 root AP IEE SRR ERFTE

Table 9.8: IR RIETIR

# nice -19 top # EBME
# nice --20 wodim -v -eject speed=2 dev=0,0 disk.img # JEEIR

ERLEEAT, RsfHARAERESTRAEN HE, NMERAXI TS,

9.3.3 ps@md

£ Debian R4t L/ ps(1) a5 L ERTSZF5 BSD #l SystemV 451E, BEITFIRAIFSHERRE.

EEY BB GRS HIE
BSD ps aux ER%CPU %MEM
System V ps -efH &7~ PPID

Table 9.9: ps ¥ HRTIT

SWFEF (FETH) Fifti2, (REeE3@13 PPID” FERRIKRFHTE ID RRFEEA]L

pstree(1) i< R RFHIEN,

9.3.4 top s

Debian R4 LH) top(1) MEFERHE, BT IRAIAREEBINTITH,

ER—ITREANZFERF. RAINETH Y BREINCHERER, %°q BREILZERF,

9.3.5 ZH#—MHIEFTHRIX G

{REENSEIT — VA2 ID(PID) R5HZARRFR BT AR, I3, PID J 1 #I#HEE, EATEAIAG.

$ sudo 1lsof -p 1

PID=1BERTF init F&F.
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9.3.6 RERFERIEDH

{REETSIRERTZFFIEDN, (FH strace(1), ltrace(1), xtrace(1) SRIBIRA L IAAMES. FiRH. X111 BEFIRMARSEEIHZ(E
pELEN

REF 1s S ARRIFA.

$ sudo strace 1s

9.3.7 RAERXFNERFHIHE
{RET LA fuser(1) SRIRBIHEFI VTR, BIan, ATEEARNIRBIL/var/log/mail. log” BT H,

$ sudo fuser -v /var/log/mail.log
USER PID ACCESS COMMAND
/var/log/mail.log: root 2946 F.... rsyslogd

{RaAF 2 /var/log/mail. log” 2H rsyslogd(8) &L THHE A,
{RET BT fuser(1) SRIRBIHEREZEFHE, Fl, ATEMFANIRAIH smtp/ tep” HEENHIZIT .

$ sudo fuser -v smtp/tcp
USER PID ACCESS COMMAND
smtp/tcp: Debian-exim 3379 F.... exim4

MERIERI R BITTT exim4(8) SRALIEEE R SMTP i (25) B9 TCP iEE.

9.3.8 (FEHETEREE —1FS
watch(l) EFREZ EREFNIT - 62, HEREREL,

$ watch w

BRMPLEAERINRE, 52 DHEH—X,

9.3.9 FHAXHREMREE—/ e

BT LERLERHNERBIAEE — M, B/LMAE, fld, RR2BEER* . ext”.
- Shell [BIAA N (BIE 12.14 T):

for x in *.ext; do if [ -f ”"$x”]; then command "$x” ; fi; done

« find(1) #0 xargs(1) BX&:

find . -type f -maxdepth 1 -name ’'*.ext’ -print@ | xargs -0 -n 1 command

- find(1) " -exec” EIMHAMITHS:

find . -type f -maxdepth 1 -name ’'*.ext’ -exec command "{}’ \;

- find(1) {EF” -exec” EINFHMNIT—MEAY shell fiiAs:
find . -type f -maxdepth 1 -name ’'*.ext’ -exec sh -c ”"command '{}’ && echo ’successful’” \;

LFEMFIFRESSGEERHXAER (MBI ), find(l) BESSENAE, £0% 1015 %,



https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
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9.3.10 M GUI BoI—MNER

WF 55<1THRME ( command-line interface, CLI) , $PATH MEL EMIEEMN BRI E —MNLEBENZHHNIEFEEHE
w17, 0% 1.53 75,

¥ T freedesktop.org ¥R EIFZF F SRE ( graphical user interface, GUI) , /usr/share/applications/ B
KR * . desktop XIFABNMEFM GUI XEERERTHENEN, S0E 722 1,

ZHAMF)F, chromium.desktop X#EH 7 “Chromium PN 5" EXTHEXBEMY, FINFEFR “Name”, EFH
1TIR1ZFNSE “Exec”, FR{ERAMER “Icon” &% (20 SERETIE ). XERETWNT:

[Desktop Entry]
Version=1.0
Name=Chromium Web Browser
GenericName=Web Browser
Comment=Access the Internet
Comment[fr]=Explorer le Web
Exec=/usr/bin/chromium %U
Terminal=false
X-MultipleArgs=false
Type=Application
Icon=chromium
Categories=Network;WebBrowser;
MimeType=text/html; text/xml;application/xhtml_xml;x-scheme-handler/http;x-scheme-handler/ <«
https;
StartupwMClass=Chromium
StartupNotify=true

XE—MRAERIIEEE, *.desktop & TEABHFHILT,

SHEFEIRE $XDG_DATA_HOME 1 $XDG_DATA DIRIMETE, #H/MFF, £ GNOME 3 H:
* RigE $XDG_DATA_HOME, (45{ERRKIA{E $HOME/ .local/share, )

+ $XDG_DATA_DIRS #®i&& } /usr/share/gnome:/usr/local/share/:/usr/share/,
EHEBER (S0 XDG Base Directory Specification ) F1NFTZRF BRI T AR,

* $HOME/ .local/share/ — $HOME/.local/share/applications/
« /usr/share/gnome/ - /usr/share/gnome/applications/
» /usr/local/share/ — /usr/local/share/applications/

« /usr/share/ - /usr/share/applications/

* . desktop XHEZRBIXNMFEIXL applications BRP#HITES,

R
EREY—TMHAPEENXH GUI BN, FEE $HOME/.local/share/applications/ BERHRM—4
* . desktop X,

Wi
TR, MBREXLEEBR TR autostart BRHPEIL T —1 *.desktop X, M *.desktop XHHIEE
MiEFSEEREMERIN BT, £ Desktop Application Autostart Specification,

R

Mk, WNR7E $SHOME/Desktop ERHEIL T — *.desktop X H B KEMEREE AT IFEEABEIREN
g3INgE, MAEERNIEENEFSWNIT. B/EE, SHOME/Desktop BRMLMRBEMSBEHREE X, &M
xdg-user-dirs-update(1),



https://zh.wikipedia.org/wiki/Command-line_interface
http://www.freedesktop.org/
https://zh.wikipedia.org/wiki/Graphical_user_interface
http://standards.freedesktop.org/desktop-entry-spec/desktop-entry-spec-latest.html
http://standards.freedesktop.org/basedir-spec/basedir-spec-latest.html
http://standards.freedesktop.org/autostart-spec/autostart-spec-latest.html
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9.3.11 BEX#HBIMIER
—LREFAHS—MEFENEN, TESEEZKTRNAE,
- NAREFRERS:

GNOME3 £i: “i88" - “&4%" - “HF4HEERE" - “BANAER"

KDE £H: ”K” - ”Control Center £#|5:/0»” — KDE Components 28{4” — *Component Chooser £A{43%$%25”
Iceweasel JNigE: “fmiE" - “EEM - “NAER"

mc(1): “/etc/mc/mc.ext”

- 530 “$BROWSER”. “$EDITOR”. “$VISUAL” F1 “$PAGER” iXH#HIMETE (S eviron(7))

« BFHIU0 “editor”, “view”. “x-www-browser”, “gnome-www-browser” 1 “www-browser” X#¥HIIEF
A9 update-alternatives(1) R4 (M 1.47 1)

« “~/.mailcap” 0 “/etc/mailcap” XHHIABXKETIEZFHI MIME 8 (S0 mailcap(5) )
« “~/.mime.types” F “/etc/mime.types” XHEHABXET MIME ERPXEY RE (21 run-mailcap(1) )

BR
update-mime(8) &E Hi"/etc/mailcap” X, Hila]&AZI"/etc/mailcap. order” X (£l mailcap.order(5)).

<N
debianutils #{4-E1R{H sensible-browser(1). sensible-editor(1) #1 sensible-pager(1), EATRI A5 BT E1E B
H4miges. 7 DIIZFAIMLZN s 28 E PR AVIEE, FEBINIREIZABLE shell B,

B
ATE X FETHI0 mutt iXFRIEGI S NBREFRENTOEENBER, MM ZE TEIHFEY— X N
EEHIEE “/usr/local/bin/mutt-term” F{REEZINEIENBIERE.

# cat /usr/local/bin/mutt-term <<EOF
#1/bin/sh

gnome-terminal -e "mutt \$@”

EOF

chmod 755 /usr/local/bin/mutt-term

9.3.12 FRIE—MHTE

S kill(1) BT #HFE ID KRIE (RE—MES ) —NMHIE
{8 killall(1) 3 pkill(1) BT #HE G TR FHHEBHERMEHNES.

=18 =5 IhEE

1 HUP EREATIPETE (daemon )
15 TERM T\ kill

9 KILL 7 kill

Table 9.10: kill HLERESYIR



https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
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9.3.13 B R{ESEtEIRHE
BT at(1) aR S REH— IR MR TAE,
$ echo ’'command -args’| at 3:40 monday

9.3.14 TEHHESLHE

£ cron(8) SKHITERMES ZHE, S M crontab(1) F crontab(5).

REEBIE A — N EBRAFEMIZIT—/ M, tEI, foo A crontab -e” @< I — " crontab(5) BIX {4/ var/spool/c

XER— crontab(5) X{&4HIFF,

# use /bin/sh to run commands, no matter what /etc/passwd says
SHELL=/bin/sh

# mail any output to paul, no matter whose crontab this is

MAILTO=paul

# Min Hour DayOfMonth Month DayOfWeek command (Day... are OR’ed)

# run at 00:05, every day

5 0 * ** $HOME/bin/daily.job >> $HOME/tmp/out 2>&1

# run at 14:15 on the first of every month -- output mailed to paul

15 14 1 * * $HOME/bin/monthly

# run at 22:00 on weekdays(1-5), annoy Joe. % for newline, last % for cc:
0 22 * * 1-5 mail -s "It’s 10pm” joe%Joe,%%¥Where are your kids?%.%%
23 */2 12 * echo ”"run 23 minutes after ©am, 2am, 4am ..., on Feb 1”
5 4~ * sun echo "run at 04:05 every Sunday”

# run at 03:40 on the first Monday of each month

40 3 1-7 * * [ "$(date +%a)” == "Mon” ] && command -args

N
WL IEELNCITIR A, TR anacron REEREMNMITARMNG S, SOEBONEBNNNEET, FF
AFEHEERRTEEE, 20 anacron(8) #1 anacrontab(5).

R

WFENRALEIFB A, REEMB U root Ik~ E Bz 17, 31X X M & 8 A"/etc/cron.hourly/”,
"/etc/cron.daily/”, "/etc/cron.weekly/”, 5¢"/etc/cron.monthly/”. XLEHIAREHITESE], BT LAE
i$"/etc/crontab” #I”/etc/anacrontab” REHI,

9.3.15 Alt-SysRq &

A ZRIFIEIN " Magic SysRq key” (SAK ) IR FBL R RENPERVIEE, 1ZE IR Debian AIZRIEAIAME, 3% Alt-SysRq
B, EERTHRPN— I, SMEMARZNHFERE.

R’
1% signal(7), kill(1) 0 sync(1) S TURIZ#E L E@AVRER,

»Alt-SysRq s”, “Alt-SysRq u” FI”Alt-SysRq r” A5, BEITHEEIRITHIER, HeIUERNMELERGNE R TKETH
s,

£0”/usr/share/doc/linux-doc-3.*/Documentation/sysrq.txt.gz”.



https://en.wikipedia.org/wiki/Secure_attention_key
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Alt-SysRq Z J5 95 1T AR

T XEma, KNraw BATREREE
mERE HERINEEZE] 0 R PERES
kill ZE HriEEH & ERE#E

%1% SIGTERM RIFiB#HTE, FRFT init(8)
&% SIGKILL ZIFr B Z, BRF init(8)
sync B EZERINERZ KB R EIERIT
SMMREARNEHFEEEFENXE RS (umount)
reboot 2%, NEIFIENER

T|IC|V|H|OD|X| O

Table 9.11: SAK < #7IR

VAV

BT RFAF A root IXPRAVINEE, Alt-SysRq $MeTEERIA AR L 2MPE, E"/etc/rc.local” BEM
N’echo 0 >/proc/sys/kernel/sysrq’ S(fE"/etc/sysctl.conf” Bt kernel.sysrq = 0"3K
A Alt-SysRq 4514,

©

R
M SSH ££i%%, {REESZIEIEE"/proc/sysrq-trigger” BARABRRER Alt-SysRq 45tE, 190, M root shell
BRfFiz{Techo s > /proc/sysrq-trigger; echo u > /proc/sysrq-trigger” 3K syncs 1 umounts

TR BRI R L.

9.4 RIFEHIPIIT

9.41 HERKRE?
RETGBIL FTEN A R E R B RELAE,

+ who(1) B REERERAEM.

- w() EREERERKE@, IEMMT 4.
- last(1) B RAFREERMIIR,

+ lastb(1) ERAFPRBRHIRERMIIR,

RR
*/var/run/utmp” #1"/var/log/wtmp” FFEXHFHAFEE. S0 login(l) 0 utmp(5).

9.4.2 ZEEMEA

fRE] BT FEMNANER wall(l) ABRAGNE—PAREER

$ echo "We are shutting down in 1 hour” | wall
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9.4.3 HEHIRAI

*¥F PCI 2£1% & (AGP, PCI-Express, CardBus, ExpressCard 5§), —FI8FAEFRT Ispci(8) (HBIFI L7 -nn” EIN) #1THEHIR

Al EEERET,

LEsh, fRETBAEIT Hi%E”/proc/bus/peci/devices” BEEBIRNE AL/ sys/bus/pei” FHEHEY B FKh Rt 1T

03 (ERE 1.2.12 ).

nwHe TE XV | EER
pciutils V:176,1:993 | 1220 Linux PCI TE.: 1Ispci(8)
usbutils V:99, 1:863 721 Linux USB T E.: Isusb(8)
pcmciautils V:20, 1:36 90 Linux PCMCIA T E: pccardctl(8)
scsitools V:0, I:4 365 SCSI TEHFEE T EE: Isscsi(8)
procinfo Vi1, .15 123 JR”/proc”: Isdev(8) RERARERE
Ishw V:9, 1:89 671 BHREES: Ishw(l)
discover V:38,1:938 90 BEHFIRRIZR S discover(8)

Table 9.12: FE4RZI TRFIR

9.4.4 MEHECE

& GNOME #] KDE ZEMKEFREHRE, BAXBOBHHEERNEBEIRNNEFEETEREE, BHE

—EREEC(INEMAN, ER—IFHNES,

RG] RITE X/ | BB

console-setup V:304,1:946 | 385 Linux FRIEFRMEERTIE

x11-xserver- UtllSV:356, I:576 | 511 X BRE3i% T A: xset(1), xmodmap(1)

acpid V:313,1:590 | 143 HIERNPIREMRREN (ACP) EFIRNESTIFERE
( daemon )

acpi V:26,1:566 | 45 ERACPI IREEENIE

apmd V0, I:6 132 BEESNERERE (APM) BN ZXHEETIPHTE (daemon)

sleepd V:0, 1.0 79 EELLATHE, FEFARERESHE&TIPHE (daemon)

hdparm V:362,1:588 | 248 BEBRRE (BWE 959 )

smartmontools V121, 1:196 | 1716 | {#F SSM.ART. RIS IE 7B A%

setserial V6, I:111 113 ROEETHE

memtest86+ V:1, 1:35 2391 AEEEEIELHE

scsitools V0, I:4 365 SCSIEHERETESE

setcd V0, I:1 35 FERIBRILE

big-cursor 1.0 27 X RGERKEIRERT

Table 9.13: FE4ECE T BYIFE

IXE, ACPI 22—\ttt APM it EEIR R AHELS,

VN

MRRFER CPU SMMKIFEINGE, RHERZIER acpi_cpufreq EIEHY,

9.4.5

F 4Rt [B) FORE 4R (8]

THEIZE R ZNMREERE] 7 : MM/DD hh:mm, CCYY.



https://zh.wikipedia.org/wiki/Peripheral_Component_Interconnect
https://zh.wikipedia.org/wiki/AGP
https://zh.wikipedia.org/wiki/PCI_Express
https://zh.wikipedia.org/wiki/PC卡#CardBus
https://zh.wikipedia.org/wiki/ExpressCard
http://packages.debian.org/sid/pciutils
http://qa.debian.org/popcon-graph.php?packages=pciutils
http://packages.qa.debian.org/p/pciutils.html
http://packages.debian.org/sid/usbutils
http://qa.debian.org/popcon-graph.php?packages=usbutils
http://packages.qa.debian.org/u/usbutils.html
http://packages.debian.org/sid/pcmciautils
http://qa.debian.org/popcon-graph.php?packages=pcmciautils
http://packages.qa.debian.org/p/pcmciautils.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
http://packages.qa.debian.org/s/scsitools.html
http://packages.debian.org/sid/procinfo
http://qa.debian.org/popcon-graph.php?packages=procinfo
http://packages.qa.debian.org/p/procinfo.html
http://packages.debian.org/sid/lshw
http://qa.debian.org/popcon-graph.php?packages=lshw
http://packages.qa.debian.org/l/lshw.html
http://packages.debian.org/sid/discover
http://qa.debian.org/popcon-graph.php?packages=discover
http://packages.qa.debian.org/d/discover.html
http://packages.debian.org/sid/console-setup
http://qa.debian.org/popcon-graph.php?packages=console-setup
http://packages.qa.debian.org/c/console-setup.html
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
http://packages.qa.debian.org/x/x11-xserver-utils.html
http://packages.debian.org/sid/acpid
http://qa.debian.org/popcon-graph.php?packages=acpid
http://packages.qa.debian.org/a/acpid.html
http://packages.debian.org/sid/acpi
http://qa.debian.org/popcon-graph.php?packages=acpi
http://packages.qa.debian.org/a/acpi.html
http://packages.debian.org/sid/apmd
http://qa.debian.org/popcon-graph.php?packages=apmd
http://packages.qa.debian.org/a/apmd.html
http://packages.debian.org/sid/sleepd
http://qa.debian.org/popcon-graph.php?packages=sleepd
http://packages.qa.debian.org/s/sleepd.html
http://packages.debian.org/sid/hdparm
http://qa.debian.org/popcon-graph.php?packages=hdparm
http://packages.qa.debian.org/h/hdparm.html
http://packages.debian.org/sid/smartmontools
http://qa.debian.org/popcon-graph.php?packages=smartmontools
http://packages.qa.debian.org/s/smartmontools.html
https://zh.wikipedia.org/wiki/S.M.A.R.T.
http://packages.debian.org/sid/setserial
http://qa.debian.org/popcon-graph.php?packages=setserial
http://packages.qa.debian.org/s/setserial.html
http://packages.debian.org/sid/memtest86+
http://qa.debian.org/popcon-graph.php?packages=memtest86+
http://packages.qa.debian.org/m/memtest86+.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
http://packages.qa.debian.org/s/scsitools.html
https://zh.wikipedia.org/wiki/SCSI
http://packages.debian.org/sid/setcd
http://qa.debian.org/popcon-graph.php?packages=setcd
http://packages.qa.debian.org/s/setcd.html
http://packages.debian.org/sid/big-cursor
http://qa.debian.org/popcon-graph.php?packages=big-cursor
http://packages.qa.debian.org/b/big-cursor.html
https://zh.wikipedia.org/wiki/高级配置与电源接口
https://zh.wikipedia.org/wiki/高级电源管理
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# date MMDDhhmmCCYY
# hwclock --utc --systohc
# hwclock --show

Debian & ZERET [B@ E 2R A AHbf(a], {EREHEREESE{EER UTC(GMT) BtiE],

WRFEH (BIOS ) BFE[1&E J UTC Bf(8], B7E “/etc/default/rcS” BMEIRE “UTC=yes’,
TEREHHAE Debian RAFERAM X,

# dpkg-reconfigure tzdata

MRRAHEBITMNEREFH AL E, BEFEM ntp, ntpdate #l chrony XK ERHAY NTP iS5,

B
£ systemd T, ZfEH systemd-timesyncd RKERHITMEREIEY, S0 systemd-timesyncd(8).

SN THAR.

- ¥5TRETE] A0 B EAEIE HOWTO
« NTP NHARSEINE

« ntp-doc &

BR
7E ntp BEM@EM ntptrace(8) REWSIRER NTP RS ERIBIE,

9.4.6 RiFCE
B L ANA MR A FSREE B Z 251 &F0 ncurses(3) BRATNAE,

« “/etc/terminfo/*/*” X (terminfo(5))

« “STERM” IMELE (term(7) )

« setterm(1), stty(1), tic(1) F0 toe(1)

MR xterm #Y terminfo ¥¥3E Debian B xterm RNEEMER, M H{RMIZIZEFEE] Debian R4ART, (RFEEZNTIRIVE IR

HKRI“STERM”, N “xterm” Bl AINEESPRAVKRAS ( FlEN“xterm-r6” L. EZANBTEM “/usr/share/doc/libncurses5/}
&2 “$TERM” HRiBRN.,

9.4.7 FEEEMI&HE

BAFIMAED Linux WE FIRZRNIEFH 5% Linux F&{KZ% ( Advanced Linux Sound Architecture, ALSA ) 12,
ALSA Rt THREZAIH AMESE ZR4 (Open Sound System, 0SS ) BIFEHIAETL,

VI
£ “cat /dev/urandom > /dev/audio” = speaker-test(1) KiMli{iaEgE (~C ZE1L ),



https://zh.wikipedia.org/wiki/UTC
https://zh.wikipedia.org/wiki/Network_Time_Protocol
https://zh.wikipedia.org/wiki/Systemd
http://www.tldp.org/HOWTO/TimePrecision-HOWTO/index.html
http://www.ntp.org/
https://zh.wikipedia.org/wiki/ALSA
https://zh.wikipedia.org/wiki/Open_Sound_System
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RG] ATE K/ [ HBE

alsa-utils V:381,1:520 | 2119 | BECEFEA ALSARITE

0ss-compat V:3,1:39 20 7£ ALSA & 0SS, ifs “/dev/dsp not found” FEiR
jackd V:3,1:28 32 JACK Audio Connection Kit. JACK) BR53E8 (1RZEE )
Iibjacko V:0,1:16 337 JACK Audio Connection Kit. JACK) E (KR )

nas V:0, I:0 239 WL E %% ( Network Audio System, NAS) FR5523
libaudio2 1:545 161 WM& % 2t ( Network Audio System, NAS) &
pulseaudio V:369, 1:500 | 6137 | PulseAudio BR%528, &f% ESD

Iibpulse® V:263,1:647 | 952 PulseAudio P imfE, B ESD
libgstreamer1.0-0y. o 1597 | 5006 | GStreamer: GNOME FEES5|%

Iibphonon4 1:207 672 Phonon: KDE B&35| 2

Table 9.14: BEEREE

B
MRMBEEREES, BRNAERIEERE T M FEEhd, IRNESREABTITSHE, alsa-utils R
BHRY alsamixer(1) FJLARIF IR ERSHFHTFIRE.

MARERIREEE A NNERIIRIESIRE, BrlhEd —EinENEERSBRAREIEN
BOATHREMEERSHE - MEANEESIE, 8 MMRNAREF ERNETSIZHMAI ERERITRANFER

5535,

9.4.8 XFFEERIF
*HRERP, EETENGS.

782 me

Linux =18 setterm -powersave off
X&A (RAFEERFRF) xset s off

X & (XM dpms ) xset -dpms

X&EO (FERIFGUIRE) xscreensaver-command -prefs

Table 9.15: X FARRRIPHLIIR

9.4.9 XFEEFE

BB R ARRY 17 5 B3 R i SR K AIMENS RS, 18 pespkr AIZIRIRINER, el BAE]X S,
bash(1) FAZI#Y readline(3) 2%, HiBE|IEHZEER (ASCII=7) B, Bak4dE, TEMIREERELELE,

$ echo "set bell-style none”>> ~/.inputrc

9.4.10 RNTFER
WHRSRIE, XBEFHME RN ERESINEIERE R,

« “/var/log/dmesg” FRIIAZBIEEER T A HRFIEREK,
- free(1) #ll top(1) B RIEFEBITHRAFARREEXES,



http://packages.debian.org/sid/alsa-utils
http://qa.debian.org/popcon-graph.php?packages=alsa-utils
http://packages.qa.debian.org/a/alsa-utils.html
http://packages.debian.org/sid/oss-compat
http://qa.debian.org/popcon-graph.php?packages=oss-compat
http://packages.qa.debian.org/o/oss-compat.html
http://packages.debian.org/sid/jackd
http://qa.debian.org/popcon-graph.php?packages=jackd
http://packages.qa.debian.org/j/jackd.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libjack0
http://qa.debian.org/popcon-graph.php?packages=libjack0
http://packages.qa.debian.org/libj/libjack0.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/nas
http://qa.debian.org/popcon-graph.php?packages=nas
http://packages.qa.debian.org/n/nas.html
https://zh.wikipedia.org/wiki/Network_Audio_System
http://packages.debian.org/sid/libaudio2
http://qa.debian.org/popcon-graph.php?packages=libaudio2
http://packages.qa.debian.org/liba/libaudio2.html
https://zh.wikipedia.org/wiki/Network_Audio_System
http://packages.debian.org/sid/pulseaudio
http://qa.debian.org/popcon-graph.php?packages=pulseaudio
http://packages.qa.debian.org/p/pulseaudio.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/libpulse0
http://qa.debian.org/popcon-graph.php?packages=libpulse0
http://packages.qa.debian.org/libp/libpulse0.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/libgstreamer1.0-0
http://qa.debian.org/popcon-graph.php?packages=libgstreamer1.0-0
http://packages.qa.debian.org/libg/libgstreamer1.0-0.html
https://zh.wikipedia.org/wiki/GStreamer
http://packages.debian.org/sid/libphonon4
http://qa.debian.org/popcon-graph.php?packages=libphonon4
http://packages.qa.debian.org/libp/libphonon4.html
https://zh.wikipedia.org/wiki/Phonon_(KDE)
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TER—MIF.

# grep ’'\] Memory’ /var/log/dmesg
[ 0.004000] Memory: 990528k/1016784k available (1975k kernel code, 25868k reserved, 931k <«
data, 296k init)

$ free -k

total used free shared buffers cached
Mem: 997184 976928 20256 0 129592 171932
-/+ buffers/cache: 675404 321780
Swap: 4545576 4 4545572

RRlRES RIS T E:

“dmesg &if{R free J9 990 MB, M free -k £51K 1R free J9 320 MB, XFEL T #85d 600 MB ------

o

FFEL “Mem:” X{TH “used” HARRIMEMUKR “free” ®/IWE, HEN, MEEEEBENER TENEAD (FELEH
FlFHE(IR 675404 F0 321780 ),

I FFH AT MacBook, B 1GB=1048576k A1Z ( E A ZHE—LL), HEBEIWUT,

94.11

=1 NN

dmesg A total 9K/ 1016784k = 1GB - 31792k
dmesg FRHY free 990528k

shell A7 total 997184k

shell FHY free 20256k ({EBRRRIR 321780k )

ARLTEMMTEMNE

Table 9.16: REHIRTFKR/N

BRENAREPTEREIRERNAL, SHERINBIEEER,

U

WFRALZELHNTEMEMLE, 1

e

ENTEXESEHLSE.

« debsums #E&E, £0 debsums(1) F15E 2.5.2 T,

chkrootkit 48, 8N chkrootkit(1),

clamav #EE K%, S clamscan(1) # freshclam(1),

Debian security FAQ,

Securing Debian Manual,

NGB MITE KAV | 5iEH

logcheck Vi1, 1113 100 EEEF%E (daemon ), FREZGHEXHFFHNEEETMER
XEAEER

debsums V:5, 1:40 120 SSHTERF, FH MDs KGR EZERE B FHFITRE

chkrootkit V:7,1:27 888 rootkit A& MR &

clamav V:15, 1:68 698 Unix MR AESXHEF—a 210 H

tiger V:3,1:3 2485 | WMERALZ WA

tripwire V:3,1:3 12166 | XHFFHERXTEERMER G

john V2, 1:13 449 FERZEEE TR

aide V2,12 2038 | BRABIERN—FERES T FHF]

integrit V:0, I:0 313 XEEEERIITERF

crack V:0, 1.0 128 EENER

Table 9.17: BF R AL MM TEMRENTER

TEHR - ERMEA, ARENBAFREARTSRHERIENR,



https://www.debian.org/security/faq
https://www.debian.org/doc/manuals/securing-debian-howto/
http://packages.debian.org/sid/logcheck
http://qa.debian.org/popcon-graph.php?packages=logcheck
http://packages.qa.debian.org/l/logcheck.html
http://packages.debian.org/sid/debsums
http://qa.debian.org/popcon-graph.php?packages=debsums
http://packages.qa.debian.org/d/debsums.html
http://packages.debian.org/sid/chkrootkit
http://qa.debian.org/popcon-graph.php?packages=chkrootkit
http://packages.qa.debian.org/c/chkrootkit.html
https://zh.wikipedia.org/wiki/Rootkit
http://packages.debian.org/sid/clamav
http://qa.debian.org/popcon-graph.php?packages=clamav
http://packages.qa.debian.org/c/clamav.html
http://packages.debian.org/sid/tiger
http://qa.debian.org/popcon-graph.php?packages=tiger
http://packages.qa.debian.org/t/tiger.html
http://packages.debian.org/sid/tripwire
http://qa.debian.org/popcon-graph.php?packages=tripwire
http://packages.qa.debian.org/t/tripwire.html
http://packages.debian.org/sid/john
http://qa.debian.org/popcon-graph.php?packages=john
http://packages.qa.debian.org/j/john.html
http://packages.debian.org/sid/aide
http://qa.debian.org/popcon-graph.php?packages=aide
http://packages.qa.debian.org/a/aide.html
http://packages.debian.org/sid/integrit
http://qa.debian.org/popcon-graph.php?packages=integrit
http://packages.qa.debian.org/i/integrit.html
http://packages.debian.org/sid/crack
http://qa.debian.org/popcon-graph.php?packages=crack
http://packages.qa.debian.org/c/crack.html
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# find / -perm 777 -a \! -type s -a \! -type 1 -a \! \( -type d -a -perm 1777 \)

VIR
@ BT debsums S4B ERAAMZAERN MD5 KR, ALENIEERE, BAETSBERAZTSHEEN
TH,

9.5 HIETFMERIS

{3 live CD BX, debian-installer CD LABUEIRNENRRIR L, "JLALIRE P IMBHEE (RIBMNIR S BIETFE,

9.5.1 MERZEEAIE
RSB ERE T LAEE mount, coreutils 1 xdu R EIRHEHITE S RIT(E :

- mount(8) B RATBHHANXGR S (= ME).
- df(1) MEX G R A ERRIEE (A,
« du(l) IREBRAMERIER T8,

B’BR
{RBILAYE du(8) AY4IH ZHI4E xdu(1x), REAEMBERRENNER, I “du -k . |xdu”, “sudo du -k -x

/ |xdu” EE,

9.5.2 HEENXEE

WFERENXEE, RE fdisk(8) WINWRINENEE, B parted(8) TREXERERFIEEMN,
4

RS PC ERAZMIFE|SI1E2% ( Master Boot Record, MBR ) A, BEESXIIBREEE—IMEX, BILBA B
X 0 (512F% ),

EE
—LeEAY REEIED ( Extensible Firmware Interface, EFl) B9t PC, BIEET Intel B Mac, A €FE—
FRiR7 X (GUID Partition Table, GPT ) AX, BESXBEAMREEE—1MBKX,

RE fdisk(8) —EREENSXMINET R, {BIFE parted(8) BT E,

R TE X\ | GPT L

util-Iinux V:891,1:999 | 3366 | Azi= SWMAZTEH, B8 fdisk(8) # cfdisk(8)
parted V:370, 1:568 | 279 <55 GNU Parted, WEEHNXAEER

gparted V:23,T:148 | 7231 | %45 ET libparted B GNOME 7 X ZRiEFE
gdisk V:66, 1:502 | 780 =¥ AT GPT BEN A XREREF

kpartx V14, 1:27 84 < AN XEINREZRFRIER

Table 9.18: RN XEIBZNHEFE



https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/Live_CD
https://www.debian.org/releases/stable/debian-installer/
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Logical_block_addressing
https://zh.wikipedia.org/wiki/Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Disk_partitioning
http://packages.debian.org/sid/util-linux
http://qa.debian.org/popcon-graph.php?packages=util-linux
http://packages.qa.debian.org/u/util-linux.html
http://packages.debian.org/sid/parted
http://qa.debian.org/popcon-graph.php?packages=parted
http://packages.qa.debian.org/p/parted.html
http://packages.debian.org/sid/gparted
http://qa.debian.org/popcon-graph.php?packages=gparted
http://packages.qa.debian.org/g/gparted.html
http://packages.debian.org/sid/gdisk
http://qa.debian.org/popcon-graph.php?packages=gdisk
http://packages.qa.debian.org/g/gdisk.html
http://packages.debian.org/sid/kpartx
http://qa.debian.org/popcon-graph.php?packages=kpartx
http://packages.qa.debian.org/k/kpartx.html
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VAV
@ RE parted(8) FHMitBEEAREIEFMIFRE RS, BERAEIFRIFNEINIERMILERENRZSE,
40 mkfs(8) ( mkfs.msdos(8). mkfs.ext2(8). mkfs.ext3(8), mkfs.ext4(8):-- ) #0 resize2fs(8),

B

FTTE GPT # MBR Zi8)t]l#, REZEEMRALMNILNMRPPIAST (SRFE 9.7.6 T5) HER “parted
/dev/sdx mklabel gpt” 8 “parted /dev/sdx mklabel msdos” RiZEE, &iEfE, XEFEM “msdos”
IEE}EH:.F MBRO

9.5.3 {#F UUID ifla]a X

REEMEE RIS KR BFEN RIEEIRF T RESA 7 X =ERBNRF, BIRFILAMERAR— UUID Kij
BEfl. MRIEFESEEHA B BIOS RBLEN—BBIRERMIE, A UUID BRHEIERE,

« mount(8) A& HA “-U” EINA]AERUUID R —MRIZE, MAMERMBIXERF, Fla “/dev/sdas”,
« “/etc/fstab” (£ fstab(5) ) BJLAER UUID,
- S|EINEFER (5 3.1.2 ) thEJUA{ER UUID,

BR
{RETLAE R blkid(8) SREF —MIFERIZEZAI UUID,

"R
NRF|EVE, RE (GIANAIRBINFMENF ) MNRETKREIAED udev AN EETREFS, B0F 3.3 75

9.54 LVM2

LVM2 22— MNATF Linux AZRZiEEEIESS, A LVM2 I9iE, BEo X UCIZEZES EREXYIEESE,
LVM B FIEK,

+ Linux AZAAYI&ZMETZ3F ( Debian NAZEXIAZIF )
- BFBEXIZR&MEIZHE (1ibdevmapper * 348 )
- BFEENX LVM2 THE (1vm2 3RE8)

15 M T EHAY man FHHAIE T H#E LVM2,

« lvm(8): LVM2 HLBIRIERIZNIR (FIH TEIE LVM2 @<
« lvm.conf(5): LVM2 HECE X4

« lvs(8): MEZEBNEXER

- vgs(8): MEBEMWBXER

- pvs(8): IMEVESMEXER



https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
http://www.reactivated.net/writing_udev_rules.html
https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
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9.5.5 XHZRALE
T extd X4+ ZR 4%, e2fsprogs B TENTE,

« mkfs.ext4(8) I extd XIER G
- fsck.ext4(8) IEFUMES B extd XHFR SR
« tune2fs(8) BL & extd X R ZHIHB LR IR

« debugfs(8) XRENRIIFIR extd X R %G, (EF undel @S RIRE B2 MIBRATIHE.)

mkfs(8) F fsck(8) &5 S =

H e2fsprogs BlRIHHY, REMXE R AEXRIEFRIFIH.(mkTs . fstype # fsck. fstype).
I F extd XERL, 112 mkfs.ext4(8) F fsck.ext4(8) (EN T S 1E1EE mke2fs(8) FII e2fsck(8)).

Linux ¥ E— I XHRSE, BREMUNGS,

RHEE TATE X/ | HER

e2fsprogs V:507,1:999 | 1223 | ext2/ext3/extd XNFRG T H

reiserfsprogs V:8,1:26 891 Reiserfs XERA T H

dosfstools V:104, 1:556 | 235 FAT X Z%Z T E. (Microsoft: MS-DOS, Windows)
xfsprogs V:18,1:93 4664 | XFS XHRZ T E. (SGI: IRIX)

ntfs-3g V:165, 1:550 | 1355 | NTFS XHFZZ L E. (Microsoft: Windows NT, =++)
jfsutils V1,113 1533 | JFS XHERZ T E. (IBM: AIX, 0S/2)
reiser4progs V:0, I:5 1325 | Reiserd XFRZTEH

hfsprogs V:0, I:9 303 HFS # HFS Plus XF R T E. (Apple: Mac OS)
btrfs-progs V:28, 1:44 3146 | Bufs XFRHZTE

zerofree V:2, .70 25 1 ext2/3/4 XIFRZ EEHRIRE D ENTEF

Table 9.19: X G RAEIRELTIR

-l

Ext4 XFRAER Linux RAELIANXE RS, BIEFERAINXHRE, RIEMMBEHHRIEZBNMER.

RBR
Btrfs X RLATE Linux 1% 3.2(Debian wheezy) EFE, EHEAEFR extd XERZ 2RI T —MERIAXE R
27[\:0
2L
SR HAINZZTER fsck(8) $FEFS | S EIREE T 15a0, FIXBEIEARN HER Birfs XIER A,
BR

—ETBeIBERE Linux RIZZIHINEA FARIXARE (BRE 9.7.2 ).

056 XfRAGCIRMRRELIS

mkfs(8) £ Linux KA LBIBXHRR. fsck(8) fRSTE Linux R4 LRI NG R A TR MM EFE S INEE,
EXERGEES, Debian MAEZKIAREHRIERVIBIT Fsck,

<
=



https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/e2fsprogs
http://qa.debian.org/popcon-graph.php?packages=e2fsprogs
http://packages.qa.debian.org/e/e2fsprogs.html
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/reiserfsprogs
http://qa.debian.org/popcon-graph.php?packages=reiserfsprogs
http://packages.qa.debian.org/r/reiserfsprogs.html
https://zh.wikipedia.org/wiki/Reiserfs
http://packages.debian.org/sid/dosfstools
http://qa.debian.org/popcon-graph.php?packages=dosfstools
http://packages.qa.debian.org/d/dosfstools.html
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/xfsprogs
http://qa.debian.org/popcon-graph.php?packages=xfsprogs
http://packages.qa.debian.org/x/xfsprogs.html
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/ntfs-3g
http://qa.debian.org/popcon-graph.php?packages=ntfs-3g
http://packages.qa.debian.org/n/ntfs-3g.html
https://zh.wikipedia.org/wiki/NTFS
http://packages.debian.org/sid/jfsutils
http://qa.debian.org/popcon-graph.php?packages=jfsutils
http://packages.qa.debian.org/j/jfsutils.html
https://zh.wikipedia.org/wiki/JFS_(file_system)
http://packages.debian.org/sid/reiser4progs
http://qa.debian.org/popcon-graph.php?packages=reiser4progs
http://packages.qa.debian.org/r/reiser4progs.html
https://zh.wikipedia.org/wiki/Reiser4
http://packages.debian.org/sid/hfsprogs
http://qa.debian.org/popcon-graph.php?packages=hfsprogs
http://packages.qa.debian.org/h/hfsprogs.html
https://zh.wikipedia.org/wiki/Hierarchical_File_System
https://zh.wikipedia.org/wiki/HFS_Plus
http://packages.debian.org/sid/btrfs-progs
http://qa.debian.org/popcon-graph.php?packages=btrfs-progs
http://packages.qa.debian.org/b/btrfs-progs.html
https://zh.wikipedia.org/wiki/Btrfs
http://packages.debian.org/sid/zerofree
http://qa.debian.org/popcon-graph.php?packages=zerofree
http://packages.qa.debian.org/z/zerofree.html
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Btrfs
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/J\/L,\
EESEHNINXERA LiBIT fsck , —MRALE.

R

7£"/etc/mke2fs.conf” B i& E’enable_periodic_fsck” HF #  HE'tune2fs -co
/dev/<partition_name>" IRERAEHN A 0, BErJUEEZ B, ik root XEFRABFBEERNAEX
HRG L, TLBB1T fsck(8) <. &M mke2fs.conf(5) # tune2fs(8).

VI
MEEIIARHEIEITHY fsck(8) i 4ER, FILATE"/var/log/fsck/" BRTEE,

9.5.7 BUHHAERMAICXERE
“/etc/fstab” HEETEMIRBSNGRALE. HW,

# <file system> <mount point> <type> <options> <dump> <pass>
proc /proc proc defaults 0] 0]
UUID=709chbe4c-80c1-56db-8abl-dbce3146d2f7 / ext4 noatime,errors=remount-ro 0 1
UUID=817bae6bb-45d2-5aca-4d2a-1267ab46ac23 none swap sw O 0
/dev/scd0o /media/cdrom@ udf, is09660 user,noauto O 0]
B
UUID (85 953 17) AIUBR—MRARIZE B (F0 “/dev/sdal”, “/dev/sda2” - ) FiIRFI—4
i;&'LREEle

— AR FERIMERERN M P] DA A A RYFERETISREI TR (2L fstab(5) 1 mount(8) ), EFETHIBUT/LR,

ooy

« “defaults” EINFEESMEIAETN: “rw, suid, dev, exec, auto, nouser, async”, (&% )
« “noatime” 3 “relatime” EINM FHILEIZEGAGEEER. (GEE)

- “user” EIMAIF—MNEBEBAPEHNXERE. EINE “noexec, nosuid, nodev” EMASE, (EE, BF
CD 3% usb TF &R &

+ “noexec, nodev, nosuid” EINESHARIGELZ M, (BE)
« “noauto” IEINPREIIER, R ERAMHITEIIREAH#ITESR (B8F)
« BT ext3fs B9 “data=journal” JEINR]CAEE R R IR EREM, Bk —LEENEE,

B

E root XHERAERANMBEIRN, MEFEZE W*ZEQ%F’EJJ"} B EWE 312 %), tkw
ifi"rootflags=data=journal’, ¥ F lenny hr#&, BIARIAER X B rootflags=data=ordered”. 3 F
squeeze fRAs, 2’rootflags=data=writeback”.



https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
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9.5.8 EITHBIR (superblock) LU EFZRL
— ARG ET LB tune2fs(8) #54 BiT BRI L,

« H1T “sudo tune2fs -1 /dev/hdal” BJUAER “/dev/hdal” FtHINXHRZEBRENE,

« }1f77’sudo tune2fs -c 50 /dev/hdal” i¥%”/dev/hdal” XERFENRE FERNRHIT fsck) SIE K8 50
R

« 1T “sudo tune2fs -j /dev/hdal” REXHRGRIMNBEINGE, B “/dev/hdal” FIXHRGM ext2 Fik
7 ext3, (WREHIXGEFRFX LM, )

« 117 “sudo tune2fs -0 extents,uninit_bg,dir_index /dev/hdal && fsck -pf /dev/hdal” 7E
“/dev/hdal” EIEEM ext3 &)y extd, (WREHORZX LM, )

BR
RE tune2fs(8) WBFRIXMH#M, BEERNXEERT ext2 XIG£R4%, tHeERAT ext3 # extd XERA,

9.5.9 MEELL

Ee
TS TRARE 2 81, WIS RAOREIEH 1% hdparam(8) 8 man FMT, EHXEI AN MIEREE
Y CEPN

{ReTLAEIE “hdparm -tT /dev/hda” EMix “/dev/hda” WEEMAREEEE, WF—LEER (E)IDE EEMELE,
{ReJLAER “hdparm -q -c3 -d1 -ul -m16 /dev/hda” REH “(E)IDE 32 iik#5". BH “using dma flag”.
1% E “interrupt-unmask flag” FiRE “multiple 16 sector /O” ( fBE ), MMINEIELZ iR E,

fRETAEiE “hdparm -W /dev/sda” X “/dev/sda” RIS ANEEZINEE, RATUAEA “hdparm -w 0
/dev/sda” XHIENEFIIRE,

MAEE CD-ROM 3K, {RRILAER”setcd -x 27 B#RIERE, KiZEXASH[E4EHY CDROM KA,

9.5.10 REISEEM
ESHEEE (solid state drive, SSD ) BIMEREFIEE BB L@ T A A AL,
« {ERRH Linux A%, (>=3.2)
o RIZEVGER A IVERE A,
— £ /etc/fstab FiZE “noatime” X “relatime” IEFLEIM,
- BE TRIM &%,

- T£ /etc/fstab F A extd XH RS, swap HX. Bufs FiRE discard HEFIED, S0 fstab(5),
- £ /etc/lvm/1lvm.conf FJ LVM i% & “discard” i£lil, S0 lvm.conf(5),
— 7£ /etc/crypttab ) dm-crypt iRE “discard” &I, £ crypttab(5),

- 2R SSD E=E SRR R,

— 1 /etc/fstab B Brifs i8 8 “ssd” EEHEIN,
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« WFEICHARR, ERAS 10 SHRIFHBIEIER,

- 7£ /etc/fstab FIRE “commit=600" EFiEIN, SN fstab(s),

o =

— iR E pm-utils FRAEICAIRED,, BIETE AC EIJRHET, £0 Debian BTS #659260.

5 A=
s

BRI EIBM— MK 5 BEh 10 S HESBIRRMEN MRS SEA,

9.5.11 {E£H SMART FNfE 2=

{RETLAfEFAFRE SMART Y smartd(8) G &5FHP##2 ( daemon ) SRIEEFNCRIRAVFEE,
1. #£ BIOS H/2F SMART IfjgE,
2. &% smartmontools #4El,
3. BT df(1) 2 HEREFFIRFIEA],
< AEBAMRIS S EEAER R “/dev/hda”,
4. #& “smartctl -a /dev/hda” H9Hilt, & SMART JRERBERHA,
- YNR&%E, @ “smartctl -s on -a /dev/hda” BHEE,

5. BIE R F A HIBIT smartd(8) f[FETHPi#FE ( daemon ),

- jHBR /etc/default/smartmontools” X#H “start_smartd=yes” #JiE%%,

« @it “sudo /etc/init.d/smartmontools restart” EFEE smartd(8) f5&5FIPHFE ( daemon ),

TN

smartd(8) 5 & FIFi##2 (daemon ) FILAEF /etc/smartd.conf XHHITEEX, XMEHRBE THIXMWES,

9.5.12 &t $TMPDIR IEE G ZEE R

RIFfERF—MRTEIGRFAER R “/tmp” TEILIGR XM, MR “/tmp” RERBHIZE, fFFINEL $TMPDIR TE

RAEFETE R TFEE X,

9.5.13 BT LVM ¥ B el HEEZ(E]

TELZAY B3 TE Logical Volume Manager B8 & E 2 (LVM) (Linux 45tf) FHP X, BI1TUBESHET

bR RIS REKRND, MAREESNFMIRE LHITRENEHLE,

BHIT R
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9.5.14 BHIEHSZ NI XERY B BEEZE

MREE—ANZHRE (B0 “/dev/sdx™ ), fREJLAER mkfs.extd(1) FERIL, FER mount(8) FEZEHIIR
FEEZFEMAR. (RREEEFFRBRIEAS. )

sudo mv work-dir old-dir

sudo mkfs.ext4 /dev/sdx

sudo mount -t ext4 /dev/sdx work-dir
sudo cp -a old-dir/* work-dir

sudo rm -rf old-dir

B BH BB P

'R
RBA] DR RIER — NS ERESUT (B0F 9.65 T) FRh—NMERRE (0% 963 1), FLFRIERE
FEaHEE SPrF AR I M,

9.5.15 @I “mount --bind” E#H BB FRRY RO AFHEZIE

MBRFES— MNP XEE—ANEHEIJATENZEER (FlW “/path/to/emp-dir”), {RAJLAEEHEHE “--bind”
IEIAY mount(8), BEHHI—MIZEES T B R (HIEN “work-dir”),

$ sudo mount --bind /path/to/emp-dir work-dir

9.5.16 &I overlay 1% ( overlay-mounting ) 5 —B &K R B1FEZ 4]

MBIREB— NP XERPEETAEMZIE (a0, “/path/to/empty” # “/path/to/work” ), {REJUAFEEPET
— NERFAEEIGEEEOBNIBIE R (F1E, “/path/to/old” ), EX#, {REZEMAT Linux 3.18 kRN
BB FHR A ( 3FAZ Debian Stetch 9.0 E{E HhRZS ) B9 OverlayFS,

$ sudo mount -t overlay overlay \
-olowerdir=/path/to/o0ld-dir, upperdir=/path/to/empty,workdir=/path/to/work

“/path/to/empty” #1 “/path/to/work” NiZ{IFe[iEEH5SX, NMmEEBEAN “/path/to/old”,

9.5.17 ERNFSHHRY R BEFMEZIE

( : ) \Cy
XR—INEFANME RERGEED “REHEER" WNelgeRRERTLIE. BNAER EXFRE “HE
' BER,

MRGFES—INPEKEE-NMHEITAZENZER (FII “/path/to/emp-dir”), {REILAEEF In(8) EIiZ B RHY
— NS,

sudo mv work-dir old-dir

sudo mkdir -p /path/to/emp-dir

sudo 1ln -sf /path/to/emp-dir work-dir

sudo cp -a old-dir/* work-dir

sudo rm -rf old-dir

BN R AEEWE R (fIgn “/opt”) R “SEETIER", ZHENBEBEERAA LN TTRESRES.

@B BH BB e
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9.6 MBI

BAEX BiHe 2 %2 MEvIRIE,

9.6.1 HI{EREEMRSIE
—ANRIEFIRE (A0, 54N SCSI BLER1T ATA 8% “/dev/sdb”) MIREEMEHE “disk.img” BILAMER cp(1)
3%, dd(1) B T A N,

# cp /dev/sdb disk.img
# dd if=/dev/sdb of=disk.img

&4t PC LT X IDE WEF —BXIESISIERK (MBR) (05 952 1) WHEEREFTAER dd(1) @ T3
AREIL

# dd if=/dev/hda of=mbr.img bs=512 count=1
# dd if=/dev/hda of=mbr-nopart.img bs=446 count=1
# dd if=/dev/hda of=mbr-part.img skip=446 bs=1 count=66

« “mbr.img”: HHE KT MBR
« “mbr-nopart.img”: REHXEL MBR
» “mbr-part.img”: {X MBR B X&E

INRIREEF SCSI SARTT ATA IREFABHER, RBEZEMEM “/dev/sda” &K “/dev/hda’,
MRMFERIUFREEN —MERDKMBRE, REZMEA “/dev/hdal” FER “/dev/hda’”,

9.6.2 HIEEAEE

MR BRG S “disk.img” FIAEE FHARBAR —AMLEXNWREHIRE (HIW, FZ4 SCSIRE
“/dev/sdb”,

# dd if=disk.img of=/dev/sdb

A, BESXMEHE “partition.img” aJBE T ARBE AR LEK/NRERHSX (Fl0, E-4»
SCSIigEHE— M9 X “/dev/sdb1”),

# dd if=partition.img of=/dev/sdb1l

9.6.3 IEFMIBMEN G

A AMEREFEEET FOA X ERMEHE 22D KRGIMEEBRE “partition.img”,

# losetup -v -f partition.img

Loop device is /dev/loop0®

# mkdir -p /mnt/loop®

# mount -t auto /dev/loop® /mnt/loop®
...hack. . .hack...hack

# umount /dev/loop0®

# losetup -d /dev/loop®

A ABHE RN SRR,
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# mkdir -p /mnt/loop®

# mount -t auto -o loop partition.img /mnt/loop®
. .hack. . .hack. . .hack

# umount partition.img

AR BN R E BHES SN RIHEMRE “disk.ing” WEBIMDK, EREFEE

NEEZBEL NI AAEMREE,

# modinfo -p loop # verify kernel capability
max_part:Maximum number of partitions per loop device
max_loop:Maximum number of loop devices

# losetup -a # verify nothing using the loop device

# rmmod loop

# modprobe loop max_part=16

MERMREFIUEERZIX 16 MK,

# losetup -v -f disk.img
Loop device is /dev/loop®
# fdisk -1 /dev/loop®

Disk /dev/loop@®: 5368 MB, 5368709120 bytes

255 heads, 63 sectors/track, 652 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Disk identifier: 0x452b6464

Device Boot Start End Blocks Id System
/dev/loopOpl 1 600 4819468+ 83 Linux
/dev/1loop0Op2 601 652 417690 83 Linux
# mkdir -p /mnt/loopOpl
# mount -t ext4 /dev/loopOpl /mnt/loopOpl
# mkdir -p /mnt/loopOp2
# mount -t ext4 /dev/loop@p2 /mnt/loopOp2
...hack...hack...hack
# umount /dev/loopOpl
# umount /dev/loopO@p2
# losetup -d /dev/loop0

5, {RLEIAER kpar tx G EHHY kpartx(8) 17 1% & FREHZ & RKIAZIHEREIFII R,

# kpartx -a -v disk.img

# mkdir -p /mnt/loop0@p2
# mount -t ext4 /dev/mapper/loopOp2 /mnt/loopOp2

...hack...hack...hack
# umount /dev/mapper/loop@p2

# kpartx -d /mnt/loop®

RIANREENX, FHLbF

=z
PEFN

R F]AEREMRENAREERMT MBR F, REHILLKHERENEN DX, EXEMNESHHE,

9.6.4 FIEMIEMREHF

EATENARN, —MIEREXX M disk.img” 2B FIREMEEE MR, M AH— AN FIREHE IR

&’ new. img”,
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# mkdir old; mkdir new

# mount -t auto -o loop disk.img old

# dd bs=1 count=0 if=/dev/zero of=new.img seek=5G
# mount -t auto -o loop new.img new

# cd old

# cp -a --sparse=always ./ ../new/

# cd ..

# umount new.img

# umount disk.img

YR “disk.img” fITF ext2, ext3 B extd, {RUBFILAMER T EABHEER zerofree R E HHY zerofree(8),

# losetup -f -v disk.img

Loop device is /dev/loop3

# zerofree /dev/loop3

# cp --sparse=always disk.img new.img

9.6.5 MHIfFZRIMLERIRSIHF

RN ERYANER dd(1) , STBABIHE—NK/INA 5GiB FIZEH R BRIRSf,
$ dd bs=1 count=0 if=/dev/zero of=disk.img seek=5G

BIENANERAEIRE, REBEXNMHMEMRBG disk. img” EBIR extd XHRE.

# losetup -f -v disk.img
Loop device is /dev/loopl
# mkfs.ext4 /dev/loopl
. .hack. . .hack. . .hack
# losetup -d /dev/loopl
$ du --apparent-size -h disk.img
5.0G disk.img
$ du -h disk.img
83M disk.img

St F7disk.img”, EFIXXHA/NZ 5.0 GiB, MELFREEFERNINZE 83MiB. XMNEIEFIEERAT ext4 EEBEFH
.

R’
W S R SEPR i 2 E A SRS BIEH B A MM,

[E3F1% & B) IR EIRGT 1R % CERAEMUMNERE, AEXLIREZSE 9.6.3 THEHEHIG, (REETE{EF parted(8) BY fdisk(8) IfiX
MEERIKR disk.img” HITHX, BEBEfER mkfs.extd(8), mkswap(B)?’" LHEIEXHRAS.

9.6.6 fHlI{F 1SO9660 RG34
 EER THE R AET t T HTRE cdrkit S24EE genisoimage(1) F5< SREIVE 1S09660 BT, “cd. iso”,

# genisoimage -r -J -T -V volume_id -0 cd.iso source_directory

U, BT 5| AT 1S09660 $RIE I, ”cdboot . iso”, BEBEM debian-installer U B F #i”source_directory”
HIfE, ARUT,

# genisoimage -r -o cdboot.iso -V volume_id \
-b isolinux/isolinux.bin -c isolinux/boot.cat \
-no-emul-boot -boot-load-size 4 -boot-info-table source_directory
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IXE#Y Isolinux boot loader (B3 3.1.2 T7) BT EaM.
BRTEMNAR, MeIUEREAARIEEITTE mdssum 18, FHEIFE 1509660 H1%.

$ isoinfo -d -i /dev/cdrom
CD-ROM is in ISO 9660 format

Logical block size is: 2048
Volume size is: 23150592

# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror | md5sum
# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror > cd.iso

O

oF I

A=
(=]
A THBIERER, MHIUNOE SR Linux 1SO9600 KR LTI bug,

9.6.7 HIEE AX{Z| CDIDVD-RIRW

-UIN
S FH cdrkit 32/ wodim(1) 3Ri#, DVD X2 —NKKJ CD,

{REENZEIT IN T FTREVER L T2 P FBRYIR &,

# wodim --devices

REHEZH CDR IEA CD E}EEJJ%E#H}E 1S09660 |G, “cd.iso” EARZER, HIENIRU TR wodim(1)
BEIRB AE|”/dev/hda” &,

# wodim -v -eject dev=/dev/hda cd.iso

WNRA CD-RW & CD-R, U FAAIRIIGSREXR,

# wodim -v -eject blank=fast dev=/dev/hda cd.iso

N
MRMFPREAZBNER CDs, E{EH wodim(l) ZBIiELimE®A "sudo umount /dev/hda” HIFHE.

9.6.8 1%} 1S09660 H{ESI

NR7cd.iso” BE— 1S09660 R1R, FTEHMAGSF LIEEXXEFR”/cdrom”.

# mount -t 1509660 -o ro,loop cd.iso /cdrom

VN
MRKERREEBENEHATBINNE, WK 1509660 BINILA CD(BUE 10.1.7 ).
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9.7 TiHHIEUE

X8, BITHeEREFEFEN R LN TEFIRIE.

9.7.1

ERYwmiE AR

REMYES " #HHBIENERER  0d -t x1” &%,

eSS TE KV | 5HBA

coreutils V:892,1:999 | 15016 | ERliEXHFEl, B od(1) KEH X (HEX, ASCIL, OCTAL, --*)

bsdmainutils V:870,1:998 | 587 THE®RHEE, B hd(1) KEEXH (HEX, ASCII, OCTAL, )

hexedit V1, 1112 63 —EBIN A YmiE s (HEX, ASCII)

bless V:0, I:5 973 2INEE TR #EBIwiEES (GNOME)

okteta Vi1, 1:20 1344 | 2R T /R EFIZRIEES (KDE4)

ncurses-hexedit | ., ., 132 | Tt F14R48 88 (HEX, ASCII, EBCDIC)

beav V:0, I:1 133 —HFIN R A1 gmE 28 (HEX, ASCII, EBCDIC, OCTAL, ...)
Table 9.20: EEFUER T FHEMIBHREGRIIR

<N

HEX B+ #FlZ&Zhexadecimalg FRB4R&1E, B radix 16, OCTAL 2/\#FIZEZoctal §FB4EIE1E, B
# radix2 8, ASCIl BE(E(5E3 R HERE American Standard Code for Information Interchange IR X% 5,
BNIERBVRIENANIE, EBCDIC @ R HI4miE 13t H3X#45 Extended Binary Coded Decimal Interchange
Code MENXME, 7 IBM A& 1ZER %K LEAA,

9.7.2 AEHMEREXG
BT AT UESEEHMENER TIE5 X4,

0wREe RITE X/ ] 1HER
mtools V:12, 1:101 361 REFER MSDOS XHETLE
hfsutils V0, 1:8 1771 | ANEZVHAERY HES #1 HFS+ XHETHE
Table 9.21: AN BIREXEHNRERTIR
9.7.3 HIETHR

Linux R1ZFr R L BIRAIDER I R FR B RIZSUF R AR BRI IR TR R SEIM S K ERTFER] T
BENAREFRANEINSIETRRTIMSKEFETEENTA,

9.7.4 HIBENXHIREFNIZHI DT
BRTFHEXGEREFZE DT TR,

N

7 e2fsprogs M ELEH debugfs(8) <, EMZMSER list_deleted_inodes # undel 5<%, {REEDS
RE ext2 X 74 EMIBREISIAF,
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EESD) ATE K/ [ HBE

par2 V:2, 1:10 246 FEREERERE, ATRENEEXH
dvdisaster V0, 1:2 1548 | CD/DVD BEAREIEH K/ X/ ZXRIRIP

dvbackup V:0, I:0 412 A MiniDV EENEBINES TE & H rsbep())
vdmfec V0, 1.0 97 FEARRAERE EXIR

Table 9.22: EINXAHRINFIBRLARNTERYIR

RHEE TE X/ | 5HEA
testdisk V:3, 1:40 1319 | A XPEEMMERSAER
- . BT EFRLE magic FHRMEXFHTE (1FE: 75 manfile
magicrescue V:0, I:3 224 KT RO )
scalpel V.0, I:4 82 Ba. =EeRI X EFREY
myrescue V0, I:3 63 Ik EFUAE R PREE
extundelete V1, 11 148 TREMIER ext3/4 XEZR G ERXERERREF
ext4magic V-0, I:3 232 SR ext3/4 XER G ENXBERNTRER
ext3grep V-0, I:3 278 B E ex3 XHFZESZ EMRIIXHFHTER
scrounge-ntfs V0, I:3 45 NTFS X F ARG BIEMERRF
gzrt V:0, 1:0 57 gzip METHE
sleuthkit V1, 17 1113 | iZEr i LE (Sleuthkit)
autopsy V:0, 1:2 1021 | SleuthKit FIEIRZ{LRE
foremost V:0, 1.7 96 R EFIEINZETTERF
guymager V:0, I:1 1051 | EF @ ZEG&ITE
dcfldd V0, I.5 94 R dd, ATIZEAEE

Table 9.23: #UBXX IR EFIZEI DTG BYIR

9.7.5 EAXHEZMZ NN
H— P XHERRMAESNHIEHE, (REZEENZRIKIEEDE RS NTF 2000MiB BN, FHEHBEXLE/NZ
HFEF RYBEIX A,

$ split -b 2000m large_file
$ cat x* >large_file

VIR
ATHLIEXHBHR, BRWEEBEFLX" LRI G,

9.7.6 BEEZNHAB

AT BERENEEXH ZENXGENAE, NEA m(1) as S EMERXA AR RIBINEXM, BRI XHEFTEEE
L ITHIEAEEERER, UTRBRXEATHIERTE,

$ :>file_to_be_cleared

9.7.7 HFNH
THEMNGS IR F SRZS X,
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http://packages.debian.org/sid/scrounge-ntfs
http://qa.debian.org/popcon-graph.php?packages=scrounge-ntfs
http://packages.qa.debian.org/s/scrounge-ntfs.html
http://packages.debian.org/sid/gzrt
http://qa.debian.org/popcon-graph.php?packages=gzrt
http://packages.qa.debian.org/g/gzrt.html
http://packages.debian.org/sid/sleuthkit
http://qa.debian.org/popcon-graph.php?packages=sleuthkit
http://packages.qa.debian.org/s/sleuthkit.html
http://packages.debian.org/sid/autopsy
http://qa.debian.org/popcon-graph.php?packages=autopsy
http://packages.qa.debian.org/a/autopsy.html
http://packages.debian.org/sid/foremost
http://qa.debian.org/popcon-graph.php?packages=foremost
http://packages.qa.debian.org/f/foremost.html
http://packages.debian.org/sid/guymager
http://qa.debian.org/popcon-graph.php?packages=guymager
http://packages.qa.debian.org/g/guymager.html
http://packages.debian.org/sid/dcfldd
http://qa.debian.org/popcon-graph.php?packages=dcfldd
http://packages.qa.debian.org/d/dcfldd.html
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$ dd if=/dev/zero of=5kb.file bs=1k count=5
$ dd if=/dev/urandom of=7mb.file bs=1M count=7
$ touch zero.file

$ : > alwayszero.file

RIE R T I H,
. ”5kb.file” 2 5KB HLZTHUE,

« ”7mb.file” 2 7MB FEN R,

« ”zero.file” HIFR— 0 FHMIXM, MRXNXAEZRIFATFE, WERI mtime ZWEH, MEMRBTNKE
FREAE,

- “alwayszero.file” —ER— 0 FT XM, MREXNMXEHZHIFE, WER mtime ZWEH, MENARETSEK
5%%0

9.7.8 IEREREE
B ERELERIS R FBANER IR, thiiE, 7£7/dev/sda” £ USB WTFE,

I\
@ ENITIXEMS L ZHI, RNiZA mount(8) AsSREE USB idIZiEMiEHNME, "/dev/sda” IEEMVIRE
FRERRBENREN SCSI EE*”*‘E% serial-ATA F&#2,

R FREET LRI 0 B U RIBFRIE R _EF B BN,
# dd if=/dev/zero of=/dev/sda

T 2 ARV EIRES A DV RIERET B HUER.,
# dd if=/dev/urandom of=/dev/sda

W 2 AMEVEIRES A RS RUERT B HIE,
# shred -v -n 1 /dev/sda

E % dd(1) SF L EIFZ 7] 5| SRY Linux CDs (140 Debian %2kt 2) £ shell /T FERZ ] FARY, (REEBBERBRFRY
W& L, #lg0”/dev/hda”, ?/dev/sda” FFiRE LIZITRIRG S RTEBREZLKNARL,

9.7.9 EFRIEE LHIRERRIXIN

FER (X USB iE1Z2# ) EREAMKXIE, Fle0 “/dev/sdbl” aJEENAB SR RIZMRIVEIR, EA(1EAE R2ME
BRT MG Z R, XS] LBITES KiER.

# mount -t auto /dev/sdbl /mnt/foo

# cd /mnt/foo

# dd if=/dev/zero of=junk
dd: writing to ‘junk’: No space left on device

# sync
# umount /dev/sdb1

O

5 A
XYARRY USB ICIZIERAEREL2EMBIF T, BRXERTER, KHHDEERNIXAERZMENREMTEER
HBEXHRER,

?-i',t f>‘4 I3
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9.7.10 kEELEZMFRIEMAMKITAIIXG

BMEMRANNOHIBR TR, REXNXEF AR —LENARRFRER (1Z3ES ), MELXHAHR]EERN.

I FIGIF

$ echo foo > bar

$ less bar

$ ps aux | grep ‘less[ ]’

bozo 4775 0.0 0.0 92200 884 pts/8 S+ 00:18 0:00 less bar
$ rm bar

$ 1s -1 /proc/4775/fd | grep bar

Ir-x------ 1 bozo bozo 64 2008-05-09 00:19 4 -> 2 /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 > 3bar

$ 1s -1

-rw-r--r-- 1 bozo bozo 4 2008-05-09 00:25 bar

$ cat bar

foo

HIFRKT 1sof MEBMRR, ERI—MELIHRRITUTHL.

$ 1s -1i bar

2228329 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:02 bar
$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar

$ rm bar

$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 > bar

$ 1s -1i bar

2228302 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:05 bar
$ cat bar

foo

9.7.11 EHFTEMEEE

BIEEHRRNM, BEBEA"1s -11” Mk,

$ 1s -1i
total 0@
2738405 -rw-r--r-- 1 root root 0 2008-09-15 20:21 bar
2738404 -rw-r--r-- 2 root root O 2008-09-15 20:21 baz
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 foo

“baz” F1”foo” RIEEEL A 72” (>1), RRMATEEREE. TR inode SEBRE"2738404”. XRREA R RFHFAIEHEZ
X, NRIFABBARITLINFERERE M, FAILUEE inode SREHE, LI, ZTEMNANE2738404”

# find /path/to/mount/point -xdev -inum 2738404

9.7.12 A NMEZ(E)HFE

BT GwllbRE, MARREETE, REMITAEBREERN du() B, XERMBREISAEF AR

Ay, FIBAEE FEMANIIEH,
# 1lsof -s -X / |grep deleted



https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Inode
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9.8 HIBRINZEIRR

AR ARG I8 PC FIEAT, (R ABRR] BAA2 53R 15 root AXPR, 13E)EERY PC ERIFREXH (U5 4.7.4 ), X
BEREERZNRAETERN PC WEMSRHANERRIEEMATHBERENT S, BONREBRREMNZRARSEY, R
& GNU [RFASTIF (W5 10.3 ) AJAXAF#ITINE, (BEEFE LA RN IF.

dm-crypt A eCryptfsilid Linux RI#Z IR SRV B A FIRIESSIL At B S EUR 0 =2

e ATE KAV | 15EH

cryptsetup V:20, 1:82 60 ] TFINZRIIRIZZRISEATER (dm-crypt / 3LUKS )
. AT INZRIRZ R FEERAFPER/ERNREER

cryptmount V:3, I:5 224 (dm-crypt/ LUKS )

ecryptfs-utils | V6, L9 396 AT ENEXXHFRRIISIATER (eCryptfs)

Table 9.24: #EINZ T RYIFE

Dm-crypt ;@ —MEF device-mapper IIZHI 4 R 4. Device-mapper BRET—MRIZKZ RN FIh—1,

eCryptfs B BIN—MMEXH R, ERTHEXHRS, HEXAHRARECECHBECERAXXGREN—TESR
BxzZ Lk,

AV
BB RIEFE CPU I EIFHIR, BIE T,

JE=
BT debian-installer (lenny S EHTHR), 4 Debian RAREMBHE LI —MNZMEE £, EA dm-crypt/LUKS
F0 initramfs.

hj_'
2% 10.3 HTHFZEIMNZESIAIERF: GNU Privacy Guard,

9.8.1 f{£F dm-crypt/ILUKS M= ahhiieE

&0 A dm-cryp/ LUKSINB A B E 0] BoNi& & L IR, HIuNEHE “/dev/sdx” LR USB ig1ZiE, RRERMT
TREBEMETE.

# badblocks -c 1024 -s -w -t random -v /dev/sdx
# fdisk /dev/sdx

.. llnll leII "1" llreturnll llreturnll IIW"
# cryptsetup luksFormat /dev/sdx1

# cryptsetup open --type luks /dev/sdx1 sdx1

# 1ls -1 /dev/mapper/

total 0
crw-rw---- 1 root root 10, 60 2008-10-04 18:44 control
brw-rw---- 1 root disk 254, 0 2008-10-04 23:55 sdx1

# mkfs.vfat /dev/mapper/sdx1

# cryptsetup luksClose sdxi1



https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/Dm-crypt
http://ecryptfs.sourceforge.net/
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
http://packages.qa.debian.org/c/cryptsetup.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/cryptmount
http://qa.debian.org/popcon-graph.php?packages=cryptmount
http://packages.qa.debian.org/c/cryptmount.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/ecryptfs-utils
http://qa.debian.org/popcon-graph.php?packages=ecryptfs-utils
http://packages.qa.debian.org/e/ecryptfs-utils.html
http://ecryptfs.sourceforge.net/
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Device_mapper
https://zh.wikipedia.org/wiki/Device_mapper
http://ecryptfs.sourceforge.net/
https://zh.wikipedia.org/wiki/Debian-Installer
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
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AfE, EMFTUIEENAERNKKEIMET, F190 GNOME KE F] BAfE A gnome-mount(1), i E]”/media/<disk_label”,
ARTESERBAZR (BRE 10.1.7 7)., FRANREANBIEEZINZN, (Ra]MUEEHECREMZNAS
Z4%, BIUANA mkfs.ext4 /dev/mapper/sdx1” IBEHRRL K extd,

==
MREVBRBOLZEMBERRS, BAIRFRESS X (ELARAIFE badblocks” &< )., BAXMEIFIEE
FEZRAT (8],

9.8.2 F dm-crypt INZBHYZIIHRH X

IEBRAIMRIRIRE %" /etc/fstab” BEUTRE,
/dev/sda7 swap sw 0 0O

R BAMER dm-crypt BiZ T P RBEAMNBNRRS X,

aptitude install cryptsetup

swapoff -a

echo "cswap /dev/sda7 /dev/urandom swap” >> /etc/crypttab

perl -i -p -e "s/\/dev\/sda7/\/dev\/mapper\/cswap/” /etc/fstab
/etc/init.d/cryptdisks restart

H H A K H

H*

Swapon -a

9.8.3 {EF dm-crypt/ILUKS & NZA0ME

Fi dm-crypt/LUKS 7£”/dev/sdc5” ERIZRIIMNZME AR T S REHZ”/mnt”:

$ sudo cryptsetup open /dev/sdc5 ninja --type luks
Enter passphrase for /dev/sdc5: ****

$ sudo 1lvm

lvm> lvscan

inactive "/dev/ninja-vg/root’ [13.52 GiB] inherit
inactive "/dev/ninja-vg/swap_1’ [640.00 MiB] inherit
ACTIVE "/dev/goofy/root’ [180.00 GiB] inherit
ACTIVE "/dev/goofy/swap’ [9.70 GiB] inherit

lvm> lvchange -a y /dev/ninja-vg/root

lvm> exit
Exiting.

$ sudo mount /dev/ninja-vg/root /mnt

9.8.4 F eCryptfs B&hN=Z2 4
&aT A BeCryptfs¥l ecryptfs-utils 8% ~/Private/ FHISIEIIXXEEININE,

« RIBETERVIR/RIBIT ecryptfs-setup-private(1) Fi&E ~/Private/,
« iBiTiB1T ecryptfs-mount-private(1) j#iE “~/Private/”,
s BB IUIBX G BRI ~/Private/” FIRIBERCIEFTSHEE,

- {®&i%&: »~/.fetchmailrc”, ”~/.ssh/identity”, ”~/.ssh/id_rsa”, ”~/.ssh/id_dsa” #1”go-rwx” 9
Hith >4

- BERBUEB RBE~/Private/” HIFERPHIZERCIBFS1EE,



https://zh.wikipedia.org/wiki/Dm-crypt
http://ecryptfs.sourceforge.net/
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— {&i%&: "~/ .gnupg” F1”go-rwx FEMEF
- BIEBM “~/Desktop/Private/” Z “~/Private/MIFS§iE, LUEHENSEIRIE,
+ BT IZIT ecryptfs-umount-private(1) {£F”~/Private/”,

- ERESMZBSCHR, A “ecryptfs-mount-private” &<EGE “~/Private/” BF.

"R
& eCryptfs R2EE MM MNZHBREIE, EHIEELLER dm-crypt 7£ root 8("/home” IR EMBZENEE LIS,
EARBEEHRARNHME ENEEDE, BERERNEREXGRAMETRIRNWEN,

9.8.5 HnfJiE#} eCryptfs

WRIBERIEHNERZBEAMKINZRE, Be]LOBEET PAM ( FliGEHRS M RIERR ) Bt &3 eCryptfs,
f£7/etc/pam.d/common-auth” X#H )’ pam_permit . so” B A T EEVT.

auth required pam_ecryptfs.so unwrap

f£7/etc/pam.d/common-session” XHHRIBEA TEHMNITENRE—1T.
session optional pam_ecryptfs.so unwrap

7£”/etc/pam.d/common-password” FREIE—NENITIEA THEET,
password required pam_ecryptfs.so

BOA 75 .
e

PAMMECE R IRP]ERIERBEB CHR AR, BFEHE 4 &,

NIy

MRRERFECHERBRBIEAMNSRINZEZL, MENBENRAFEREBNZEE—F (BIE 43
) BRIEFREINEIRE T —NEEM, BNRMNHENARERBRIRPR, SAAGTEIEANUE, AREITE
BERE R (BIE 4.7.4 1),

9.9 A%

Wt F 3 #5H9584, Debian SRR EIR T K IERILH] Linux RZ.

9.9.1 Linux %% 2.6/3.x

AT 2.4 BRRE, Linux AZEY 2.6/3.x kB —LiEEIEEMHE,
« %% H udev RALIE (BUE 33 ).

- 1#5ifia) IDE CD/DVD &%, AEEMA ide-scsi iER.

- MEEITIRINGEREF iptables PIAZIER.

Linux hRZAM 2.6.39 BER 3.0, AMUXB—MEBMHRANE, thERE 20 MNEFLEH.



http://ecryptfs.sourceforge.net/
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Password_strength
https://zh.wikipedia.org/wiki/Password_cracking
https://zh.wikipedia.org/wiki/Password_cracking
https://zh.wikipedia.org/wiki/Linux_kernel
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9.9.2 AZSH
2 Linux BHSTUR TENAD, BERZSERES,

« RIZS BT bootloader FITAL (BIEE 3.1.2 1)
« Y@L sysfs iAOIAIAZSE, EiB{TIHET sysctl(8) 182 (BIEE 1.2.12 1)
o H—AMERIGEGER, 81T modprobe(8) SEKIREIRIREE, (BNE 963 1)

Z20l”kernel-parameters.txt(.gz)”#llinux-doc-3.* REBIRHIIEEMR XY (?/usr/share/doc/1inux-d

9.9.3 RWIZLNH

RKEBPEBEEFRENAZTERNZLIXGE, IRGEEFERENREER, EEZESSHEIFPM, 7E Debian &
G, LBREFHRiIZAE 1libce-dev 3G E (B glibc BB E BIEE) BH#HY, #£”/usr/include/linux”
F”/usr/include/asm” BRILIZHE,

B

WFRiF—LERZEXNIERF, LI MERRREHRIZNAZIERF] automounter [ &5FIF (daemon ) 125
(amd), fRAHTN B RN I RIZLA AR BR1ZE, tbyl”-I/usr/src/linux-particular-version/include/”,
Z{FRIT <L 1T, module-assistant(8) (ERIEIM m-a) BEENFAE E R A — P E S MMM RIZGRIZTILFZRIR
e,

9.9.4 ZRiFAZFINERIRIR
Debian 5'E B 2HI75 RRMIFAXAEFILR,

LRG3 MITE KAV | 15BH

build-essential |, 5 20 | BIE Debian SREFEFFUTMIL L make, gcc, -

bzip2 V:186,1:946 | 184 bz2 XFERMEEGE T E

libncurses5-dev | .15 1148 | g ncurses FF & & FEFISTAY

git V:274,1:451 | 33183 | git: Linux AZERNSHMEET RS

fakeroot V:29,1:505 | 215 73 root AP EIERF B R E— N AER root IMIE
initramfs-tools |y ec 1991 | 105 | AIE initramfs B9 T ( Debian H15E)

dkms V:66, 1:211 282 NS RZIEIRZFF dynamic kernel module support (DKMS) (&)
devscripts V-9, 166 2185 ];}rf;ﬁlla)n Package maintainer Debian BZEFFERIEEENRIA ( Debian

Table 9.25: Debian RAERZRIFZEELTENTERERTIR

WNRMRFES 3.1.2 T{EMA initrd, i5—E K1 initramfs-tools(8), update-initramfs(8), mkinitramfs(8) [ initramfs.conf(5)
BMEXER.

=E
E4RiZ Linux RIZERBE, SAEZREM"/usr/include/linux” #1”/usr/include/asm” ER D
(EtgA: "/usr/src/linux*") BB RO SHEE, (—EdEARISEBIGXFEE.)



http://packages.debian.org/sid/build-essential
http://qa.debian.org/popcon-graph.php?packages=build-essential
http://packages.qa.debian.org/b/build-essential.html
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
http://packages.qa.debian.org/b/bzip2.html
http://packages.debian.org/sid/libncurses5-dev
http://qa.debian.org/popcon-graph.php?packages=libncurses5-dev
http://packages.qa.debian.org/libn/libncurses5-dev.html
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://packages.qa.debian.org/g/git.html
http://packages.debian.org/sid/fakeroot
http://qa.debian.org/popcon-graph.php?packages=fakeroot
http://packages.qa.debian.org/f/fakeroot.html
http://packages.debian.org/sid/initramfs-tools
http://qa.debian.org/popcon-graph.php?packages=initramfs-tools
http://packages.qa.debian.org/i/initramfs-tools.html
http://packages.debian.org/sid/dkms
http://qa.debian.org/popcon-graph.php?packages=dkms
http://packages.qa.debian.org/d/dkms.html
https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
http://packages.debian.org/sid/devscripts
http://qa.debian.org/popcon-graph.php?packages=devscripts
http://packages.qa.debian.org/d/devscripts.html
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B
S 1% Debian stable R B4miFZIHY Linux WAZET, BJEETR ZEF —LEI Debian unstable kB backported [a]
EBEMNRITRAN TR,

IR

dynamic kernel module support (DKMS) ZZSAZIRR 55 2 — MIINDHIVIEMESR, WITARAITFENTHIA
ZRRRERNEBNAZIER T FAER, Xo] AR T AR RZCIERINEBRIRIR, XBERARAZE, EfHRmE
BREGEEEEE,

9.9.5 #YwiFNIZIRIIG: Debian WIZEPAHET

M EBRZRRBREEZMECHRZ ZEG S, RYSERBRERMEM deb-pkg” WK,

sudo apt-get build-dep linux

cd /usr/src

wget http://www.kernel.org/pub/linux/kernel/v3.11/1inux-<version>.tar.bz2
tar -xjvf linux-<version>.tar.bz2

cd linux-<version>

cp /boot/config-<version> .config

make menuconfig

B BH B BH LB PR

make deb-pkg

*»

N
linux-source-<version> ¥R EMEMR"/usr/src/linux-<version>.tar.bz2” I£{tH Debian %} T B9 Linux N#%
JRICHD,

M Debian RiZRRBIRE B mIFE TN Z#EIE, (RN YEHR”debian/rules. gen” Bfy”binary-arch_<architectur
IOEN

$ sudo apt-get build-dep linux

$ apt-get source linux

$ cd linux-3.*

$ fakeroot make -f debian/rules.gen binary-arch_i386_none_686

HMMERBS:

* Debian Wiki: KernelFAQ
» Debian Wiki: DebianKernel

+ Debian Linux A% Ffiff: https:/kernel-handbook.debian.net

9.9.6 MEEIKEHFE 4

BERNRIITEENRAZ LR, XEEGRNNELREBRIRYE, EEE8SE @R Debian IIZRHEEE, K
£ main Xig,

« GPU IRzf)

— Intel GPU ¥z (main)



https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
http://wiki.debian.org/KernelFAQ
http://wiki.debian.org/DebianKernel
https://kernel-handbook.debian.net
https://zh.wikipedia.org/wiki/Graphics_processing_unit
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— AMD/ATI GPU 3IRzf) (main) 0/
— NVIDIA GPU J¥&f (nouveau IRENHITE main , I RZIFHI "3 HIIREN, HL7E non-free.)

« Softmodem JXZ}]

— martian-modem # sl-modem-dkms ¥4 € (non-free)

B R INE7E 1R & RS (EE3i, CPU microcode, GPU BTRYE R, 5 FPGA / CPLD ¥4 -+ ) BN EHE
R FHEBRRAEE, ERESEHEHETERRERBRABINKE, “HNRRENBBHRGFE.

« firmware-linux-free (main)

« firmware-linux-nonfree (non-free)

« firmware-linux-* (non-free)

« *firmware (non-free)

« intel-microcode (non-free)

» amd64-microcode (non-free)

1&EE non-free # contrib FIEEEL AR Debian RAHI— 25, BRAFIZEEE non-free # contrib XiFAYEZ
B, 7F 214 TEHER, MNHIEEE 2.1.5 DEMNER, FH non-free #l contrib RGBS E HEA,

9.10 FEHHLRS

B EREMRSE, BATEERNMIELRNEITZNRE.

=TIN
&l http://wiki.debian.org/SystemVirtualization.

9.10.1 EHUMLIE

BRT B ERAY chroot THYM, Debian EEB—EBXRAREMCRIBENRGEE, XLERGBEEBEREIZEMNRLA.
S4B B Comparison of platform virtual machines RIX1FAREF S BRI HERTT RAFALERIESR.

9.10.2 EHMLIER

=z
IE=)

XERTHIARINEGERTE squeeze S AFRIRRA ] F#Y,

==
EE

BM lenny Z/5, EXIAH Debian RZFLE 2 KVM Y,

HAMYEIMETHERERUTLNS R,

- BIEENGARL (B RIEHERER),



https://zh.wikipedia.org/wiki/Nouveau_(software)
https://zh.wikipedia.org/wiki/Softmodem
https://zh.wikipedia.org/wiki/Microcode
https://zh.wikipedia.org/wiki/FPGA
https://zh.wikipedia.org/wiki/Complex_programmable_logic_device
http://wiki.debian.org/SystemVirtualization
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/Emulator
https://zh.wikipedia.org/wiki/Comparison_of_platform_virtual_machines
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtualization
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eSS mITE KN T iRER

schroot V:7,1:10 2691 7E chroot F#1{T Debian —_HFIBASRLE

sbuild V1, 4 285 JK Debian JRIGFZE Debian sl elAY L H

pbuilder V2, T:17 959 Debian X B EIRIFTEIIR &

debootstrap V5, 1:66 277 EE— /N EZXRM Debian 2% (FH sh BHY)

cdebootstrap V-0, I:3 112 FE#ZE— " Debian 2% (H C Bf))

virt-manager V:8,1:34 7771 | BN EER:: ATEEEMNBPNEENA

Libvirt-clients |y g 1oy 1946 | libvirt BIEETRRE

bochs V:0, I:1 4619 Bochs: IA-32 PC R E &8

gemu .37 93 QEMU: BuRF)E A IS B 28

gemu-system 1:35 94 QEMU: £THEER G BIFEI 3 Fl

gemu-user V2, 1:34 73104 | QEMU: FFEXNFIEII =& 1

gemu-utils V:10, 1:99 6179 | QEMU: TE&E

gemu-kvm V:22,T.72 103 KVM: x86 W& EH EHFRIELTHNZEIIT

virtualbox V:34, 1:43 76179 | VirtualBox:i386 1 amd64 £ x86 B ERILER RS

xen-tools V-0, .6 666 FATFZIE debian XEN ERRZEHTE

wine V21, 1:101 186 Wine: Windows MR HmIEREOSH (fNEEHF)
. B E ===

dosbox V2, 120 5706 ggglz%x); 87§ éa;:fgg/Herc/CGA/EGA/VGA/SVGA B+ F5M

dosemu V-0, 4 4891 | DOSEMU: Linux DOS T=lES

vzctl V1, 13 1060 | OpenVZ RBFEMAERAGER - B LE

vzquota V1, 1:3 221 OpenVZ lRBHENEERAE - HBLE

Ixc V8, 1:13 1985 | Linx & BRFELHE

Table 9.26: ML T EIR

- BEMEILAEE " mkdir -p /path/to/chroot” 8lE,

- FIARROME RIS STABENS(ER dd(1) RIZ (BILEE 9.6.1 THE 9.6.5 ).
- qemu-img(1) BEMSBIEFNEE(L QEMU ZH5RIREE PRI ST 14,

- REEHIAEINFD VMDK X8, BESE b EHME TERIEAEE.

« {£/ mount(8) HEHMEMRBGEINXH RS (AIIE).

- WFRIGHEME G, IBEEREIFIZE =X ISR iREEH. (BIE 963 ).
- WF QEMU #5092 R, IEEAIYER network block device P4ZIRIZZ IR (BWEE 9.10.3 ).

- TENRXGRA LBEZTENRAHIE.
— {#F debootstrap #l cdebootstrap ZERFZFRIDENEGIZIXMTFE (BME 9.10.4 ).
- E2MRERAIRBR T ERRERALTRES.

- EERMEIE T BIT—MER,

— chroot IR EARKENLINE, BB EEEEmMRIFRER, BITIEFAMNA, 51T/ &FHPEF daemon.
- QEMU REEEFE &SR CPU 121128
— QEMU #1 KVM i&id hardware-assisted virtualization S48 EN EINESRIZ 2 THEE R ZRIIEL.

— VirtualBox B] ATE i386 #0 amd64 L, {# A& A~ & A hardware-assisted virtualization - 5ERN I RIR It 2 THEE
RARIEHL.



http://packages.debian.org/sid/schroot
http://qa.debian.org/popcon-graph.php?packages=schroot
http://packages.qa.debian.org/s/schroot.html
http://packages.debian.org/sid/sbuild
http://qa.debian.org/popcon-graph.php?packages=sbuild
http://packages.qa.debian.org/s/sbuild.html
http://packages.debian.org/sid/pbuilder
http://qa.debian.org/popcon-graph.php?packages=pbuilder
http://packages.qa.debian.org/p/pbuilder.html
http://packages.debian.org/sid/debootstrap
http://qa.debian.org/popcon-graph.php?packages=debootstrap
http://packages.qa.debian.org/d/debootstrap.html
http://packages.debian.org/sid/cdebootstrap
http://qa.debian.org/popcon-graph.php?packages=cdebootstrap
http://packages.qa.debian.org/c/cdebootstrap.html
http://packages.debian.org/sid/virt-manager
http://qa.debian.org/popcon-graph.php?packages=virt-manager
http://packages.qa.debian.org/v/virt-manager.html
https://zh.wikipedia.org/wiki/Virtual_Machine_Manager
http://packages.debian.org/sid/libvirt-clients
http://qa.debian.org/popcon-graph.php?packages=libvirt-clients
http://packages.qa.debian.org/libv/libvirt-clients.html
https://zh.wikipedia.org/wiki/Libvirt
http://packages.debian.org/sid/bochs
http://qa.debian.org/popcon-graph.php?packages=bochs
http://packages.qa.debian.org/b/bochs.html
https://zh.wikipedia.org/wiki/Bochs
http://packages.debian.org/sid/qemu
http://qa.debian.org/popcon-graph.php?packages=qemu
http://packages.qa.debian.org/q/qemu.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-system
http://qa.debian.org/popcon-graph.php?packages=qemu-system
http://packages.qa.debian.org/q/qemu-system.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-user
http://qa.debian.org/popcon-graph.php?packages=qemu-user
http://packages.qa.debian.org/q/qemu-user.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-utils
http://qa.debian.org/popcon-graph.php?packages=qemu-utils
http://packages.qa.debian.org/q/qemu-utils.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-kvm
http://qa.debian.org/popcon-graph.php?packages=qemu-kvm
http://packages.qa.debian.org/q/qemu-kvm.html
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
http://packages.debian.org/sid/virtualbox
http://qa.debian.org/popcon-graph.php?packages=virtualbox
http://packages.qa.debian.org/v/virtualbox.html
https://zh.wikipedia.org/wiki/VirtualBox
http://packages.debian.org/sid/xen-tools
http://qa.debian.org/popcon-graph.php?packages=xen-tools
http://packages.qa.debian.org/x/xen-tools.html
https://zh.wikipedia.org/wiki/Xen
http://packages.debian.org/sid/wine
http://qa.debian.org/popcon-graph.php?packages=wine
http://packages.qa.debian.org/w/wine.html
https://zh.wikipedia.org/wiki/Wine_(software)
http://packages.debian.org/sid/dosbox
http://qa.debian.org/popcon-graph.php?packages=dosbox
http://packages.qa.debian.org/d/dosbox.html
https://zh.wikipedia.org/wiki/DOSBox
http://packages.debian.org/sid/dosemu
http://qa.debian.org/popcon-graph.php?packages=dosemu
http://packages.qa.debian.org/d/dosemu.html
https://zh.wikipedia.org/wiki/DOSEMU
http://packages.debian.org/sid/vzctl
http://qa.debian.org/popcon-graph.php?packages=vzctl
http://packages.qa.debian.org/v/vzctl.html
https://zh.wikipedia.org/wiki/OpenVZ
http://packages.debian.org/sid/vzquota
http://qa.debian.org/popcon-graph.php?packages=vzquota
http://packages.qa.debian.org/v/vzquota.html
https://zh.wikipedia.org/wiki/OpenVZ
http://packages.debian.org/sid/lxc
http://qa.debian.org/popcon-graph.php?packages=lxc
http://packages.qa.debian.org/l/lxc.html
http://lxc.sourceforge.net/
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
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9.10.3 {EEEIIMIEMIG G

W FRIBHEEIRESE, S0E 96 T

YT EHE IS S, (REETZ & network block device M4&IRIZ & 11XAY qemu-nbd(8) R E B ftt(], HERRA
IR nbd SREHE.

gemu-nbd(8) 32 QEMU FT 2 MM B N QEMU Z#HF T M B X: raw, qcow2, qcow, vmdk, vdi, bochs, cow
(user-mode Linux copy-on-write), parallels, dmg, cloop, vpc, vvfat (virtual VFAT) F1FEH1%E.

MLRIRIGE BB AMEIMRE—HFNAAXFIX (BRF 963 ). (FEEBIZ FEAISVEH disk. img” BISE—

/\/\I:

# modprobe nbd max_part=16
# gemu-nbd -v -c /dev/nbd@ disk.img

# mkdir /mnt/partil
# mount /dev/nbdOpl /mnt/partil

"R
{RATBAZS gemu-nbd(8) fEF”-P 1" RS H disk.img” HE—MH(X.

9.10.4 Chroot &%

chroot(8) R FREAN A XKIZIT— N AEM GNU/Linux RALG, HELFEEZERRERENR A,

AV
TEMFFRIZIBIER S chroot REEHZEER CPU 2244,

{Re] AR T E AR EREMHFEIIFIER chroot(8), BiE7E script(1) FiE1T pbuilder(8) 27,

$ sudo mkdir /sid-root
$ sudo pbuilder --create --no-targz --debug --buildplace /sid-root

{REETEEZ! debootstrap(8) Bk cdebootstrap(1) BUAI7E”/sid-root” FEBE sid IMRERIRALUE.

N
iXLE debootstrap(8) E% cdebootstrap(1) & Debian & 2:28 FIK %L 2t Debian #Y. XLt a] A FAREARNE A Debian &
EBMIBERT, A—NERGHELE Debian, Hr]ABRTHEEE GNU/Linux Z1THR,

$ sudo pbuilder --login --no-targz --debug --buildplace /sid-root

fREICAB R — 4 sid IMERIR L shell RUNFIIZ T EAIT T EIERY,

—_

. EAHEE ("/etc/hosts”, "/etc/hostname”, " /etc/resolv.conf”)
. E#H/proc” XERG%
. HE#Hr/dev/pts” XHERY

. BlE”/usr/sbin/policy-rc.d” Bt 2, E2 1011BH

A W N



https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Qcow
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/VirtualBox#Virtual_Desktop_Image
https://zh.wikipedia.org/wiki/Bochs
https://zh.wikipedia.org/wiki/Parallels_Workstation
https://zh.wikipedia.org/wiki/Apple_Disk_Image
https://zh.wikipedia.org/wiki/Cloop
https://zh.wikipedia.org/wiki/VHD_(file_format)
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Loop_device
https://www.debian.org/releases/stable/installmanual
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5. i&{T’chroot /sid-root bin/bash -c ’exec -a -bash bin/bash’”

ES=Y

—LE7F chroot THITERE, EEVOILLIRIRERZ LM pbuilder BENSIR MM ZIVE S B, Blt0, "/sys”,
"/etc/passwd’, "/etc/group”, ”/var/run/utmp”, /var/log/wtmp” F%. HiFEZ(FH bind-mounted =}
.

IR
"/usr/sbin/policy-rc.d” X ## P It 7 Debian &R % EF BE W B s B & T B F. 5
W"/usr/share/doc/sysv-rc/README.policy-rc.d.gz"

BR
E K chroot 348 pbuilder MRIBAE, 2ME — chroot &4, F7E chroot EEITENRER, ER—ME
BMAL, FIUARMNERGENTRKBTEREER, BRASENNHRNERNMERLREEPREFE,

BR
FEUR schroot MEFBRTLALHFR—MIMHIER, 7 amd64 RIER S L1517 1386 chroot R4,

9.10.5 ZEHEAR%

FRIZINTE Debian F2TEAR E{EMA QEMU 553 VirtualBox, XN AEIMEEARSMNIE TS SEAL, XEEIHFE
1T Debian FE2EMRFIMXAR S EMAH BB S X MWEEE N LHRE,

ERELr QEMU TERIERIBN, YENRLLTH KVM MEHE, EiERTRINE,

BRTEMNAE, BEBEIE—NFIUATQEMU B E % Debian RARIEHIE MR virtdisk. gcow2”, iX4 Debian
H 4% {EF debian 338 )\ CDR R,

$ wget http://cdimage.debian.org/debian-cd/5.0.3/amd64/iso-cd/debian-503-amd64-netinst.iso
$ gemu-img create -f qcow2 virtdisk.qcow2 5G
$ gemu -hda virtdisk.qcow2 -cdrom debian-503-amd64-netinst.iso -boot d -m 256

7 Debian wiki: QEWU BJABEEZEE,

VirtualBox B8 Qt B R E LEREHENMN. X TENERREMGSIT I EMBERER] UL VisualBox AP Fif
#1 virtualBox Bt (PDF) HE&EE.,

R’
FEEIME FIE1T Ubuntu A Fedora 2 ZERIEE GNU/Linux &1THR, B— MMEBNZIHEERIONAGE. HE®
BRIERFHEIUTEX D GNU/Linux EHIME FRIFRIIEIT,



https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/QEMU
https://www.debian.org/distrib/netinst
http://wiki.debian.org/QEMU
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Qt_(toolkit)
http://www.virtualbox.org/manual/UserManual.html
http://download.virtualbox.org/virtualbox/UserManual.pdf
https://zh.wikipedia.org/wiki/Virtualization
http://www.ubuntu.com/
http://fedoraproject.org/
https://zh.wikipedia.org/wiki/Virtualization
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Chapter 10

HIREIE

BAF X F7E Debian R4 LER T HBIAMXARENTEREEXER.

10.1 HZE, EIAEH

( ) &
PBRESER, RRNNEEHTSRENRETXE, S BB TRDBOSERIE, KA flock(L) B

XAHIRE HLEIE] A Tkt X e E L.

BENLZEMENZERXZEUMT/LANAGME,

« TFEXAFIENL

« ILFETFEVIIE)

- Sl

- REREXASE

- (BEBEHE

* BILERZRIREI M U310]
 FMARZRNEIFER

XEERT LB R TR &R,

- FEREFIESTE

- EFIFIRS TA

- MEXHZRG

- BEEFAEEN

« T2 shell

- INEARZR

- IRAEFIRETR
- BEEEMMZETR



https://zh.wikipedia.org/wiki/Race_condition
https://zh.wikipedia.org/wiki/File_locking
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10.1.1 EFHEFME4 TR

AT &2 Debian F:45 L AT FAKOTZASFIE A T REVFE,

RHEB ATE NERES me ‘R
tar V:920,1:999 | 2872 | .tar tar(1) FERTRETE (FK)
cpio V:291,1:999 | 989 | .cpio cpio(1) Esg(‘ls)yitg{%/ g*ﬁﬂwﬂﬁﬁ’ S
binutils V:177,1:705 | 91 .ar ar(1) ERSENEEIE
fastjar V4, T:50 172 .jar fastjar(1) Java AT E (FELzip)
e ¥HYPOSIX 1T H, M F tar Al
pax V:15, I:41 175 . pax pax(1) cpio Z/d
gzip V:890, 1:999 | 231 .9z fg;‘t’((ll)) | GNULz77 ERIE (%ik)
bzip2(1) Burrows-Wheeler block-sorting [£ 48 T
bzip2 V:186,1:946 | 184 | .bz2 bzgt(l)’ | BB wip() EENESE (B
’ gzip BERMUNIEXERELLEE)
1zma V:3, 1:46 141 .1zma lzma(1) Ezjzg%g éﬁ%}%ﬁ) geip(1) £
xz(1) XZEHITEBELE bzip2(1) ESRY
xz-utils V:449,1:958 | 515 .XZ deec’(l) | BER (ESEEET gzip (BRLE
’ bzip2 #; LZMA EHETENERR)
. o 7zr(1), BEEREHEERN 7-zip XEFFEE
p7zip V:82,1:399 | 986 .72 072ip(1) (LZMA E% )
p7zip-full V139, 1:520 | 4659 | .7z ;223) ﬁ%&ﬂ%&u Q‘?{é’)zlp X FHIRHE
LZOEHmTEBELE gzip(l) EEH
1zop V:6, I:51 97 .1zo 1zop(1) [E4EFOREE 48R E (B gzip BEME
BB A EEERILER)
zip V:50, 1:440 | 608 .zip zip(1) InfoZip: DOS IAEEFERE L E
unzip V:288,1:801 | 534 .zip unzip(1) InfoZIP: DOS Sz MEEGH T E

Table 10.1: FFHEFME4H TRYIFR

D w
=]

FERFEREREMTA, BUARERESTAPE TE, ELNE tar(l) BI1TH,

Sl

7.

=z
B

gzipped tar(1) |IAMEERTH BRBE". tgz" &”. tar.gz” FIX4.

5=z
EE

xz-compressed tar(1) |I3#EBA T RBAR". txz" 5&". tar . xz" FIXH,

=z
IE=)

FOSS TE, il tar(1), RMEREGEHEZELZX IR FTARIER: gzip - bzip2 - xz

==
EE

cp(1),scp(l) #0 tar(l) TEFTEEFHRNER F—LAFRRI G, cpio(l) TEMEREERESN /Y,



http://packages.debian.org/sid/tar
http://qa.debian.org/popcon-graph.php?packages=tar
http://packages.qa.debian.org/t/tar.html
http://packages.debian.org/sid/cpio
http://qa.debian.org/popcon-graph.php?packages=cpio
http://packages.qa.debian.org/c/cpio.html
http://packages.debian.org/sid/binutils
http://qa.debian.org/popcon-graph.php?packages=binutils
http://packages.qa.debian.org/b/binutils.html
http://packages.debian.org/sid/fastjar
http://qa.debian.org/popcon-graph.php?packages=fastjar
http://packages.qa.debian.org/f/fastjar.html
http://packages.debian.org/sid/pax
http://qa.debian.org/popcon-graph.php?packages=pax
http://packages.qa.debian.org/p/pax.html
http://packages.debian.org/sid/gzip
http://qa.debian.org/popcon-graph.php?packages=gzip
http://packages.qa.debian.org/g/gzip.html
https://zh.wikipedia.org/wiki/LZ77_and_LZ78
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
http://packages.qa.debian.org/b/bzip2.html
https://zh.wikipedia.org/wiki/Burrows-Wheeler变换
http://packages.debian.org/sid/lzma
http://qa.debian.org/popcon-graph.php?packages=lzma
http://packages.qa.debian.org/l/lzma.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/xz-utils
http://qa.debian.org/popcon-graph.php?packages=xz-utils
http://packages.qa.debian.org/x/xz-utils.html
https://zh.wikipedia.org/wiki/Xz
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/p7zip
http://qa.debian.org/popcon-graph.php?packages=p7zip
http://packages.qa.debian.org/p/p7zip.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/p7zip-full
http://qa.debian.org/popcon-graph.php?packages=p7zip-full
http://packages.qa.debian.org/p/p7zip-full.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/lzop
http://qa.debian.org/popcon-graph.php?packages=lzop
http://packages.qa.debian.org/l/lzop.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Oberhumer
http://packages.debian.org/sid/zip
http://qa.debian.org/popcon-graph.php?packages=zip
http://packages.qa.debian.org/z/zip.html
https://zh.wikipedia.org/wiki/Info-ZIP
http://packages.debian.org/sid/unzip
http://qa.debian.org/popcon-graph.php?packages=unzip
http://packages.qa.debian.org/u/unzip.html
https://zh.wikipedia.org/wiki/Info-ZIP
https://zh.wikipedia.org/wiki/Free_and_open_source_software
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=z
R

cpio(1l) B AE find(1) MIHEGS—EER, E5TUEENNANGR, Fit, MARSIHEREIRS e

AR,

S-=z
EE

Libreoffice #IBEXAHIABLEMZ”. jar” X, SHAIUER unzip TEFRITH,

=z
TR

EXTBEFEARIFIEETIAR zip, &8 "zip -rX” WARNBEAFTURESRANRENE, MREJAXHK
INEEMANEEEE, BRNES “-s” EIER,

10.1.2

SHINEs TR
AT 2 Debian 4% EHIEI R & HIFNE ) TR,

eSS ATE XN | THE Ihge
coreutils V:892,1:999 | 15016 | GNU cp I NE%& (-a” SEEKINENT )

T =5 (= e ETR=T} : g S0 S
openssh-client | V:839,1:996 | 4034 | scp %Jmm%ﬁﬂﬁi (&P, »-r SHE
openssh-server | V:702,1:816 | 881 sshd EFhzimXEFMER (ZfiERSEE)
rsync V266, 1:622 | 691 - BrenriERFN&ED
unison V:3,1:19 3457 | - M EPREEEZ D)

EE BRI, rsync(8) LEEM T REM TESHINHE,

Table 10.2: EHIFIEF T EYIER

- ERERBEERZRERN M SEFENBRXAZENERHD
- RERERE BN SERXK/NSEREIERA B BTG

« ”--exclude” #1”- -exclude- from” EINELLF tar(1)

« EIRB RPRINRFTREEREDE RE B In X P eIZE NI B R Ral,

R’

7£ cron(8) TER”-gl” EINMITESE 10.2.3 T EIRFA bkup MIA, J5RMH—4NF0 Plan9 (1%iE: Pland 2 —
MRS, NXFF vofs, B]LAA apt-cache show 9mount G S FKEVER{ER ) B9 dumpfs B2AEUIBIAAEE B

ThgE,

=N

ER 10.11 PRIRAIEHIR S (VCS) FIMHKIN AR S BIENMNET T A,

10.1.3

JFEEE

ATRAARRMNITEEHBIIREEHEE". /source” BRTPHAR,

GNU tar(1):



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/rsync
http://qa.debian.org/popcon-graph.php?packages=rsync
http://packages.qa.debian.org/r/rsync.html
http://packages.debian.org/sid/unison
http://qa.debian.org/popcon-graph.php?packages=unison
http://packages.qa.debian.org/u/unison.html
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$ tar -cvJf archive.tar.xz ./source
$ tar -xvJf archive.tar.xz

BE, WTFAR.

$ find ./source -xdev -print®@ | tar -cvJf archive.tar.xz --null -F -

cpio(1):

$ find ./source -xdev -print@ | cpio -ov --null > archive.cpio; xz archive.cpio
$ zcat archive.cpio.xz | cpio -1i

10.1.4 E#liE%

MTRAREMNIAEHEA”. /source” BRPHIAR,

« RithEHl: 7. /source” BX - ”/dest” B&

< IEFEEH: AFEN LAY, /source” BE - “user@host.dom” £ LR’ /dest” HR
rsync(8):

# cd ./source; rsync -aHAXSv . /dest
# cd ./source; rsync -aHAXSv . user@host.dom:/dest

fREems it ER “FERENRBL" 8%,

# rsync -aHAXSv ./source/ /dest
# rsync -aHAXSv ./source/ user@host.dom:/dest

&, WRFR,

# cd ./source; find . -print® | rsync -aHAXSv@ --files-from=- . /dest

# cd ./source; find . -print® | rsync -aHAXSv0O --files-from=- . user@host.dom:/dest
GNU cp(1) #0 openSSH scp(1):

# cd ./source; cp -a . /dest
# cd ./source; scp -pr . user@host.dom:/dest

GNU tar(1):

# (cd ./source && tar cf - . ) | (cd /dest && tar xvfp - )

# (cd ./source && tar cf - . ) | ssh user@host.dom ’'(cd /dest && tar xvfp - )’
cpio(1):

# cd ./source; find . -print® | cpio -pvdm --null --sparse /dest

REEBEFTEEE”.” WA FERA foo” BN”.”, XHFMETLAM”. /source/foo” BREMIXHE]"/dest/foo” B
io

EFBES”.” N FE, (REENBERMITERIZ”/path/to/source/foo” RALE” ., i XHEAAFKE7cd . /source;”.
WMTRFIR, FEXHXRIEIENARE, BNEAENUE.

+ ”/dest/fo00”: rsync(8), GNU cp(1), 1 scp(1)
« ”/dest/path/to/source/fo0”: GNU tar(1), ¥ cpio(1)

B
rsync(8) 1 GNU cp(1) RJBAR" - u” IR Z2R& 15 5 s _E B RIS,
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10.1.5 BEERXHEENEE

find(1) #FAVE MRS R IEE X BAEEN S (BRE 10.1.3 THE 10.1.4 ) KEBTF xargs(1) (BRE 9.39
). BT find IS SITSEAEBEEINELSE MR,

TR find(1) BERIBEN DL,

« find R SHEHZEMNRNERA,
- —BRERHEN, MLEEMRFLL

- “1Z%8 OR” (HAFMZER-0” SHIEER ) MERKT” B8 AND” (H”-a” SBIEEREFRMZEREENS
0.

- 7 B NOT” (AFHRIERY” ! B8E) MERST “EBi AND",
« 7-prune” S2iR[EZ%E TRUE FHMRXNBREFEN, BRIERMRIXNBRCAIMIH,

« 7-name” EMLETH shell BERF (BWE 156 1) UXHBEHLLEFEEMN* F172” TFHH .7, (FkY
POSIX 4314%)

. 7 regex” BN XHEE, BIAKA emacs NILH BRE (BNE 162 %),
« »-size” RIEXHANKLE (BHESEE+ SLEEANXL, ENESE" - SLEE/MIXHE)
« »-newer” SHILEL SHE PN HEBHIHE,

. »-printe” S HRIEEEE TRUE FEREXAS (null terminated) TENEIT IS S b,

TR find(1) 1BEER,

# find /path/to \
-xdev -regextype posix-extended \
-type f -regex ”.*\.cpio]|.*~" -prune -o \
-type d -regex ”".*/\.git” -prune -o \
-type f -size +99M -prune -0 \
-type f -newer /path/to/timestamp -print@

XLEGSRRITWMTENE,

2. RELFERNXURAFEFERNE ERE (BRE 162 )

3. BRI A IER A RABRTES” . *\ . cpio” 7. *~” IEMRIANAI 4

4. B EAIRR A TRHBRILES” . */\ . git” ENRARAIBR

5. (BT R IEAL BRI 7T TR HEBREE 99MB (1048576 F 7 8 7T) BB RHISLH

6. ERXHER, HREULIEREZGHELL”/path/to/timestamp” FrBIX &

BEBOLA LB FHEY -prune -o” HEFRXX GBI SR AE.

JES =
$+F3F Debian RHAY Unix-like R4, BLSEETREARK find(1) Lz, AXMBEAT, NiZBEIFRELES
EFA-print” ER"-printe”, {RrIEERIFFEERNEMBEXRIEGHS,



https://zh.wikipedia.org/wiki/POSIX
https://zh.wikipedia.org/wiki/Null_character
https://zh.wikipedia.org/wiki/Unix-like
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10.1.6 JARHIELA

HEBHBEFETH FMEIRE i, GRZGEEENNERME, WFNENMABESED, BfERREQER CD-R
1 DVD-R AR EERERR. TR FEthrE, (TWH—RERMHEFEN)

JED =
PR Z2 RN FRBXAERIG, RSN ENRBEFEENTRELLAE, REBROFHEES IS
MEZFE N,

WE (EBRRBETHNEER) FIUEEFMENTRNRXERES,

« KT 100 & : HEBKHITERE

- 100 £: HE7FfE (CD/DVD, CD/DVD-R)

- 30 5 HATTENE (AW, RE)

« 20 F: HETAEFME (CD-RW)
EAEEBHTARSERINHSESSE,

WL (EEBRETFHNEER ) JUEEFMENT RHNRKHNE R,
« KT 250,000 )X: FEEIK)ES

« XF 10,000 ;X : ATF

* 1,000 ;X: CD/DVD-RW

« 1)R: CD/DVD-R, 4

VIR
@ XENFEEGNEIRBBEIERRZHEARRE BT RBEBENFMEEN, SRHRFEHRENEE
P mAYiieA,

’R
A’ CD/DVD-R FIERREE—X, ENIMEERLELETERAEESHNBERINER, ZIRMAR !

"R
NRMFPFEEFREMEAAITABIRE D, BLoBISEMLERZMTIREN LAERRFTIMNED, FIeRMHE—7]
1TH73%.

10.1.7 FIRBNTF(EIRS
Bl T TZME IR & T RE 2 A R ROl —Fh,

« USB [NTF&
- RERZIRTNEE
- REIRTNEE



https://zh.wikipedia.org/wiki/Computer_data_storage
https://zh.wikipedia.org/zh-cn/保险箱
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Optical_disc_drive
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. ZRBAENL

- WFSRIEMES

EATRTGEE LT RFITER.

- USB

* IEEE 1394 / FireWire

« PCE

& GNOME #1 KDE XM R EIMBEENSE”/etc/fstab” XEFEERREZBHIIRER, BiliEHiXLr]Raig
3

« udisks BURMH T STIPFHIZFNME XIS AR RKIEHFIENF X LR &,
« D-bus SIEE 4K & BoIRIE,

« PolicyKit {2t 7 P RI454X,

R’
umount(8) FE B ENEFIREMANHER]BERTH B "uhelper="2%,

R’
RBEYHXLRBINIZERBE /ete/fstab” XERIIHE, KREIMETASBNEH,

MR REME TREH SRER”/media/<disk_label>”, ER]MU#HIITFRIIRES,

« FAT RIS R4 E A mlabel(1) &35
« 1S09660 XA AERATH”-V” IR genisoimage(1)
« ext2/ext3/extd IR FEREE”-L” EINAY tune2fs(1) &

3

A

b

P
~
P
~

4

"R
HHAMN PR ERMRIGIED (BUE 846 T )

=R
FERAERSE EBRXARE, AJRESBREMNNTIRET R /dev/sdc’, MRFBVERBENRET R,
{RRIZTERRLITRARM LA umount(8) aF < REIFHE,

10.1.8 ERATHZEHRIENXGRE

SPEN ] BHFEIRESEMARD FHRIFENRER, REIZTIEEHRICOBRAHRMERARE FHINERN XM &
%, THRXHRANIIR.

"R
EEF 981 WRREBRTEAREFMENBETLENBELZNER.



https://zh.wikipedia.org/wiki/Universal_Serial_Bus
https://zh.wikipedia.org/wiki/IEEE_1394
https://zh.wikipedia.org/wiki/PC_card
https://zh.wikipedia.org/wiki/D-Bus
https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/File_system
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XHEZRG HAIGAIzRER

FAT12 B (<32MiB) LEEENRIENZ

FAT16 7E/NRER (<2GiB) LB ENEIENZ

FAT3D FERTEEE (<8TiB, # MS Windows95 OSR2 X FRIBEE R G T %5 LB L ariRiE
NE

NTES AREEERRE FNEBETEEHEZHIE (7E MS Windows NT IR EIREARELR; &
Linux £, i@i${#EF FUSE i NTFS-3G %#%, )

1SO9660 7£ CD-R #1 DVD+/-R EHEEENRSEIESZ

UDF CD-R ¥ DVD+/-R (31) EFIEEERIES A

MINIX XH&FZR 5 B P E= RIS FIFZER unix VIR

ext2 XERG AREEZHInx RENEE ERNRIES=Z

ext3 XFR G AREEZHInx RENEE ERNRIES=Z

extd XERG HEERRIHM linux REMEE ERRES =

Table 10.3: EEUERIZR T A]BEIFEIRETERN G RATIR

FAT X RFWERZ BRI NIRIFRATSS, eENTEIIBMERHEITHRIERRRIEEERN.
SIEIVLRRE FAT X R ANWB L RIERZENA RN EN, AT ZRREEER,
- A fdisk(8), cfdisk(8) 3x# parted(8) &5 % (ENEE 9.5.2 1) ELENBA MU AREMIES XHWEESHI FIRIS.

— FFE/NF 2GB B FAT 18 & AFH767,
— FRBEKH FAT32 iR & HFERF ¢,

« WIFFrR2F mkfs.vfat(8) SR &L EH X,

- ENISEEE, Hla”/dev/sdal” FBF FAT16 8%
— BAMAEINFIERIZRE R, FlaN”-F 32 /dev/sdal” FF FAT32 1%

L FAT 3% 1S09660 X AR N ZEIER, W TREEZIENEZLEND,

« B tar(1), B cpio(l) BLEMXM, BHRMNTHREXMHR, HEHkE, RENXHERRIXHMEEREE.
* R split(1) L IBEBXG D BEMET/F 2GiB BN, (EEGRZXH KRS,
- MEBEHEXAHRIFPERBTRZRERRETIE,

E =1

EA FAT XERGH&T, BAMIXER/NA (27032 - 1) bytes = (4GiB -1 byte), WF—LE|HHY 32
NARZLEHNAREFRMNS, EAMNXERNEZSE/N (2031 -1) bytes = (2GiB -1 byte), Debian ;ZHi8
2 &R,

e =1

WRAREBHARNEINIERLIT 200MB F5 X & IR 6188 EfER FAT, {189 Overview of FAT, HPFS, and NTFS
File Systems XENERHEER T KRR LIRS, GIUMRNMWEEZERE, HRAT, FAE Linux R4 LETR
NAZ{ERA extd XY RS,

R’
BRXHRAZNMNEAXGERAENESIER, HSE Filesystems HOWTO”,



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/NTFS
https://zh.wikipedia.org/wiki/Windows_NT
https://zh.wikipedia.org/wiki/Filesystem_in_Userspace
https://zh.wikipedia.org/wiki/NTFS-3G
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/Universal_Disk_Format
https://zh.wikipedia.org/wiki/Minix_file_system
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://support.microsoft.com/kb/100108/
http://support.microsoft.com/kb/100108/
http://tldp.org/HOWTO/Filesystems-HOWTO.html
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Y HAEFERIp=EA
BT "Microsoft Windows MZ&” N EXH, S0 smb.confG) FI E
SMB/CIFS A Samba H¥EHMEXEH R % 75 Samba 3.x.x 3 §EF1ESEFM ( The Official Samba 3.x.x HOWTO
and Reference Guide ) % samba-doc {48!
, . BT “Unix/Linux M4 2 EXH, S0 exports(5) F Linux
NFS F Linux AZEHMEX G R R NFS-HOWTO
HTTP k% £ web FRBF/BEF IR Z BN EXHF
AENZERNEZEERERE (SSL) haZ == (TLS) FIMNEZIRS
=
HTTPS B§55 BEPHREAEXE
FTP fR53 £ FTP (RSB 2/FFin 2 Bl D EXHF

Table 10.4: BEUERIAR T e iERMIMLE RS TR

10.1.9 MEELHEIENZE

HERMERSFHRIBIRHE, (RN IZERBERMRS, XEFLRETR.

REWTXHAZRG, @EIMEZERAXAERANEAGRBEHEN, EXAREEALEN, ENNMNEEREY
FLEL YT AR 2,

« F SSL/TLS fnz
« 37 SSH @&
. 37 VPN B8

- MEZEIFBELZEHIPINIE

S0%E 6.10 PFIE 6.11 7,

10.2 FHHRE

BAMERZMTENERSHEE, EBTANNBREBAZNMBIERIA. SHNRERFEMNNAREEPIE
EEEN—#5., TR —XIRIEMME S EE,

"R
RIEHFNENRAEETHELEENMNRE, BENBIRILERANENHENRIAEHEEENS,

A 3P RBEHIERRE PRS0 TR E RS,
1. MEEFHREM 4,

- (RECRIEMNEIESG: E~/" THHIE

- (RMEAMRNRAREFCIZENBIEX MG /£ /var/” THIEIE (BRT”/var/cache/”,”/var/run/”¥1”/var/tmp/”)
« RALEX: T /ete/” FTHHIE

o AR £ /usr/local/” B{”/opt/” FHIEUE

s ARRRER: XBEPR (HKX...) HAXAEES

« RIFSIEER: B LR MRk S IRIERTNEIIE

2. MIEEEEENHIRE.
« TEHRIEEME: RIPFERTESHARLRNE



https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Samba_(software)
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://tldp.org/HOWTO/NFS-HOWTO/index.html
http://tldp.org/HOWTO/NFS-HOWTO/index.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/Https
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Virtual_private_network
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- ZEEM: BiFNEH
« TREM: BIEHRE
- BIMVRE: BAERGSEN

3. V&S REIRPEFIRL AR,

- THERERERIRE
- BEMFARNRIR: AN, B, kY, -
« BIEERNANRE TR

3
BIERAEETIRMA, SUREEH /proc, /sys, /tmp, # /run BRFHHXHZS (SBRE 1.2.12
HHE 1.2.13 ), SIIEREAELANKIE,

ETRENREFE, BREEVENZEANTNHEES X ERIFREANRMNMENNE L, REZXGRAELENHR
IR, EENHIERFFMREERES —XEN LFIIW CD/DVD-R RPLEBEEN, (SRE 9.7 T9/EHE shell 1T
BANF#EHEN. GNOME REEMIMERIAILRZMABERE: “UE - CD/DVD ZR" REMENIEE, )

==
EE

HEMBIENRE, (RRIEFEFELE—ENAREFITIFHEIENN MTA (815 6.3 W),

IR

fRRLZAB AN Nt T Pk 8 5 7 1A IE HH X 89 838 X &l 40"/etc/ssh/ssh_host_dsa_key”,
"/etc/ssh/ssh_host_rsa_key”, "~/.gnupg/*", "~/.ssh/*", /etc/passwd”’, "/etc/shadow”,
"/etc/fetchmailrc”, "popularity-contest.conf”, "/etc/ppp/pap-secrets”

F"/etc/exim4/passwd.client/”, FERKIFEFNE " EXNHRIAEBIORAMARENFHERSB
;0N

E=Y
WNRARLAF F#IZRY 7 VAT cron job, RIS TITFAESX4EI"/var /spool/cron/crontabs” BRFH EHE /S cron(8),
S5 9.3.14 TRFKBFXTF cron(8) 1 crontab(1) HEE.

10.2.1 ZHEHEH
AT 2 Debian R4 MBS T ENTAZHIEFESNIIR,
M TEESANEHENAE,

« Mondo Rescue @ —MNEH RS, EEEBHEMNMEHN CD/DVD FiREFHREREENRYE, MAZTELZXTEMMNR
ZLFIIE,

- EHEMAFHBUE, sTCLEE —/MEBEMA (5 10.2.2 75 ) # cron(8) KR3LHL,

« Bacula, Amanda #1 BackupPC @2INEENENSLBEEH, FTERATEHENIERED.

55 10.1.1 TF05E 10.1.2 HEAMWEMT REEBEIBEXMARENALEZD., XEMAMINEER] BTN T T
BRI,

« restic MHELREBIBEE (IZF2 ),



https://zh.wikipedia.org/wiki/Mondo_Rescue
https://en.wikipedia.org/wiki/Bacula
https://zh.wikipedia.org/wiki/Amanda
https://en.wikipedia.org/wiki/Backuppc
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LRG3 mITE KAV | iEH
dump V:1,1:6 340 4.4 BSD dump(8) # restore(8) a8 2 AT ext2/ext3/extd XF R4
. 7E GNU/Linux #1 IRIX EF xfsdump(8) #0 xfsrestore(8) ap S K&
xfsdump V1, I:11 834 BFIRE XFS XEER G
backupninja V4, 1:4 350 ZER 0] FEHY meta-backup R %R
bacula-common V:10, I:18 2074 | Bacula: MERHIEZH, MENZE-ENRNTHEXHE
bacula-client .5 168 Bacula: WEEEHEE D, MENZE-ZEFimtikEFE
bacula-console | Vi1, L6 68 Bacula: WEEBER D, MEMNZRE-XFEiR
bacula-server I.1 168 Bacula: WEREEHR, MENZRE-REZZ| R REE
amanda-common Vi1, 1.2 9760 | Amanda: SE=ZXREREZNSRENCMNEEEAEEE (FE)
. =z =4 = A% %k = 122 -‘-’-gl Y =1 =
amanda-client VL 12 1073 %ﬁm)anda. OE=ZXREFHAARNSRENEMEEEZITIESE (BF
 QEEZXEFEFANSRENEMBEETES (RSEE
amanda- server V0, 10 1045 %ﬁm)anda. SEZXFAENSR W Z&r 2 315Es (RS E
backup-manager | V:1,1:2 571 T LE
backup2l Vi1, I1 114 RAFeTEREN ETHEDN) NREFHEH/METER
= =N g TIT N\ A= 1 GERAO TS
backuppc Ved, 15 2930 af%gpc ERTEG PCHIRE (ETHE) NeEENE
duplicity V:8,1:16 1597 | =) BEEDR
flexbackup V:0, I:0 242 (=fE) IBEER
rdiff-backup V9, I:17 704 (ZfE) IBEENR
restic V0, I:1 16357 | (7% EBE&M
rsnapshot V6, 1:12 452 (=FE) BEEZD
slbackup V:0, 1:0 153 (=fE) BEEM

« rdiff-backup R BEEBIEEZ N (IZFE ).

Table 10.5: SKA&MIEFEHIIR

« dump KEBATSHEENTEREBINXEFRSR,

=N

£0”/usr/share/doc/dump/” # "Is dump really deprecated?” 3R 7 fi# dump 2%,

10.2.2

— PN REF IR F

Wt FiE1T unstable EFAI A Debian KE ALK

LR—IRXRE, ARIBERAEZSENENRARELRENENZNLAERF,
BERAHREMNHARGERTENNESRMHA GUI REIEEHREER CD/DVD B, UTFEXFXMHIMAELF,

#1/bin/sh -e

# Copyright (C) 2007-2008 Osamu Aoki <osamu@debian.org>, Public Domain
BUUID=1000; USER=osamu # UID and name of a user who accesses backup files

BUDIR="/var/backups”

XDIRO=".+/Mail| .+/Desktop”
XDIR1=".+/\.thumbnails|.+/\.?Trash]|.+/\.?[cC]ache|.+/\.gvfs|.+/sessions”
XDIR2=".+/CVS|.+/\.git|.+/\.svn]|.+/Downloads|.+/Archive|.+/Checkout|.+/tmp”
XSFX=".+\.iso|.+\.tgz|.+\.tar\.gz|.+\.tar\.bz2|.+\.cpio|.+\.tmp|.+\.swp|.+~"

SIZE="+99M"

DATE=$(date --utc +"%Y%md%d-%H%M" )
[ -d "$BUDIR” ] || mkdir

umask 077

-p ”BUDIR”

dpkg --get-selections \* > /var/lib/dpkg/dpkg-selections.list
debconf-get-selections > /var/cache/debconf/debconf-selections

, ARBERIPMIARIBENXBEE, BIAEEHSFEHIEN


http://packages.debian.org/sid/dump
http://qa.debian.org/popcon-graph.php?packages=dump
http://packages.qa.debian.org/d/dump.html
https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/xfsdump
http://qa.debian.org/popcon-graph.php?packages=xfsdump
http://packages.qa.debian.org/x/xfsdump.html
https://zh.wikipedia.org/wiki/IRIX
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/backupninja
http://qa.debian.org/popcon-graph.php?packages=backupninja
http://packages.qa.debian.org/b/backupninja.html
http://packages.debian.org/sid/bacula-common
http://qa.debian.org/popcon-graph.php?packages=bacula-common
http://packages.qa.debian.org/b/bacula-common.html
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-client
http://qa.debian.org/popcon-graph.php?packages=bacula-client
http://packages.qa.debian.org/b/bacula-client.html
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-console
http://qa.debian.org/popcon-graph.php?packages=bacula-console
http://packages.qa.debian.org/b/bacula-console.html
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-server
http://qa.debian.org/popcon-graph.php?packages=bacula-server
http://packages.qa.debian.org/b/bacula-server.html
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/amanda-common
http://qa.debian.org/popcon-graph.php?packages=amanda-common
http://packages.qa.debian.org/a/amanda-common.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-client
http://qa.debian.org/popcon-graph.php?packages=amanda-client
http://packages.qa.debian.org/a/amanda-client.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-server
http://qa.debian.org/popcon-graph.php?packages=amanda-server
http://packages.qa.debian.org/a/amanda-server.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/backup-manager
http://qa.debian.org/popcon-graph.php?packages=backup-manager
http://packages.qa.debian.org/b/backup-manager.html
http://packages.debian.org/sid/backup2l
http://qa.debian.org/popcon-graph.php?packages=backup2l
http://packages.qa.debian.org/b/backup2l.html
http://packages.debian.org/sid/backuppc
http://qa.debian.org/popcon-graph.php?packages=backuppc
http://packages.qa.debian.org/b/backuppc.html
https://en.wikipedia.org/wiki/Backuppc
http://packages.debian.org/sid/duplicity
http://qa.debian.org/popcon-graph.php?packages=duplicity
http://packages.qa.debian.org/d/duplicity.html
http://packages.debian.org/sid/flexbackup
http://qa.debian.org/popcon-graph.php?packages=flexbackup
http://packages.qa.debian.org/f/flexbackup.html
http://packages.debian.org/sid/rdiff-backup
http://qa.debian.org/popcon-graph.php?packages=rdiff-backup
http://packages.qa.debian.org/r/rdiff-backup.html
http://packages.debian.org/sid/restic
http://qa.debian.org/popcon-graph.php?packages=restic
http://packages.qa.debian.org/r/restic.html
http://packages.debian.org/sid/rsnapshot
http://qa.debian.org/popcon-graph.php?packages=rsnapshot
http://packages.qa.debian.org/r/rsnapshot.html
http://packages.debian.org/sid/slbackup
http://qa.debian.org/popcon-graph.php?packages=slbackup
http://packages.qa.debian.org/s/slbackup.html
http://dump.sourceforge.net/isdumpdeprecated.html
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{
find /etc /usr/local /opt /var/lib/dpkg/dpkg-selections.list \

/var/cache/debconf/debconf-selections -xdev -print0
find /home/$USER /root -xdev -regextype posix-extended \
-type d -regex "$XDIRO|$XDIR1” -prune -o -type f -regex "$XSFX” -prune -o \
-type f -size "$SIZE” -prune -o -print0
find /home/$USER/Mail/Inbox /home/$USER/Mail/Outbox -printo
find /home/$USER/Desktop -xdev -regextype posix-extended \
-type d -regex "$XDIR2” -prune -o -type f -regex "$XSFX” -prune -o \
-type f -size "$SIZE” -prune -0 -print0®
} | cpio -ov --null -0 $BUDIR/BU$DATE.cpio
chown $BUUID $BUDIR/BUS$DATE.cpio
touch $BUDIR/backup.stamp

X —NA root IR THIRIALIF,
BB IWRIREBYN T FrRBI A= B AR T AR,

s WEXNMHAEEEBRBESIRABNERLIE (8R% 10.1.5 TTFE 102 1),
« F3”find ...-newer $BUDIR/backup.stamp -print@” Z{{"find ...-printe” RELINIEEE%H,

« RRBEE I, R scp(1) 2% rsync(l) G LR BN X G EninsEBIEEN1REE| cD/DVD B, (FH{FEA GNOME £MH
GUI 3R{&5 CD/DVD, 015 12.1.8 TRFEBEZMEER, )

IEEEERL !

N
{RBE%E Fi"debconf-set-selections debconf-selections” &4 % & debconf id B #4118, = LAFA"dpkg
--set-selection <dpkg-selections.list” &<k E dpkg HIEEIE,

10.2.3 ATEMHBIRIEHIRZA

WFBRMTENBIRESR, "cp -a” LRI USLIEMER,

F L7 /var/cache/apt/packages/” BR THINAEN ] BEENFHSHIELE, FA cp -al” mSKEIEMERE
BERE—MEREINEMNAR, IHTUSHMFBHEETIE,

MTFR2—MATRIEEHIRN bkup WEFIHAE, EEZRIBRTHIFEA (non-VCS) XA ERIZIRBRTHIEER
RPHEIZEEN L,

#!/bin/sh -e

# Copyright (C) 2007-2008 Osamu Aoki <osamu@debian.org>, Public Domain
fdot(){ find . -type d \( -iname ”.?*” -0 -iname "“CVS” \) -prune -o -printo;}
fall(){ find . -printo;}

mkdircd(){ mkdir -p ”$1”;chmod 700 ”$1”;cd ”"$1”>/dev/null;}
FIND="fdot”;0PT="-a"”;MODE="CPIOP"”;HOST="1localhost”;EXTP="$(hostname -f)”
BKUP="$(basename $(pwd)).bkup”; TIME="$(date +%Y%m%d-%H%M%S)" ; BU="$BKUP/$TIME"
while getopts gcCsStrlLaAxe:h:T f; do case $f in

g) MODE="GNUCP”;; # cp (GNU)

c) MODE="CPIOP”;; # cpio -p

C) MODE="CPIOI”;; # cpio -i

s) MODE="CPIOSSH”;; # cpio/ssh

t) MODE="TARSSH”;; # tar/ssh

r) MODE="RSYNCSSH”;; # rsync/ssh

1) OPT="-alv”;; # hardlink (GNU cp)

L) OPT="-av”;; # copy (GNU cp)

a) FIND="fall”;; # find all
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A) FIND="fdot”;; # find non CVS/ .??7?/

X) set -x;; # trace

e) EXTP="${OPTARG}"”;; # hostname -f

h) HOST="${OPTARG}"”;; # user@remotehost.example.com
T) MODE="TEST”;; # test find mode

\?) echo "use -x for trace.”

esac; done
shift $(expr

$OPTIND - 1)

if [ $# -gt 0 ]; then
for x in $@; do cp $OPT $x $x.$TIME; done

elif [ $MODE

= GNUCP ]; then

mkdir -p ”../$BU”;chmod 700 ”../$BU”;cp $OPT . "../$BU/"
elif [ $MODE = CPIOP ]; then
mkdir -p ”../$BU”;chmod 700 "../$BU”
$FIND|cpio --null --sparse -pvd ../$BU
elif [ $MODE = CPIOI ]; then
$FIND|cpio -ov --null | ( mkdircd ”../$BU”&&cpio -i )
elif [ $MODE = CPIOSSH ]; then
$FIND|cpio -ov --null|ssh -C $HOST “( mkdircd \"$EXTP/$BU\"&&cpio -i )”
elif [ $MODE = TARSSH ]; then
(tar cvf - )|ssh -C $HOST “( mkdircd \”"$EXTP/$BU\"&& tar xvfp - )"

elif [ $MODE

rsync -aHAXSv

RSYNCSSH ]; then
./ "${HOST}: ${EXTP}-${BKUP}-${TIME}"

else
echo "Any other idea to backup?”
$FIND |xargs -0 -n 1 echo

fi

WMERR—EA, ERECERMNAZR], BHEIZLEHAFEENRE.

TN
FAE bkup RTFEFRREY"/usr/local/bin” B, HIBESFERITREBEM AR, EBETFERATENS

#4517 bkup @<,

"R
NRZBZGNER AW ERE XA AVIREBALEIE, £/ git(7) (BRE 1065 1) REEEHBHLREZES
e,

10.3 HWEX=EM

HIELZLEMIZELIIENZE, IERENEETANSES,
E£MN%E 9.8 789 dm-crypto F ecryptfs, E1ET Linux WAZIERLI T Boh BN 5EH,

10.3.1 GnuPG ZifEIE
T2 GNU [2fA D+ BEANZHSERS,
SEBE .

W Fass EEFAY710D8D791” N EAEIERAV N EARRSS 88 hkp: //keys . gnupg. net”,
$ gpg --keyserver hkp://keys.gnupg.net --send-keys 1DD8D791

AR AR 28 7E7~/ . gnupg/gpg. conf” (IAMINIETE”~/ .gnupg/options”) XHEHIRE, XEES
TL\X—F1_§-1%\O



https://zh.wikipedia.org/wiki/Dm-crypt
http://ecryptfs.sourceforge.net/
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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wEa TE IR 15 AH

gnupg V:695,1:996 | 711 gpg(1) GNU F2FATI T - OpenPGP TIZMEZRTH

gpgv V:869, 1:999 | 820 gpgv(l) GNURERAIEL -ZFRRWIEILE

paperkey V0, I:5 55 paperkey(1) | A OpenPGP FAHE®, XNELFEEE
cryptsetup v20,1:82 | 60 | CYPSEWP®)| g vpto RIGEINE RIS LUKS TA
ecryptfs-utils | Vi6,1:9 396 | CVPUSD |y pits B RGBT A

coreutils V:892,1:999 | 15016 | mdssum(l) | it 255 MD5 HLERE

coreutils V:892,1:999 | 15016 | shalsum(l) | iTEERKIE SHA1 HERE

openssl V:806,1:991 | 1306 | openssl(lssl) | fEEF”openssl dgst” (OpenSSL) T EEERE

Table 10.6: IEEZ 2 EM T EYIR

e iER

gpg --gen-key Ry — BRI

gpg --gen-revoke my_user_ID AR my_user_ID BJ—H REHIED
gpg --edit-key user_ID RENNREZH, WA help” REABEHINER
gpg -o file --export BN ZE R LRI F

gpg --import file MAXHEENZTR

gpg --send-keys user_ID &IE user_ID IR TAZI N AARSS 2R
gpg --recv-keys user_ID M2 TARRSS 28 T 2 user_ID BIRER
gpg --list-keys user_ID FH user 1D FIFTE %A

gpg --1list-sigs user_ID FH user_ID FIZ=F

gpg --check-sigs user_1ID & & user_ID ZiABF

gpg --fingerprint user_ID & user_ID AIFEEX

gpg --refresh-keys B AN A

Table 10.7: GNU [2fA D T4 IBGH S MR

e [EREFizpe
- REMBEEEZR/REHE
EETEER
REEBNEERTITE
HAEEZHE
RIERENEE

T=EE

REEE

C|—h 35Sl

Table 10.8: {S{EEE XK



http://packages.debian.org/sid/gnupg
http://qa.debian.org/popcon-graph.php?packages=gnupg
http://packages.qa.debian.org/g/gnupg.html
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
http://packages.debian.org/sid/gpgv
http://qa.debian.org/popcon-graph.php?packages=gpgv
http://packages.qa.debian.org/g/gpgv.html
http://packages.debian.org/sid/paperkey
http://qa.debian.org/popcon-graph.php?packages=paperkey
http://packages.qa.debian.org/p/paperkey.html
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
http://packages.qa.debian.org/c/cryptsetup.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/ecryptfs-utils
http://qa.debian.org/popcon-graph.php?packages=ecryptfs-utils
http://packages.qa.debian.org/e/ecryptfs-utils.html
http://ecryptfs.sourceforge.net/
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://packages.qa.debian.org/o/openssl.html
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keyserver hkp://keys.gnupg.net

N

tHRLARSS 22 SRENL B TARL,

$ gpg --list-sigs --with-colons | grep ‘Asig.*\[User ID not found\]’ |\

B
AE

cut -d ’:’

— M ERIRTE OpenPGP NEAARSS 28 (STRIAVARES 0.9.6), RFRABT R 2 A LRFH, FHY gnupg (>1.2.1-2) RH4E

-f 5| sort | unig | xargs gpg --recv-keys

BRI IX LR RRRYF i, S0 gpg(1) FHY”- -repair-pks-subkey-bug” IR

10.3.2 7EXH E{#EA GnuPG

XEBEH-LEEXM EER GNU R DT SLSrflF,

e Ll

gpg -a -s file ASCII R F B X file.asc
gpg --armor --sign file Efs

gpg --clearsign file ERBENEFER

gpg --clearsign file|mail
foo@example.org

RiZ—BEXZEFE foo@example.org

gpg --clearsign

--not-dash-escaped patchfile PEXCE BRI T
gpg --verify file BUFRAN X H

gpg -o file.sig -b file ER— N BENEF
gpg -o file.sig --detach-sig B.L

file

gpg --verify file.sig file {EH file.sig WIEX

gpg -o crypt_file.gpg -r name
-e file

NIME, NXHEEERNBF, £ HEBIRY crypt_file.gpg

gpg -o crypt_file.gpg
--recipient name --encrypt file

i

gpg -o crypt_file.asc -a -r
name -e file

PERINEE, MIXEFARIREXBRF, 4R ASCII #3%/ crypt_file.asc

gpg -o crypt_file.gpg -c file

B XA E] crypt_file.gpg

gpg -o crypt_file.gpg
--symmetric file

Cills

gpg -o crypt_file.asc -a -c
file

WHFRINZE, MR ASCII £33 crypt_file.asc

gpg -o file -d crypt_file.gpg

-r name MR
gpg -o file --decrypt BLE

crypt_file.gpg

Table 10.9: £ 4 H{FARY GNU [2FA R THIaG <SR

10.3.3 7£ Mutt F{EF GnuPG

EINTEARAEE~/ .muttrc”, EENBHE, BR—MEN GnuPG, ERSIREFZ’S” RAITFEER.

macro index S ”":toggle pgp_verify_sig\n”
set pgp_verify_sig=no



http://sourceforge.net/projects/pks/
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
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10.3.4 7£ Vim F{£H GnuPG

gnupg &I BILRIH B & 57 . gpg”, 7. asc”, #1”. ppgy” FIXHFIFEHIE1T GnuPG.

# aptitude install vim-scripts vim-addon-manager
$ vim-addons install gnupg

10.3.5 MD5 R0

md5sum(1) 4t THIEREXHRI—N TR, EEA rfc1321 EMANHERESXH.

$ md5sum foo bar >baz.md5

$ cat baz.md5
d3b07384d113edec49eaa6238ad5ffe0 foo
c157a79031e1c40f85931829bc5fc552 bar
$ md5sum -c baz.md5

foo: OK

bar: OK

JES =N
MD5 3 FNHY CPU i+ &8 E L GNU Privacy Guard (GnuPG) IZEEEE LK. mE@EEA T, RBEMAMNHE
XHA BENZE R R REIETENL.

10.4 FERBEHIA

XERFTZRANEEH IR, MTFTHEHREMNENTE,

1041 MERBXHSLHER

THEMRE, SHRNEXXENARE, FREXEHNAE, LIEER diff X4 file.patche” Bi’file.patchl”.

$ diff -u file.old file.new > file.patchO
$ diff -u old/file new/file > file.patchi

10.4.2 R RBIEEH

diff X CGEFEWIULF patch 3 T ), ATFREZ—NMEFEH., B TENARN, BRSNS, NAXNERE
HEXH,

$ patch -po file < file.patcho
$ patch -p1 file < file.patchl

10.4.3 B =ABEHITER

MB—NRNED, FE=ZNRE, FETES FEHAIN, £/ diff3(1) SMMIT=1%1E,
$ diff3 -m file.mine file.old file.yours > file



http://tools.ietf.org/html/rfc1321
https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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nHEe mITE X | &% 15 8H

diffutils V:874,1:984 | 1394 | diff(1) EITLER A

diffutils V:874,1:984 | 1394 | diff3(1) EITLERMEH =AXHF

vim V:118,1:400 | 2668 | vimdiff(1) 7 vim FHHEIEERAANXF

patch V:89,1:813 | 235 patch(1) BEXHEITHT

dpatch Vi1, 1:14 191 dpatch(1) E1IE Debian REFBHIRINFT

diffstat V:18,1:186 | 70 diffstat(1) BT diff R — N eXZAERE]

patchutils V17,1179 | 223 combinediff(1) A MEEF T EIE—MEEHT

patchutils V17,1179 | 223 dehtmldiff(1) | A—7 HTML TumE BN E —4" diff

patchutils V:17,1:179 | 223 filterdiff(1) | MA— diff XEFEEIREELE REFR diff X

patchutils V17,1179 | 223 fixcvsdiff(1) | & H CVS patch(1) $Bi= CIEZEH diff X

patchutils V:17,1:179 | 223 flipdiff(1) RBAANH TR

patchutils V:17, 1179 | 223 grepdiff(1) ErRMEXHFEHLEENRARNBFTER
=== NHx —FR 3 I — N v

patchutils Vi17,1:179 | 223 | interdiff(1) %/’T\\%g éiffyf;'?;tggj%gégaﬂ R

patchutils V:17,1:179 | 223 Isdiff(1) ETRMEX AR T B0X

patchutils V:17,1:179 | 223 recountdiff(1) | EFMTEEART diff XEFNBREN RS

patchutils V:17,1:179 | 223 rediff(1) BEF T HwiE diff XFNHREMNRRE

patchutils V:17,1:179 | 223 splitdiff(1) REHEEANT

patchutils V:17,1:179 | 223 unwrapdiff(1) | IRFIEEH 77 1ERIFN T

wiggle V:0, 1.0 167 wiggle(1) N ERRIFNT

quilt V:3, I:41 784 quilt(1) EERINFT

meld V:15, 1:42 2898 | meld(1) EEERFBREXHE (GTK)

dirdiff V0, 1:2 161 dirdiff(1) EREXMZEINARE iz

docdiff V:0, I:0 573 docdiff(1) FIEEFHEE RN

imediff2 V:0, I:0 34 imediff2(1) | 2EREXAABEH TR

makepatch V:0, 1.0 102 makepatch(1) | £ BT XHF

makepatch V-0, 1.0 102 applypatch(1) | MAY B T XXH

wdiff V:4,1:79 644 wdiff(1) EXAXHEF, EREHEPARE

Table 10.10: JEXBEH T HEYIFE



http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://packages.qa.debian.org/d/diffutils.html
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://packages.qa.debian.org/d/diffutils.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/patch
http://qa.debian.org/popcon-graph.php?packages=patch
http://packages.qa.debian.org/p/patch.html
http://packages.debian.org/sid/dpatch
http://qa.debian.org/popcon-graph.php?packages=dpatch
http://packages.qa.debian.org/d/dpatch.html
http://packages.debian.org/sid/diffstat
http://qa.debian.org/popcon-graph.php?packages=diffstat
http://packages.qa.debian.org/d/diffstat.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/wiggle
http://qa.debian.org/popcon-graph.php?packages=wiggle
http://packages.qa.debian.org/w/wiggle.html
http://packages.debian.org/sid/quilt
http://qa.debian.org/popcon-graph.php?packages=quilt
http://packages.qa.debian.org/q/quilt.html
http://packages.debian.org/sid/meld
http://qa.debian.org/popcon-graph.php?packages=meld
http://packages.qa.debian.org/m/meld.html
http://packages.debian.org/sid/dirdiff
http://qa.debian.org/popcon-graph.php?packages=dirdiff
http://packages.qa.debian.org/d/dirdiff.html
http://packages.debian.org/sid/docdiff
http://qa.debian.org/popcon-graph.php?packages=docdiff
http://packages.qa.debian.org/d/docdiff.html
http://packages.debian.org/sid/imediff2
http://qa.debian.org/popcon-graph.php?packages=imediff2
http://packages.qa.debian.org/i/imediff2.html
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
http://packages.qa.debian.org/m/makepatch.html
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
http://packages.qa.debian.org/m/makepatch.html
http://packages.debian.org/sid/wdiff
http://qa.debian.org/popcon-graph.php?packages=wdiff
http://packages.qa.debian.org/w/wdiff.html
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10.5 IWRAEEFZRS

0T 2 Debian R4 _ER]RBIMRAIEHI RS (VCS) BIIRE,

==
EE

INRZNIZRARRIZFIRE, (RRZM git AiT], git ANSBEZSH

0nNER mITE XN | ITH VCS &I R
cssc V0, 1:2 1979 | CSSC PNz Unix SCCS (iZ /) B f&
rcs Vi3, .22 539 RCS it ”EE Unix SCCS BB
cvs V:6, [:54 4597 | CVS I CARIRIIZETZ VCS Tn/E
subversion V:27,1:144 | 4749 | Subversion | EFZ ﬁté CVS Y% 7, iLiE VCS By
Yi\Vi
i . N F C ERYTRE DVCS (¥ Linux A%
. . VAN
git V:274,1:451 | 33183 | Git v KiTha HEMLIRE )

mercurial FEZEH Python ERIEH

mercurial V:10, 1:60 775 Mercurial nHN —HSRC e

bzr Vid, 1:22 74 Bazaar Co Xk ;ﬁvzlsa(g.%ﬁ i%;ﬁmﬁytho“ S8
darcs V0, 1:8 29914 | Darcs it BEREREBMTHDVCS (B)

tla V0, I:7 1011 | GNUarch | 9%z ;i@)ﬁa Tom Lord 5§) DVCS (R 717
monotone V:0, I:0 5815 | Monotone nHN F C++ BRI DVCS

tkcvs Vi, I:1 1498 | CVS, = TS Ef\fﬁg%%sg%emon’ms) PR
gitk V:7,1:50 1507 | Git nHT VCS (Git) FEENPEFEREE T

Table 10.11: FREEZEHIRFE T AIIR

VCS BRIIAAREITIZRIRE (RCS), NERKRHEEEIERIET (SCM),

& Git I DM VCS RUALEEFERANTER, SMBLELZFENFRRUNALER, EHE CVS H Subversion
MARERN.

Debian provides free Git services via Debian Salsa service. Its documentation can be found at https://wiki.debian.org/Salsa .

( : ) J\Cy
Debian has closed its old alioth services and the old alioth service data are available at alioth-archive as
tarballs.

XBEE-LEXTFRIEHAZRE VCS IR,

- fE”umask 002” (BNE 124 1)

- fEFFAN VCS I M BT —MAXIA

. BEMBTEFRERY VCS IARYEFRIRE L 1D (KU BSD MIXHRIEAR, 2RE 123 )
- EEBTXMANAFRBHE Vs 1314



https://zh.wikipedia.org/wiki/Revision_control
http://packages.debian.org/sid/cssc
http://qa.debian.org/popcon-graph.php?packages=cssc
http://packages.qa.debian.org/c/cssc.html
http://cssc.sourceforge.net/
https://zh.wikipedia.org/wiki/Source_Code_Control_System
http://packages.debian.org/sid/rcs
http://qa.debian.org/popcon-graph.php?packages=rcs
http://packages.qa.debian.org/r/rcs.html
https://zh.wikipedia.org/wiki/Revision_Control_System
https://zh.wikipedia.org/wiki/Source_Code_Control_System
http://packages.debian.org/sid/cvs
http://qa.debian.org/popcon-graph.php?packages=cvs
http://packages.qa.debian.org/c/cvs.html
https://zh.wikipedia.org/wiki/Concurrent_Versions_System
http://packages.debian.org/sid/subversion
http://qa.debian.org/popcon-graph.php?packages=subversion
http://packages.qa.debian.org/s/subversion.html
https://zh.wikipedia.org/wiki/Subversion_(software)
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://packages.qa.debian.org/g/git.html
https://zh.wikipedia.org/wiki/Git_(software)
http://packages.debian.org/sid/mercurial
http://qa.debian.org/popcon-graph.php?packages=mercurial
http://packages.qa.debian.org/m/mercurial.html
https://zh.wikipedia.org/wiki/Mercurial_(software)
http://packages.debian.org/sid/bzr
http://qa.debian.org/popcon-graph.php?packages=bzr
http://packages.qa.debian.org/b/bzr.html
https://zh.wikipedia.org/wiki/Bazaar_(software)
http://www.ubuntu.com/
http://packages.debian.org/sid/darcs
http://qa.debian.org/popcon-graph.php?packages=darcs
http://packages.qa.debian.org/d/darcs.html
https://zh.wikipedia.org/wiki/Darcs
http://packages.debian.org/sid/tla
http://qa.debian.org/popcon-graph.php?packages=tla
http://packages.qa.debian.org/t/tla.html
https://zh.wikipedia.org/wiki/GNU_arch
http://packages.debian.org/sid/monotone
http://qa.debian.org/popcon-graph.php?packages=monotone
http://packages.qa.debian.org/m/monotone.html
https://zh.wikipedia.org/wiki/Monotone_(software)
http://packages.debian.org/sid/tkcvs
http://qa.debian.org/popcon-graph.php?packages=tkcvs
http://packages.qa.debian.org/t/tkcvs.html
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon-graph.php?packages=gitk
http://packages.qa.debian.org/g/gitk.html
https://salsa.debian.org/
https://wiki.debian.org/Salsa
https://alioth-archive.debian.org/
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Git CVS Subversioi BE
git init cvs init z\rfgate BIE (Aih) 7FEE
- cvs login | - EREEFEE
git clone cvVs co (s:\(;n FHIRIEFEER A TER R
git pull cvs up 3;” Bt S FHEIE T MR R E T T E B R
git add . cvs add z;g BT {E B R PR STARNE] Vs
git rm cvs rm i;” M VCS kR T1E B RN
; cvs ci EX” h ek Pt
git commit -a - - RR VT EARMFERE
git push - - B A7 TR E L T2 T TR

. CVs svn
git status ctatus ctatus M VCS RERTAFEFRMEGIRE
git diff cvs diff | JUD. | LLRR < BEEME > Fl < TIFERK > WER
?f ;i?agtuéz i i EITA A CED — A BRNE
gitk tkcvs tkcvs| VCS FEEMMERREE R

10.5.1 VCS ap$HItEE

Table 10.12: s VCS &S LR

XEBRE VCS s SE R LEBRERAXEME, BANGSFINFREMNSH.

@ VIR

NS 1TiE

Wrgit-xyz" E#IEA git Fa<MAIN, M 2006 FRHAFIRMKENH,

TR

MRE— A—Imfﬂ‘(ﬁ: git-foo ERRIZIFE

git-foo. X2 git A& m—MFHE.

TE $PATH BE, 5451

THRNZERLZL git foo”, NAFIFA

Br

5140 tkevs(1) 0 gitk(1) X FE Y EIFZ 57
EFfEER web RERMEEERN.

ETERNTERAMENRALE. 30

EAERER AR T EA

BN

Git BEBEIEEARRER VCS €& L TE, tbunii CvS # Subversion IR EE, @it git-cvs #l git-svn R

BRHESITENRIEIIE

£ AF CVvS AFM git F1%E 10.6.4 75.

N

Git FRIB LS TE CVS Fll Subversion FFHEBENMAYEES: "fetch”,"rebase”,"cherry-pick”, -+



http://www.kernel.org/pub/software/scm/git/docs/gitcvs-migration.html
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10.6 Git

Git A] AR REAMFLTIZRCDEENTMER, IBWRE, REBERMICTRABENR, MARYNEMITZIE
CEBEMEERE,

10.6.1 FE2E Git ZFim

fRE]BATE”~/ . gitconfig” BEIRE/LA Git B P RFJFZEANEF/ECE, LLWMRIREIRFHEFHbFiHiL,

$ git config --global user.name "¥#&"
$ git config --global user.email EL-FHR{FihE

WNRF>)IREER CVS 8% Subversion 85%, FEIFHEEIREWN TGS IR,

$ git config --global alias.ci ”“commit -a”
$ git config --global alias.co checkout

REeB BT T ARNREMNEEEE
$ git config --global --list

10.6.2 Git&%E

» man Fff: git(1) (/usr/share/doc/git-doc/git.html)

 Git P 3 (/usr/share/doc/git-doc/user-manual.html)

. git T4AZFE (/usr/share/doc/git-doc/gittutorial.html)

. git TAZFE: 3 _2B (/usr/share/doc/git-doc/gittutorial-2.html)
« GIT 8—XK 20 NMcAMES (/usr/share/doc/git-doc/everyday.html)
« CVS FHFHA git (/usr/share/doc/git-doc/gitcvs-migration.html)

- AT EHEERS, URAMEERRIEN CVs T2 Git,

- HEE BN EFER git FR

- Git - SVN i {ZiRT2
— Git B (/usr/share/doc/gitmagic/html/index.html)

git-gui(1) 0 gitk(1) &L fE Git TEFEBSHER.

o=

AEEBESHROFETGE, ME—LTE, 0 gitk(1) RFFERE, ERMERHETE git &<,



http://www.kernel.org/pub/software/scm/git/docs/git.html
http://www.kernel.org/pub/software/scm/git/docs/user-manual.html
http://www.kernel.org/pub/software/scm/git/docs/gittutorial.html
http://www.kernel.org/pub/software/scm/git/docs/gittutorial-2.html
http://www.kernel.org/pub/software/scm/git/docs/everyday.html
http://www.kernel.org/pub/software/scm/git/docs/gitcvs-migration.html
http://git-scm.com/documentation
http://git-scm.com/course/svn.html
http://www-cs-students.stanford.edu/~blynn/gitmagic/
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ERES TE NS 1iEA

git-doc .19 10985 | N/A Git EA X

gitmagic I:1 719 N/A *Git BAR”, ZTIERER Git F

git V:274,1:451 | 33183 | git(7) Git TR, ¥ E. 2HINREEZEFRSR

gitk V:7,1:50 1507 | gitk(1) BIHEINRER Git EIFE B EN R 25

git-gui V:2,1:28 2234 | git-gui(l) Git B2 | ( ZIhEINEE)

git-svn V:2, 1:28 1005 | &% M Subversion SH#HE, SAZ Git
svnimport(1)

git-svn V:2,1:28 1005 | git-svn(1) 7 Subversion # Git Z [B]Ie W[ = 1E

git-cvs Vi0, 1:13 1140 | 8¢ M CVs SHEIE, BAZ Git
cvsimport(1)

git-cvs V.0, I:13 1140 | 8% e P — 4 CVS BiR R
CVSEXpOI‘tCOInl‘l‘l

git-cvs V:0, 1:13 1140 | 8¢ Git B CVS FRESAEINES
cvsserver(1)

git-email Vo, 114 | 827 5;1:;5?5' M Git FRER FR# &% I EBIBA T

stgit V0, I:1 1535 | stg(1) AT git (Python)

git-buildpackage v 1, 3869 | S FA Git B ##%I{E Debian &
buildpackage(1)

guilt V:0, 1.0 146 guilt(7) $J2%HY git (SH/AWK/SED/-++)

10.6.3 Git &%

BNE(REY L ER R EIRIRAEBI R A, (£ git(l) EARMENFIRERIZFIRE, HAR—
ERMHNARABEMENL, XBEF—L git(1) ERANEMGS,

BAIEFR

£28 LIEMEERINERLT,

Table 10.13: git HHxBFFS

IS

MFWER, B git 7]

R’

£ git(l) F, IRERMS T FTHIT TS RR
LoRBAHE, XA LAEREIF—

, TERETAERgit rebase -i master” ZZEMHSRKREHA

NF RN ERE, S0 git-rebase(1) F git-cherry-pick(1).

‘-|I

R’
SR8

ZEE—NMF2ONITEER, FEFEXRTFERIRIMAZE, RAJER"git stash”. £ git-stash(1).

10.6.4 FTF Subversion £FEH Git

{RBEJLAIE—/NE”svn+ssh://svn.example.org/project/module/trunk” {4 Subversion €4 H 2 — At
8 Git B, EMA”./dest” BE, HIBIE%IE3Z[E Subversion BFE, FI40:

$ git svn clone

$ cd dest
. BHITER

$ git commit

-a

-s -rHEAD svn+ssh://svn.example.org/project dest

. MEEAMA git TF
$ git svn dcommit

N

{EFE”- rHEAD" 8E

5k TafE M Subversion BERMNEBNAEAZR,



http://packages.debian.org/sid/git-doc
http://qa.debian.org/popcon-graph.php?packages=git-doc
http://packages.qa.debian.org/g/git-doc.html
http://packages.debian.org/sid/gitmagic
http://qa.debian.org/popcon-graph.php?packages=gitmagic
http://packages.qa.debian.org/g/gitmagic.html
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://packages.qa.debian.org/g/git.html
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon-graph.php?packages=gitk
http://packages.qa.debian.org/g/gitk.html
http://packages.debian.org/sid/git-gui
http://qa.debian.org/popcon-graph.php?packages=git-gui
http://packages.qa.debian.org/g/git-gui.html
http://packages.debian.org/sid/git-svn
http://qa.debian.org/popcon-graph.php?packages=git-svn
http://packages.qa.debian.org/g/git-svn.html
http://packages.debian.org/sid/git-svn
http://qa.debian.org/popcon-graph.php?packages=git-svn
http://packages.qa.debian.org/g/git-svn.html
http://packages.debian.org/sid/git-cvs
http://qa.debian.org/popcon-graph.php?packages=git-cvs
http://packages.qa.debian.org/g/git-cvs.html
http://packages.debian.org/sid/git-cvs
http://qa.debian.org/popcon-graph.php?packages=git-cvs
http://packages.qa.debian.org/g/git-cvs.html
http://packages.debian.org/sid/git-cvs
http://qa.debian.org/popcon-graph.php?packages=git-cvs
http://packages.qa.debian.org/g/git-cvs.html
http://packages.debian.org/sid/git-email
http://qa.debian.org/popcon-graph.php?packages=git-email
http://packages.qa.debian.org/g/git-email.html
http://packages.debian.org/sid/stgit
http://qa.debian.org/popcon-graph.php?packages=stgit
http://packages.qa.debian.org/s/stgit.html
http://packages.debian.org/sid/git-buildpackage
http://qa.debian.org/popcon-graph.php?packages=git-buildpackage
http://packages.qa.debian.org/g/git-buildpackage.html
http://packages.debian.org/sid/guilt
http://qa.debian.org/popcon-graph.php?packages=guilt
http://packages.qa.debian.org/g/guilt.html
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10.6.5 iREEEHER Git

fRE]CAER Git TRERFTICRZMNEISEIFWEERE, XBER—MIF, iLIR%G3)iCR"/etc/apt/” BE,

cd /etc/apt/

sudo git init

sudo chmod 700 .git
sudo git add .

sudo git commit -a

@B BB PR

RREE, WRXIER,
WECE X HITIEDK,

$ cd /etc/apt/

$ sudo git commit -a

RBREE, RERR, SR IE,
$ cd /etc/apt/

$ sudo gitk --all

RE2ENEENSE.,

=
=

sudo(8) RERERATEEREXH, EEXHNRNIER, WTFEEBAFPNEERE, (FEEEM sudo,

==
R

FELEFIFER chmod 700 .git" &<, BRARMGRPXEBIENEAREZNAVIZAIG,

"R
EEMEENRBIYEERLICR, H8[ etckeeper 8: 5 9.2.10 T,

10.7 CVS

CVS B— 1M oOEZMMRAIZFZR S, SHIHIMETF Subversion # Git,

VAV
TEAIFEL T CVS HXINIHETZ ERTFH,

S TERA.

* cvs(1)

« ”/usr/share/doc/cvs/html-cvsclient”
« ”/usr/share/doc/cvs/html-info”

« ”/usr/share/doc/cvsbook”

« ”info cvs”



https://zh.wikipedia.org/wiki/Git_(software)
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10.7.1 CVS FfEEMEE

MTFMEER R R src” ARIRLEE CVS FFEERRIEN, Rt staff ARMRERE CVs, XHERIURL H
WAL=,

cd /var/lib; umask 002; mkdir cvs
export CVSROOT=/srv/cvs/project
cd $CVSROOT

chown root:src .

chmod 2775 .

cvs -d $CVSROOT init

cd CVSROOT

chown -R root:staff .

chmod 2775 .

touch val-tags

chmod 664 history val-tags
chown root:src history val-tags

HoH W HHHEHHHH

RBR
{REI AP "$CVSROOT” BR A root : staff” FILEHIINPRIRE J073775”, X5 vT ARRGICIZFAIINE,

10.7.2 ZAitifie] cvs

EXIARY CVS 17EEEH1”$SCVSROOT” $87E, N TSI AT A1/ [B]#9”$CVSROOT”,
$ export CVSROOT=/srv/cvs/project

10.7.3 £ pserver iZf2ifia] CVS

T2 CVS BREZBBEETLAE pserver BREZ F”anonymous” M FZFE Rigifial, #I%l, Debian NGRS EZEHRS
73 webwml project BJ & EE£2 H Debian alioth ARZ5H) CVS BRFZEHITHIR, MNTH<BHAREIL A TIZELDZIA CVS
T ERI”$CVSROOT”,

$ export CVSROOT=:pserver:anonymous@anonscm.debian.org:/cvs/webwml
$ cvs login

-z
EE

Eh pserver RS WM EHEARALEM, FMUELRIERE KRS FEEREAN.

10.7.4 {5 sshiTf2ij(a) CVS

MTEARIMGS L AREE “SCVS_RSH” F “$CVSROOT” TE, LALLSLIN{EA SSH iZF2iAa]IHAY Debian webwml
IMEFERA CVS B,

$ export CVS_RSH=ssh
$ export CVSROOT=:ext:account@cvs.alioth.debian.org:/cvs/webwml

fRIETCAGER SSH IR EAINIE, XEEBERIZIEZEER.



http://alioth.debian.org/projects/webwml/
http://alioth.debian.org/projects/webwml/
http://alioth.debian.org/projects/webwml/
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10.7.5 {¥ CVS EAFME

RINT AR ~/path/to/modulel” B2 FHIFRHIA IR B R4,
$ mkdir -p ~/path/to/modulel; cd ~/path/to/modulel

ST ERINE]"~/path/to/modulel” FHIFRHIAS R B F i,
FEARMTHSEIEXXEEAEI CVS,

« HEIRE: "modulel”
o BEEFZ: "Main-branch” ( BFEBAMAD RS )
o BT "Release-initial” (B FEELFIREANTE)

$ cd ~/path/to/modulel
$ cvs import -m ”Start modulel” modulel Main-branch Release-initial
$ rm -Rf . # optional

10.7.6 CVS TZfi#&EPRISTEXFRE

CVS F"RBEIRINFMHEXMY, RARAZIMNIXERENE, AL, FHEEERNENRIREEN, FEEM
F»/srv/cvs/project” B9”modulel”, WFETHME—MHIERMES, NMREBEZMIESITU T EFRPIREFRXF
,%;RO

cd /srv/cvs/project

chown -R root:src modulel
chmod -R ug+rwX modulel
chmod 2775 modulel

H* H R H

10.7.7 CVS T{&%

XEH—4 Ccvs HAE TEREIF,
BRI FREB"$CVSROOT” FT¥EHY CVS TNHE LB R ARIELR,

$ cvs rls
CVSROOT
modulel
module2

HRINTErRE L "modulel” BIZKIARIBE &> . /modulel”,

$ cd ~/path/to
$ cvs co modulel
$ cd modulel

REEREENAS,
BT ARG REENRT, HEAMBEETER diff -u [repository] [local]”,
$

cvs diff -u

REMBCUA T file_to_undo” X, MEMKISHEHEZLFH,
YN P/RA CVS FIRIGRIATE S file_to_undo” Xff,
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$ cvs up -C file_to_undo

RINFARIEER THIAMIRE RMRTFE CVS,

$ cvs ci -m "Describe change”

AT eI RIM File_to_add” X3 CVS,

$ vi file_to_add
$ cvs add file_to_add
$ cvs ci -m "Added file_to_add”

U N EREFH CVS RIS,
$ cvs up -d

HibLAc filename” FFLRIIT, XERE HRIVNZE,
&E”.#filename.version” RREERRINEL,

BRI <<<<<<<” FI7>>>>>>>" RRGHARMRERER.
REERE KBRS,

U TR RRII— N & finE " Release-17,

$ cvs ci -m ”"last commit for Release-1"
$ cvs tag Release-1

W IRIE NI,
BRI F AR &N "Release-17,

$ cvs tag -d Release-1

BRI TFRRIENZZEAEI CVS,

$ cvs ci -m "real last commit for Release-1”"

RINTATRABEE M TH CVS EFHHY HEAD EFfiRIN"Release-1" KRz,

$ cvs tag Release-1

FRUI TR Release-initial” #RZEIEMAIVIIA R AR LR — MBI ZR) " Release-initial-bugfixes”
n%, HILEZHE|"~/path/to/0ld” BE,

$ cvs rtag -b -r Release-initial Release-initial-bugfixes modulel
$ cd ~/path/to

$ cvs co -r Release-initial-bugfixes -d old modulel

$ cd old

RR
ff/A”-D 2005-12-20" (ISO 8601 HEAHE ) AR -r Release-initial” RIBEERMIEBEE RN =,

EETRBRANE Release-initial-bugfixes” ¥R AR B Rt £ T F,
MEB7E”Release-initial-bugfixes” 7 ETF... EEIBEH M AMAZ/ILED S,
HERIBMNE RN, RUNTHARESEMAELS S EXN X #HEDN,



https://zh.wikipedia.org/wiki/ISO_8601

Debian & Fift 222 /261

$ cvs up -d

BEEUFRBERAR,
BRI TR RIEAZEAE CVs,

$ cvs ci -m "checked into this branch”

RN T AREFAM B R AETHRIRA, BERBERIGERE (7-A”) FERNMERRBEFT R (7-kk”),
$ cvs up -d -kk -A

BRI T RBE S Release-initial-bugfixes” AZFARNMERAXRBFT RIARREH A B RN (WEH
EFHRIRFTRA),

$ cvs up -d -kk -j Release-initial-bugfixes

FAYmE 2R RAERIPR,
BRI TR RIEAZEAE CVs,

$ cvs ci -m "merged Release-initial-bugfixes”

3 (NN FETELER

$cd ..

$ mv old old-modulel-bugfixes

$ tar -cvzf old-modulel-bugfixes.tar.gz old-modulel-bugfixes
$ rm -rf old-modulel-bugfixes

®’R
"cvs up” aR L BEMSER"- d" IEIR I B R H eI LAMER"- P IR MIFRZ= B xR,

BR
R BABIEAZ30"cvs co modulel/subdir” XHEMFHERAR, KEH " modulel” B— 1M FEHF.

®EIN 1%BH
-n R == A LT
-t ER ovs BT BRER

Table 10.14: {E5/EER CVS a5 E (FE cvs(1) BISE—NMEIN)

10.7.8 CVS HmHEHIE

RN R Fr/REEFA” tomor row” IE10, FAEEISEI CVS RRIRIX 4,

$ cvs ex -D tomorrow module_name
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10.7.9 CVS HEIHE

RIANFFIRE CVS B (AHARSS2]) BRI mx” IR FI B,

export CVSROOT=/srv/cvs/project

cvs co CVSROOT/modules

cd CVSROOT

echo "mx -a modulel” >>modules

cvs ci -m "Now mx is an alias for modulel”
cvs release -d .

P BB H B PR

RINTFER, fRRILAM CVS " modulel” (BI&H: "mx”) El”new” B %,

$ cvs co -d new mx
$ cd new

=z
EE

ATHTERTIR, (REHBEEERISFNR,

10.7.10 FBF CVS ZHBRIEIHITAI

SHIRA CVS REH AR, ENRETRITIRZREBR,

SRR IMENR BRI filename” iIXHEFRIX AR, SJRITXFRBRIER, f&I0TFFAREMENE CVS FifEH AT
FFEIAX PRR R RIX A (0] &L,

# chmod ugo-x filename

10.8 Subversion

Subversion 27 Git ZBIHIRRIIARIRRAIZHI RS, (BEHIME CVS Z/a, EERD CVS # Git FRIFFEF 7 X INEE,

{REE %K subversion, libapache2-mod-svn # subversion-tools #R{FEIRIEE Subversion fRZ 23

10.8.1 Subversion FEENEE

subversion R BEE NS BN FMERE, FTCMROAFNER EFMEER] e ERTE"/srv/svn/project”
RN AR B R,
# mkdir -p /srv/svn/project

BRI TR BT BR .

# svnadmin create /srv/svn/project
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10.8.2 @iT Apache2 fR%3 23155 Subversion

SRR ZA Apache2 B35 2317(8] Subversion 77, RRFRUM FAIRNEFEERIZNT www iRS BRI EH,

# chown -R www-data:www-data /srv/svn/project

7£7/etc/apache2/mods-available/dav_svn.conf” RN (EEGHEERR) 00 FERIVR A FEE B FPIAES )
FHERE,

<Location /project>
DAV svn
SVNPath /srv/svn/project
AuthType Basic
AuthName “Subversion repository”
AuthUserFile /etc/subversion/passwd
<LimitExcept GET PROPFIND OPTIONS REPORT>
Require valid-user
</LimitExcept>
</Location>

T ArRBEE < IR P INMEX &,

# htpasswd2 -c /etc/subversion/passwd some-username

B3 Apache2,

Bid”http://localhost/project” #”http://example.com/project” URL 3Rif[a) svn(1) Y Subversion 77
& (BRIRRAY web ARS3 28/ URL A”http://example.com/”),

10.8.3 FZZAZAiif(8] Subversion

WITRERRAGEII AP, B30 project, BILAAMEIGIE]IRY Subversion FFfiEEE,

# chmod 2775 /srv/svn/project
# chown -R root:src /srv/svn/project
# chmod -R ug+rwX /srv/svn/project

EBF project ARYAMA PRI BAV50)7E”file: ///1localhost/srv/svn/project” g, file:///srv/svn/project”
T svn(1) B9 Subversion 1FAEEE, (RLAFE”umask 002” FizfTiEYN svn, svnserve, svnlook #1 svnadmin &
<, RBERAFARAE],

10.8.4 &id SSH iZ#E1//o) Subversion

P 4EETLAAIE) R Subversion 77 f&ZERY URL Jg”example.com:/srv/svn/project”, ZF SSH ifla), {REEGZ7E
svn(1) FAY”svn+ssh://example.com:/srv/svn/project” URL {58 E,

10.8.5 Subversion HFE4&H

¥F Subversion 3Kik%, FZIHE AN TR B RBIRIFH ERN D ZHIRENRE.

----- modulel

| -- branches

| -- tags

| |-- release-1.0
| ‘-- release-2.0
I

-- trunk
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[ |-- file1l

| |-- file2

| ‘-- file3

|

‘-- module2
VN
RATER"svn copy .." GRS RIFIEH ZFIRZE, AR Subversion IEFERIIC R FRMEN A LB T & 73
=8,

10.8.6 {E Subversion EE A\ —/"HHR

AN T AT REIE ~/path/to/modulel” 312 FHIFRAIA DR B R,
$ mkdir -p ~/path/to/modulel; cd ~/path/to/modulel

B ERINE)"~/path/to/modulel” FHIFFAY AR B R,
IBEE AZ Subversion IR B U TS,

EREZ: "modulel”
Subversion {ii& URL: "file:///srv/svn/project”

Subversion B : “modulel/trunk”

Subversion #5%: “modulel/tags/Release-initial”

cd ~/path/to/modulel

svn import file:///srv/svn/project/modulel/trunk -m ”Start modulel”

svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release <«
-initial

&P B B

&, WTFATR,

$ svn import ~/path/to/modulel file:///srv/svn/project/modulel/trunk -m ”“Start modulel”
$ svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release «
-initial

N
REE AR http://." FI"svn+ssh://. . .7 KA URL RENRfile:///.” URL,

10.8.7 Subversion T{E%

XEBLEHER Subversion REFR4E FiRAYEE T ERRE,

B
git-svn REBIRMEMEFinies, sSIUERER git <Y Subversion TERII— N HBIMERE, S0 10.6.4
.

BBYWFAR URL ”file:///srv/svn/project” $§EH Subversion Il B & =] AHIIELR,
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$ svn list file:///srv/svn/project
modulel
module2

AT EARAVME H”modulel/trunk” ”modulel” B&.,

$ cd ~/path/to
$ svn co file:///srv/svn/project/modulel/trunk modulel
$ cd modulel

KREENEENRE,
BT TRARNGSRKQENRE, BEEAMEIFMERAdiff -u [repository] [local]”,
$ svn diff

REMB XA T file_to_undo” X4, MEAISTHER 2T,
¥WUNFETREIE Subversion PR TF/2EIAREZE"file to_undo” X,

$ svn revert file_to_undo

HANT R RAIEEZF i 7 AR E R {R7EE Subversion,

$ svn ci -m ”"Describe change”

AT R RMIEIE file_to_add” XHEFHILERME Subversion,

$ vi file_to_add
$ svn add file_to_add
$ svn ci -m "Added file_to_add”

FRINFFREF LAEE ILE Subversion RIS HTARZAS,

$ svn up

HibLAc filename” FFLRIIT, XBERE HRINE,

EEXHPRZENHINRG, FlgN”filename.r6”, filename.r9” f1”filename.mine” X,
B MHFR <<<<<<<” FI7>>>>>>>" RRGHARMRERER.

REERE KBRS,

BT AR — N & HiRE " Release-17,

$ svn ci -m ”last commit for Release-1”
$ svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release <«
-1

Ui w1,
U T AT RBR & D2 "Release-17,
$ svn rm file:///srv/svn/project/modulel/tags/Release-1

HIN T ETRIER TS Z A\ E Subversion,

$ svn ci -m "real last commit for Release-1”"

U0 F B RTEERFAY Subversion EFHIEM FEFIRINLZH DX "Release-17,
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$ svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release <«
-1

U0 FET/R7E”modulel/tags/Release-initial” B1IFEEMRVIRAERM EBEIE— 1N E812H”modulel/branche
HHz, HIEEZHE"~/path/to/old” BE,

$ svn cp file:///srv/svn/project/modulel/tags/Release-initial file:///srv/svn/project/ «
modulel/branches/Release-initial-bugfixes

$ cd ~/path/to

$ svn co file:///srv/svn/project/modulel/branches/Release-initial-bugfixes old

$ cd old

R
fEA"modulel/trunk@{2005-12-20}" (ISO 8601 HEAHE ) MAE "modulel/tags/Release-initial” 3k
BEHZEIZEHERY B E,

EETFREIMAR Release-initial-bugfixes” o AR B Rt =T,
JMB7"Release-initial-bugfixes” #Z L T{E.. EEIBEMAMARILES X,
RNTERE S Htt AT 5 2 E BRI,

$ svn up

REFERFREBRPIE,
RN T ETRIER T2 A\ Subversion,

$ svn ci -m "checked into this branch”

RN T PREF A B R A ETFHRITRE.
$ svn switch file:///srv/svn/project/modulel/trunk

BT ATRBE & Release-initial-bugfixes” A A NKREH AN E RN (WEAEFHIREHARA),

$ svn merge file:///srv/svn/project/modulel/branches/Release-initial-bugfixes

FBYRiE RS KRR RIPIR,
U0 F BT R IBER T % A\ B Subversion,

$ svn ci -m "merged Release-initial-bugfixes”

3 (NG imNCFETELER

$cd ..

$ mv old old-modulel-bugfixes

$ tar -cvzf old-modulel-bugfixes.tar.gz old-modulel-bugfixes
$ rm -rf old-modulel-bugfixes

BR
{REEFEAMBR http://.." F"svn+ssh://. . .7 XM IVAY URL K& "file:///.” URL,

BR
i@id"svn co file:///srv/svn/project/modulel/trunk/subdir modulel/subdir” &&<, REJLA
A% H ' modulel” W—1MNFBER,



https://zh.wikipedia.org/wiki/ISO_8601
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I 15480
--dry-run IR e =F-AL]
-V BR svn mofNEHAER

Table 10.15: {EF/EE /Y Subversion A3 L IEL (EARHE A svn(1) BIE—NSE)
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Chapter 11

FEST IR

FERXT Debian Z4 L] AMBINEFE TREREEXRETRNES.
ETENTER, RIEEFREN, EXXHNERRERIER.

11.1 XAHREEHRTE

MTEXAHIEZRT A,
RER ITE PNINRES 3] }%EH "
] ] _ o H iconv(l) BIARNENESIME (locale ) Z[BIAIX
libc6 V:948, 1:999 11401 %1?% 2&2}?&655?}5&%5 (EEH:IIE,‘J)
- FTRE B | ANEIBSME (locale ) Z BRI A IRrLiEHREE
recode Vi 301 608 g (STIEER, BSRIBHISE )

NEiE= 4 I v L
konwert Vi1, 1:58 123 | =re (;%*];:é,‘]:')ﬁ 3 (locale) ZBIEYX AIRISFEIRES
nkf Vi1, 11 346 FHE HEFAEINF
tcs V:0, I:0 479 FEHE FREINE
unaccent V-0, .0 29 FHE REESFF, FH = ELD =G
tofrodos V:2, 1:32 51 AT ;:E E)(Ci)oss(%lu) Unix Z [B]HIS AAFTVEEHR: fromdos(1)
macutils V0, I:1 298 1T £ Macintosh Al Unix 2 [B]FY X AHETATH:

frommac(1) #1 tomac(1)

Table 11.1: XAFHIEFZ(L T RYIFR

11.1.1 A iconv s S RIERN A

®R
iconv(1) 2 libce MHEEH—EB5 FH HER ATESE Unix IR % L IRFFII4RE,

fREETSIBIT YN T AYER < F iconv(1) SREEHR X A A 4RED,

$ iconv -f encodingl -t encoding2 input.txt >output.txt

RIBERAX/NEARERN, BRERKRZE “-" f1 “_", sIUEA “iconv -17 S ERIFAIRG,



http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/recode
http://qa.debian.org/popcon-graph.php?packages=recode
http://packages.qa.debian.org/r/recode.html
http://packages.debian.org/sid/konwert
http://qa.debian.org/popcon-graph.php?packages=konwert
http://packages.qa.debian.org/k/konwert.html
http://packages.debian.org/sid/nkf
http://qa.debian.org/popcon-graph.php?packages=nkf
http://packages.qa.debian.org/n/nkf.html
http://packages.debian.org/sid/tcs
http://qa.debian.org/popcon-graph.php?packages=tcs
http://packages.qa.debian.org/t/tcs.html
http://packages.debian.org/sid/unaccent
http://qa.debian.org/popcon-graph.php?packages=unaccent
http://packages.qa.debian.org/u/unaccent.html
http://packages.debian.org/sid/tofrodos
http://qa.debian.org/popcon-graph.php?packages=tofrodos
http://packages.qa.debian.org/t/tofrodos.html
http://packages.debian.org/sid/macutils
http://qa.debian.org/popcon-graph.php?packages=macutils
http://packages.qa.debian.org/m/macutils.html
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mEa(E =53

ASCII ZEHEERBRINVERDE, 7UREBATEENS

UTF-8 BThBERREREAGNS G E

1SO-8859-1 [HRARRIESinE, ASCI+ Es

1SO-8859-2 [HOZRFRIESInE, ASCIL+ E5M S

1SO-8859-15 [HI R BT SRARRIES in/E (1SO-8859-1)

J— code page 850, AT EERRIES FIMEX DOS HBEFHNFA,
1SO-8859-1 HY TR

CP932 code page 932, H1& Microsoft Windows B9 Shift-JIS &K

CP936 code page 936, A TFEIARPXBIMIREIERANIER GB2312,
GBK & GB18030 F T4k

CP949 code page 949, ATHBNRIRXEFERZNXIER EUC-KR &
Unified Hangul Code F9ZZ{A

CP950 code page 950, AT ERFXEIRIREERZAENIZR Bigs IR

CP1251 code page 1251, ATHAERFENMIREIERZNIERIIRIE

CP1252 code page 1252, AT AMIES NRERRERZXAIZE
1SO-8859-15 B4k

KOI8-R BTFAERFEIHEFEE UNIX fnE

1SO-2022-JP HXHHFRERE, RER 7 IFD

eucJP ZHHX UNIX #ER) 8 iiF T, #0 Shift-JIS TE2AIE

Shift-JIS H3Z JIS X 0208 P 1 #rE (E I CP932)

Table 11.2: 4REB{EFFERVTIZR
B

—LRBRSHMIERR, CREEHESIE0E (B 841 ),

f& ASCII #1 1SO-8859 X EATREFTHMFHE, FHRBINFFE/LFENER—HEE.

WFSFEOFRE, thilid, ATFHXR IS X 0213, SKAFEARZFABIESHY Universal Character Set (UCS, Unicode,
1SO-10646-1) , B Z MRS 73 2R FIMLENRF T EIRE,

« BXHJ EUC F1 ISO/IEC 2022 (t2#%5 J JIS X 0202)
+ Unicode B9 UTF-8, UTF-16/UCS-2 #1 UTF-32/UCS-4 4wk

U X, FRENFHREILGZ EEERENXS,
WL &Y RME, code page RIFAFHFRIGRIIE XiFRIEHH,

ED -}

HER, KEDRIBRAHLZ ASCI 19 7 (IFAHFHIRERED, BB LIS, NRMMBEEFTIRE shift-JIS 4riG
B, HUENEX CESEFH URL ##E, | UTF-8 18, (B EEACPI32" fF BB RN B shift-JIs”
RISTNHAERILER 1 0x5C - "\"Fl OX7E - "~". BN, XLERBHENL AR FH.

N
recode(1) the] BE#EAFH B R UVXZ iconv(l), fromdos(1), todos(1), frommac(l) 1 tomac(l) INEEMIES, A8
ERIF[ESER, HEN"info recode’,

11.1.2 Hiconv iBENXHR N E UTF-8 4rhd

fREETS BN T a < A iconv(l) RIEE— M XA HZRZR UTF-8 fwigHY,



https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/ISO/IEC_8859-2
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_936
https://zh.wikipedia.org/wiki/GB2312
https://zh.wikipedia.org/wiki/GBK
https://zh.wikipedia.org/wiki/GB18030
https://zh.wikipedia.org/wiki/Code_page_949
https://zh.wikipedia.org/wiki/Extended_Unix_Code#EUC-KR
https://zh.wikipedia.org/wiki/Code_page_950
https://zh.wikipedia.org/wiki/Big5
https://zh.wikipedia.org/wiki/Windows-1251
https://zh.wikipedia.org/wiki/Windows-1252
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/KOI8-R
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ISO/IEC_8859
https://zh.wikipedia.org/wiki/字符编码
https://zh.wikipedia.org/wiki/JIS_X_0213
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-16/UCS-2
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
https://zh.wikipedia.org/wiki/Code_page
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$ iconv -f utf8 -t utf8 input.txt >/dev/null || echo ”"non-UTF-8 found”

BR
ELEEEIFHER"- -verbose” SHERIXLEIE— non-UTF-8 F7F,

11.1.3 f{FH iconv i HF

XER—ATRAME, EE—BRT, HEZENEFRAARATEIBNNMRHRD, RPN UTF-8.

#!/bin/sh
ENCDN=1s0-8859-1
for x in *;
do
mv "$x” "$(echo "$x” | iconv -f $ENCDN -t utf-8)”"
done

"$ENCDN” EEEX THEEMNRERA T, XHBEANFRRRSE, K 11.2.

SFEMEZREMER, BERESRIZRISIES mount(8) R (B 84.6 ) REHBEEEIENUINERE
(Eeamii, MELH—12KX), ER"cp -a” wSRENENEINRER HI—MER UTF-8 HHIIXHRE L,

11.1.4 R{TREER
AR, HRRTR (BITH) &5, BEAMITHE,

4=t = s s
T4 e %;;ﬁ“ +igta 16 28]
Debian (unix) LF AW 10 0A
MSDOS F1 Windows | CR-LF AMAJ 1310 0D 0A
A Macintosh CR AM 13 0D

Table 11.3: NEF&GHIRITAHFIIR

WITIRFEEIRFERR, fromdos(1), todos(1), frommac(1), 1 tomac(1), = 75 {&. recode(1) 25 Y,

pES =)
7£ Debian &4 EH—LEHUE, 30 python-moinmoin 3REEHY wiki TIEEIE, ER MSDOS XN ##¥HY CR-LF fEX
¥ITAYRED, FTUA, EmERIFNIRZ— @R,

EE
REB4m4ESS (EEYN: vim, emacs, gedit, ) BEMSIEBHALIE MSDOS R HFAVIRI TR X4,

N
S FIBE MSDOS #1 Unix NHFRIX 4, HK—EF) MSDOS #®RITHINAE, (E£R"sed -e '/\r$/!s/$/\r/"" KE&
todos(1) LE3X¥F. (g0, TE(ER diff3(1) BEM N MSDOS NI H/E.) XZ2E ) todos LFTBRITTIEN CR.
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ThEE bsdmainutils coreutils
EFRTT BR=E “col -x” expand
‘lT-rEE g E]EEE‘\j %I] ngg » »

( unexpand ) col -h unexpand

Table 11.4: bsdmainutils Fl coreutils BRI FiE1E TAB HIG 91

11.1.5 TAB 5

X EHE—Lbitinh TAB KIBHEWTE,
indent BHAY indent(1) L EEWBEFIZNL C BFHIITIE,

30 vim #0 emacs XM RIBIRE T LAMBRY B TAB, #AZ vim Kiit, (REEHBZRINFHA”: set expandtab”
7 :%retab” ¥ RY B TAB, {RBEJLARRIRFFEA (%set noexpandtab” F1”:%retab” L RER,

11.1.6 HHBENELRINEENJRIERT
& vim XA E fE4miE 2N =28 S IR FRRYH H e S AR RID R R A S AR A8 T, (RRLIZTESZHF UTF-8
MIDEVIZHI & EHE UTF-8 MR M ERX L RIBRRIXSRIFIIFREM,

A latinl ( iso-8859-1) 4mEE{ZAiEHIIHFEERIESHY Unix XANX Y, “u-file.txt”, BEETW FTFI/RAOA vim 258
Ywig,

$ vim u-file.txt

X RTRERIE Jo vim B4 4mEE B oA ML B FERE X2 UTF-8 4wid, MREW T, WEREER latinl frid,
BA latin2 ( iso-8859-2 ) mEDTFAEAYIRIR=Z1EAY Unix XANXM, “pu-file.txt”, BEEILWTARIA vim fHig,

$ vim ’+e ++enc=latin2 pu-file.txt’

I eucJP fREBTZAERYIHH1BRY Unix XA, 7ju-file. txt”, BE@EILINFARAUA vim 4RiE,

$ vim ’'+e ++enc=eucJP ju-file.txt’

BAFFiBAY shift-JIS 4mh3 (BBHAtIRYINI AR : CPI32) ffERYIHH1E MS-Windows XA, ”jw-file. txt”, BE@TUN
TErREIA vim 4RiE,

$ vim ’+e ++enc=CP932 ++ff=dos jw-file.txt’

H—MMA vim FTAREHRE B ++enc” FI7++£ 17 EBI, £ Vim GLTAAN W LRURBAFEXGHES
BERERXME, (RURICAE Vim s S1TIREFMEGTRRERED, I, ”:w ++enc=utf8 new.txt”,
BEF vim ELEFBIHEY mbyte.txt, ” SFHXAZF IR 11.2R3%E ++enc” (ERNEMENER,

emacs RIEHIIEE B8 LU ERERI TN AL,

11.1.7 RENHIN A

WTFFTRIEA web TUEFIE TR XA, M Web FIE N AR B 552 2 7F web DUE R AU grep(1) HIEFE
Unix X AT ER, U TFGSRIEEBRN.

$ w3m -dump http://www.remote-site.com/help-info.html >textfile

B, (RETCAERIN T AR TENE MR X AR,
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LREE) RITE XN | XEiE Ihge

» » A > F
w3m V:114,1:528 | 2303 | html - text ?; wam -dump” &2 15 HTML #ft o XARIITIR
html2text V:13, I:55 257 | huml-text | ®ZRE HTML BIX A RS (1S08859-1)

2] » NN X
1ynx V23,1107 | 1907 | huml text fE;éynx -dump” & S8 HIML %X A X AEE
elinks VAL T:31 | 1583 | html - text g;;égi”ks -dump” 85218 HTML 3L 93X AEY
links Vi15, 44 2193 | heml - text ;E;éin ks -dump” as 218 HIML &L AX ARG
links2 V2, 1:16 5366 | html - text ?;;é;;ksz -dump” 85215 HTML 356 930 AEY
antiword V4, 1:13 623 MSWord - text, B&{¥ MSWord X EIZE3X A5 ps X5
catdoc V56, 1:106 | 675 MSWord — text, ¥, MSWord X F 223 A 8%, TeX &
pstotext V2,15 126 ps/pdf - text | JK PostScript #1 PDF XFESHEX A
unhtml V-0, I:0 12 html - text K—" HTML X & EmRBRIFICIRE
odt2txt V2, 1.7 53 odt - text MBS R BN AR NBVEELES

Table 11.5: AT IZENA AR EIERI T B3R

RHEE TE RIS G 15 8H
F”:source

vim-runtime V:19,1:440 | 29056 | &% $VIMRUNTIME/syntax/html.vim” Vim Z&<
LR AEE HTML

cxref V-0, I:0 1182 | c—html JK C 2720 latex 1 HTML RU%E#%EE (CiEs

src2tex V:0, 1.0 622 =5 BT ZRREE TeX (CES

: - BiRERIEEFEe =2/ HTML, XHTML,

source-highlight o, |, 2002 | BE LaTeX, Texinfo, ANSI Bifa4% X FF 51 DocBook XX
4 (C++)

- ; a1 — B2 RRBEFER = 2RI HTML,
highlight Vi1, 116 1028 | /5 XHTML, RTF, LaTeX, TeX or XSL-FO X, (C++)
gre V20, I:2 188 téxﬂt,; RE BF R AR E AN 4R 2 (Python)
txt2html V:0, [:4 296 text — html XZAZE] HTML #3238 (Perl)
markdown V:0, 1.7 57 text — html markdown XA HE] (X)HTML (Perl)
asciidoc .14 80 text - any AsciiDoc X A X HZE] XML/HTML (Python)
pandoc V:5, 1:38 115026 text— any B AFRICAE{LES (Haskell)

python-docutils | v.oy 1ags | 1750 | textoany | EAISCASIRYE] XML (Python)

¥ {LXAZ] HTML, SGML, LaTeX, man page,

txtztags V0, L1 813 text—any MoinMoin, Magic Point and PageMaker (Python)
udo V:0, 1.0 564 text — any BRANNANHFERETER (CIBE

stx2any V:0, 1.0 264 text - any AR EE MR RIS AR ER (md)
rest2web V:0, 1.0 527 text—»html | BEHAE] huml FIXFEFELEF (Python)

aft V:0, I:0 235 text - any " BERERN OIXEEZRR (Per)

yodl V:0, .0 615 text — any AMXEES LEXRREXH (CiES

sdf V-0, I:0 1445 | text— any B BRI HHEITTES (Perl)

sisu V:0, 1.0 5341 | text—any XFHZHZE, HERR. FEZETEZE (Ruby)

Table 11.6: =N ALIENTRY|R



http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/html2text
http://qa.debian.org/popcon-graph.php?packages=html2text
http://packages.qa.debian.org/h/html2text.html
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
http://packages.qa.debian.org/l/lynx.html
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
http://packages.qa.debian.org/e/elinks.html
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
http://packages.qa.debian.org/l/links.html
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
http://packages.qa.debian.org/l/links2.html
http://packages.debian.org/sid/antiword
http://qa.debian.org/popcon-graph.php?packages=antiword
http://packages.qa.debian.org/a/antiword.html
http://packages.debian.org/sid/catdoc
http://qa.debian.org/popcon-graph.php?packages=catdoc
http://packages.qa.debian.org/c/catdoc.html
http://packages.debian.org/sid/pstotext
http://qa.debian.org/popcon-graph.php?packages=pstotext
http://packages.qa.debian.org/p/pstotext.html
http://packages.debian.org/sid/unhtml
http://qa.debian.org/popcon-graph.php?packages=unhtml
http://packages.qa.debian.org/u/unhtml.html
http://packages.debian.org/sid/odt2txt
http://qa.debian.org/popcon-graph.php?packages=odt2txt
http://packages.qa.debian.org/o/odt2txt.html
http://packages.debian.org/sid/vim-runtime
http://qa.debian.org/popcon-graph.php?packages=vim-runtime
http://packages.qa.debian.org/v/vim-runtime.html
http://packages.debian.org/sid/cxref
http://qa.debian.org/popcon-graph.php?packages=cxref
http://packages.qa.debian.org/c/cxref.html
http://packages.debian.org/sid/src2tex
http://qa.debian.org/popcon-graph.php?packages=src2tex
http://packages.qa.debian.org/s/src2tex.html
http://packages.debian.org/sid/source-highlight
http://qa.debian.org/popcon-graph.php?packages=source-highlight
http://packages.qa.debian.org/s/source-highlight.html
http://packages.debian.org/sid/highlight
http://qa.debian.org/popcon-graph.php?packages=highlight
http://packages.qa.debian.org/h/highlight.html
http://packages.debian.org/sid/grc
http://qa.debian.org/popcon-graph.php?packages=grc
http://packages.qa.debian.org/g/grc.html
http://packages.debian.org/sid/txt2html
http://qa.debian.org/popcon-graph.php?packages=txt2html
http://packages.qa.debian.org/t/txt2html.html
http://packages.debian.org/sid/markdown
http://qa.debian.org/popcon-graph.php?packages=markdown
http://packages.qa.debian.org/m/markdown.html
http://packages.debian.org/sid/asciidoc
http://qa.debian.org/popcon-graph.php?packages=asciidoc
http://packages.qa.debian.org/a/asciidoc.html
http://packages.debian.org/sid/pandoc
http://qa.debian.org/popcon-graph.php?packages=pandoc
http://packages.qa.debian.org/p/pandoc.html
http://packages.debian.org/sid/python-docutils
http://qa.debian.org/popcon-graph.php?packages=python-docutils
http://packages.qa.debian.org/p/python-docutils.html
http://packages.debian.org/sid/txt2tags
http://qa.debian.org/popcon-graph.php?packages=txt2tags
http://packages.qa.debian.org/t/txt2tags.html
http://packages.debian.org/sid/udo
http://qa.debian.org/popcon-graph.php?packages=udo
http://packages.qa.debian.org/u/udo.html
http://packages.debian.org/sid/stx2any
http://qa.debian.org/popcon-graph.php?packages=stx2any
http://packages.qa.debian.org/s/stx2any.html
http://packages.debian.org/sid/rest2web
http://qa.debian.org/popcon-graph.php?packages=rest2web
http://packages.qa.debian.org/r/rest2web.html
http://packages.debian.org/sid/aft
http://qa.debian.org/popcon-graph.php?packages=aft
http://packages.qa.debian.org/a/aft.html
http://packages.debian.org/sid/yodl
http://qa.debian.org/popcon-graph.php?packages=yodl
http://packages.qa.debian.org/y/yodl.html
http://packages.debian.org/sid/sdf
http://qa.debian.org/popcon-graph.php?packages=sdf
http://packages.qa.debian.org/s/sdf.html
http://packages.debian.org/sid/sisu
http://qa.debian.org/popcon-graph.php?packages=sisu
http://packages.qa.debian.org/s/sisu.html
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11.1.8 SEFIENILA X ARLIE
R AT LA 40 R BT RE SRS = H A T A ST A BRI,

11.2 XML 3R

" RHRICIES Extensible Markup Language (XML) @ —M#rigidS, B TESBEMNEENXHE,
£ XML.COM BEENAEE.

« 7+ 4R XML?”

« 7t 4R XSLT?”

7 {+ 42 XSL-FO?”

« 7 {t 42 XLink?”

11.2.1 XML BEAXER

XML XAFIRRELER HTML. EREBERINEE - UEN S MEN, —MEBEM XML R4R docbook-xs1 K
e, EXEER.

B— XML XHER T ERRE XML FEIRFHA,

<?xml version="1.0" encoding="UTF-8"?>

XML TTEHERIEEZRZ TEHGINRC,

<name attribute="value”>content</name>

AERNZR XML &K, ERTHEVERIRC,

<name attribute="value”/>

LmESFH7attribute="value”” 7%,
XML BEBERFES, 2K FEBHRIFC.

<!-- comment -->

ANEFEMIFE, XML ELERERNE X FARERREREN T IF,

iRVERS e
&quot; -1k
&apos; % =
&1t; <IN S
&gt; >: KFS
&amp; &: &S

Table 11.7: XML ¥ E X SEARFIR

AV
“<” B “&” TEETEREM (attributes ) ST (elements ) H{EH,



https://zh.wikipedia.org/wiki/XML
http://xml.com/
http://www.xml.com/pub/a/98/10/guide0.html
http://xml.com/pub/a/2000/08/holman/index.html
http://xml.com/pub/a/2002/03/20/xsl-fo.html
http://xml.com/pub/a/2000/09/xlink/index.html
https://zh.wikipedia.org/wiki/HTML
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EE
Y SGML X EMBA P E X3LIK, tbil"ésome-tag:”, HEAMNNE, F—IPEXSEBEZEHEN, EAKEX

TE'<!ENTITY some-tag "entity value”>" BRR.

-z
B

RE‘ XML AFMER—BERE—ERBES (—ERIFBFLABTIEME ), £ Extensible Stylesheet Language
Transformations (XSLT) K& #2550 —4 XML, 22— MR ERES,

11.2.2 XML &bIE

BIrZ2 TAEUATAIE XML X4, tbdlii: I3 EH$IU3RI1ES Extensible Stylesheet Language (XSL).

—BREIZT — MNP XML X, EALEXiH, (RAMEIER 7T BN RIES ¥ Extensible Stylesheet
Language Transformations (XSLT), {§E{E#mERIE.

BN KRBT Ri$RIES Extensible Stylesheet Language for Formatting Objects (XSL-FO) 2 F3R{E AN L AR
R ZR. fop REBLE Debian main #HREZEH, AR EAE Java fHIZIBS. LaTeX KIBBERMN XML R XSLT &
B, LaTeX R FAREIZ DVI, PostScript #] PDF iX 2 a]+TENH ST,

LRSI mITE KN | XEiE 1B
docbook-xml I1:513 2131 | xml DocBook 9 XML XEZEEIE X (DTD)
ST — g

xsltproc Vi15, 1114 | 154 | xslt XSLTp LFTRERS (XML~ XML, HTML, 5832,

=T

. {8EF XSLT % DocBook XML REIERY SFiaHFE
dochook-xsl V:12,1:220 | 14998 | xml/xslt 0 xSl Bzt
xmlto V2, 1:32 126 xml/xslt A XSLT B XML ZREME=IR RIS TREE
dbtoepub V0, I:1 71 xml/xslt DocBook XML ZI.epub (&3
& 3 .

dblatex Vi, 1:22 4648 | xmlxslt ED? g? # Docbook 3Z#FA%#% 7 DVI, PostScript,
fop V:2,1:46 64 xml/xsl-fo 8§ Docbook XML X & Z] PDF

Table 11.8: XML T B7%%&

BT XML £ #R&EERFRICIES Standard Generalized Markup Language (SGML)B—/MNF&, B FAIE SGML 93 BT
B, haem A2 XML, tEaiid XA ES FISEIES Document Style Semantics and Specification Language (DSSSL).

RHE TE WNES: iG] 15t 8H
openjade V:3, 1:46 988 dsssl ISO/IEC 10179:1996 #7/E DSSSL SEIEES (R #HY)
. {52 DSSSL A& DocBook XML 2| & i L=
dochbook-dsssl V:1,1:32 2604 xml/dsssl B DSSSL, Kt
DocBook XHFHITHEl, BIEEF DSSSL Fy¥Eik
docbook-utils Vi1, 1:22 281 xml/dsssl MEEI (HTML, RTE, PS, man, PDF) f
docbook2* &%
sgml2x V:0, 1.0 90 SGML/dsssl | SGML Fl1 XML f&F DSSSL #\RAVFETRES
Table 11.9: DSSSL T B3I%
B

GNOME Ry yelp {F{EEEBS FH{ERE 1A DocBook XML X, XREREFTUM X FKEBEHIESR,



https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/Extensible_Stylesheet_Language
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Formatting_Objects
https://zh.wikipedia.org/wiki/Java_(programming_language)
http://packages.debian.org/sid/docbook-xml
http://qa.debian.org/popcon-graph.php?packages=docbook-xml
http://packages.qa.debian.org/d/docbook-xml.html
http://packages.debian.org/sid/xsltproc
http://qa.debian.org/popcon-graph.php?packages=xsltproc
http://packages.qa.debian.org/x/xsltproc.html
http://packages.debian.org/sid/docbook-xsl
http://qa.debian.org/popcon-graph.php?packages=docbook-xsl
http://packages.qa.debian.org/d/docbook-xsl.html
http://packages.debian.org/sid/xmlto
http://qa.debian.org/popcon-graph.php?packages=xmlto
http://packages.qa.debian.org/x/xmlto.html
http://packages.debian.org/sid/dbtoepub
http://qa.debian.org/popcon-graph.php?packages=dbtoepub
http://packages.qa.debian.org/d/dbtoepub.html
http://packages.debian.org/sid/dblatex
http://qa.debian.org/popcon-graph.php?packages=dblatex
http://packages.qa.debian.org/d/dblatex.html
http://packages.debian.org/sid/fop
http://qa.debian.org/popcon-graph.php?packages=fop
http://packages.qa.debian.org/f/fop.html
https://zh.wikipedia.org/wiki/SGML
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
http://packages.debian.org/sid/openjade
http://qa.debian.org/popcon-graph.php?packages=openjade
http://packages.qa.debian.org/o/openjade.html
http://packages.debian.org/sid/docbook-dsssl
http://qa.debian.org/popcon-graph.php?packages=docbook-dsssl
http://packages.qa.debian.org/d/docbook-dsssl.html
http://packages.debian.org/sid/docbook-utils
http://qa.debian.org/popcon-graph.php?packages=docbook-utils
http://packages.qa.debian.org/d/docbook-utils.html
http://packages.debian.org/sid/sgml2x
http://qa.debian.org/popcon-graph.php?packages=sgml2x
http://packages.qa.debian.org/s/sgml2x.html
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/DocBook
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11.2.3 XML #{iEREX

ERTEIE, (REEB AR EMINRE HTML 3% XML $iE,

0nREs RITE X | XEW BB
. Vid 18 17 MSWord—» | JAf%X Word #8XE] HTML, LaTeX, F1& B &
o EHE 4Eihes,
texizhtml V-0, I:9 1832 | texi— html JX Texinfo 2] HTML FY4ERES
F._‘
man2html V:0, I:3 141 mﬁﬁﬂﬂ* M man FHTIZ| HTML 94553258 (3235 CGI)
unrtf V1, 1.4 145 rtf — html JX RTF 2] HTML 0551238
info2www V2, 1.4 156 info — html JK GNU info 2] HTML F9%%# 88 (£F5 CGI)
|
0002dbk V0, 11 17 T ;»gg(;penofﬁce .org SXW 352 DocBook XML HI%%
o WordPerfect | WordPerfect 5.0 1 5.1 X &2l TeX, LaTeX, troff,
wp2X V:0, I.0 215 EEiE GML 1 HTML
doclifter V:0, .0 446 troff — xml troff 2] DocBook XML RY4EiRES

Table 11.10: XML $UIEIZEN T BE7IFER

I FIE XML B9 HTML X4, {REEGSEEIRE (1R XHTML, XHTML 2 —/MEX ALY XML SEfl, XHTML BEa848
XML T EAE.

wER RITE K\ X HEiE iEH
EERES
libxml2-utils | V:21,1:304 | 169 | xmlo htmlo xhtﬁﬁﬂ _Xtr}jgmtf)ig] XML @2f7 LR (B2 E, 2
JIL
tidy V2, T:17 83 xml & html & xh#HTML & E8E %DE*PE’F%EWC

Table 11.11: XML E{LITEN T BAZIFER

—BESH XML £k, ETIRCHARETSE, (REEBEEM XSLT ZAEEIE,

11.3 HEhR

Unix E#Y troff IRFRYIZH AT&T A B R, sJARAMEREHR, NAERARCEFMIT

Donald Knuth & BAfY Tex 2IEFE B AMHR TR B 23LFR E8945E, &=YIRH Leslie Lamport FF &8 LaTex {15HF
B] AR 75 EAYFI A Tex BY3E K INEE,

LREZ) RITE NINRIEES: iG] 154BR
texIlive V6, 1:64 69 (La)TeX FTFHERR, FTREEANFTENRY TeX &%
groff V:5, 1:109 9389 troff GNU troff XA E R G

Table 11.12: HEhR TERITIFER

11.3.1 roff HERR

EHRENX L, roff  Unix EFBHXEALIBR S, 20 roff(7), groff(7), groff(1), grotty(1), troff(1), groff_mdoc(7),
groff_man(7), groff_ms(7), groff_me(7), groff mm(7) #1”info groff~,

LRI groff G EIAE, RN -me” ZIESHMEER R — M A EBNIESFM, ERNMUER"/usr/share/doc/groff/”,



http://packages.debian.org/sid/wv
http://qa.debian.org/popcon-graph.php?packages=wv
http://packages.qa.debian.org/w/wv.html
http://packages.debian.org/sid/texi2html
http://qa.debian.org/popcon-graph.php?packages=texi2html
http://packages.qa.debian.org/t/texi2html.html
http://packages.debian.org/sid/man2html
http://qa.debian.org/popcon-graph.php?packages=man2html
http://packages.qa.debian.org/m/man2html.html
http://packages.debian.org/sid/unrtf
http://qa.debian.org/popcon-graph.php?packages=unrtf
http://packages.qa.debian.org/u/unrtf.html
http://packages.debian.org/sid/info2www
http://qa.debian.org/popcon-graph.php?packages=info2www
http://packages.qa.debian.org/i/info2www.html
http://packages.debian.org/sid/ooo2dbk
http://qa.debian.org/popcon-graph.php?packages=ooo2dbk
http://packages.qa.debian.org/o/ooo2dbk.html
http://packages.debian.org/sid/wp2x
http://qa.debian.org/popcon-graph.php?packages=wp2x
http://packages.qa.debian.org/w/wp2x.html
http://packages.debian.org/sid/doclifter
http://qa.debian.org/popcon-graph.php?packages=doclifter
http://packages.qa.debian.org/d/doclifter.html
http://packages.debian.org/sid/libxml2-utils
http://qa.debian.org/popcon-graph.php?packages=libxml2-utils
http://packages.qa.debian.org/libx/libxml2-utils.html
http://packages.debian.org/sid/tidy
http://qa.debian.org/popcon-graph.php?packages=tidy
http://packages.qa.debian.org/t/tidy.html
https://zh.wikipedia.org/wiki/Troff
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
http://packages.debian.org/sid/texlive
http://qa.debian.org/popcon-graph.php?packages=texlive
http://packages.qa.debian.org/t/texlive.html
http://packages.debian.org/sid/groff
http://qa.debian.org/popcon-graph.php?packages=groff
http://packages.qa.debian.org/g/groff.html
https://zh.wikipedia.org/wiki/Roff
https://zh.wikipedia.org/wiki/Macro_(computer_science)
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R’
"groff -Tascii -me -"#HFEHE ANSI#EXBRIAN A, MRIFBE manpage HiEHHFRIFSH" F"_", BB
4 ([ERAEKAES"GROFF_NO_SGR=1 groff -Tascii -me -,

R’
NRBEBIR groff £MAINXAXGAHRY H" F1"_", {£A"col -b -x"RIIRE,

11.3.2 TeX/LaTeX

Tex Live MR T 23 TeX R4, texlive FTTEIRZE TeX Live FHI—EES, (EREEBNITHEES,
XEHFZ AR TeX # LaTeX HISE T,

* The teTeX HOWTO: The Linux-teTeX Local Guide

+ tex(1)

* latex(1)

* texdoc(1)

+ texdoctk(1)

+ ”The TeXbook”, ¥fE# Donald E. Knuth, (Addison-Wesley)

+ ”LaTeX - A Document Preparation System”, f#& Leslie Lamport, (Addison-Wesley)

+ ”The LaTeX Companion”, fE& Goossens, Mittelbach, Samarin, (Addison-Wesley)

XEREREAWARIME, 12 SGML AERIBEFENEREFAETR, lyx REEIRMEN Lyx Fl texmacs HEE

IRHLAY GNU TeXmacs &89 LaTeX 12t T IEERNHERIPT L ENFF1SAUREEIFE, SAMIFS AL Emacs 1 Vim {E R HIR
(AEEECE

B4R REFE,

« TEX Live Guide - TEX Live 2007 (”/usr/share/doc/texlive-doc-base/english/texlive-en/live.html”)
(texlive-doc-base &)

« Latex/Lyx B— MBI B 1E5|

« A LaTeX 1T FAIE

- teTeX/LaTeX AYASH A F155|

HNXETEEKRE, TeX BRFAMHE. RUAFE"/etc/texmf/texmf . cnf” B0 pool KIK/N (BHEIHIIRIE R IR
tg2"/etc/texmf/texmf.d/95NonPath” F Hiz{T update-texmf(8)) K& & Itb[a] &,

R

"The TeXbook” f4 TeX JE#E B BA M http://tug.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex £ T #§, It
XUBETHERSBMENELEES. BWIHEXHEPNE 7 25 10 T/ ER T HE RN \input manmac
\proofmodefalse”, FAEIUAF tex(1) SRALIBLEZ#E, FHBZIBINEWE XA $H (£F Donald E. Knuth B/
HithP) MARERTELRA, BRELRAFIRIEHLEFS] Tex BIARFHIFF !



https://zh.wikipedia.org/wiki/转义序列
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
http://www.tldp.org/HOWTO/TeTeX-HOWTO.html
https://zh.wikipedia.org/wiki/Standard_Generalized_Markup_Language
https://zh.wikipedia.org/wiki/Lyx
https://zh.wikipedia.org/wiki/GNU_TeXmacs
https://zh.wikipedia.org/wiki/LaTeX
https://zh.wikipedia.org/wiki/WYSIWYG
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Vim_(text_editor)
http://www.stat.rice.edu/~helpdesk/howto/lyxguide.html
http://www-h.eng.cam.ac.uk/help/tpl/textprocessing/latex_basic/latex_basic.html
http://supportweb.cs.bham.ac.uk/documentation/LaTeX/lguide/local-guide/local-guide.html
http://tug.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex
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11.3.3 EXMFTENFMDT

REEBRAN T ER— e S ETEIN LIR=ATENFMIT.

$ man -Tps some_manpage | lpr

11.3.4 BIEFMR

RERY roff HBNEFMIT (manpage ) BrJEEH), XEXRE —LHENEFEATRIRFMIL

RER FAE S 3 S:1
docbook-to-man | V:0,1:16 187 ;Gﬂl;%‘{ a1 I DocBook SGML 2 roff FHTIEIE S MssiRse
help2man V:0, 1:10 464 %ﬂ}?&“ @it --help SBEFERFMANTE
info2man VA0, 10 134 ggﬂﬁm §3% GNU info 3 POD Sy EM IG5
txt2man V0, I:1 65 ;"gﬂ;““ HBLEEERD ASCIT SUAES(L D FM TR

Table 11.13: SIEFMINT EYIFR

11.4 OJENRIAYEIE

£ Debian 2, FIFTENRIEHER PostScript 4&30R, ¥ F3E PostScript $TEN#, BF Unix $TEN &R 4 (CUPS) £
Ghostscript 1 B E 5 & KA IEEF,

11.4.1 Ghostscript

REIE T ENRIRY B AYHZ 0 Ghostscript PostScript fE#28, EBETERM MBI,

KB Artifex BYE 7 il Ghostscript 24 BRIF ] M AFPL Th§ GPL, HE AR EFIRE, EFEH T &M ESP
hRARBIEEE, 90 CUPS 8.60 hg A4S,

nEe ATE A/ | 1HER

ghostscript V:151, 1:672 | 219 GPL Ghostscript PostScript/PDF %25
ghostscript-x V:28,1:73 211 GPL Ghostscript PostScript/PDF f#f¥25-X ER< 15
Iibpoppler74 V:26, I:61 3330 | PDF ;EZ:FE (xpdf PDF JR M X)
Libpoppler-glib8) v oo 100 | 447 | PDFERE (EF Glib HH=E)
poppler-data V:106, 1:666 | 12219 | F3F PDF JEZFERY CMaps (CJK x#F: Adobe-*)

Table 11.14: Ghostscript PostScript f#¥%2871R

<N
"gs -h” BEfZE /R Ghostscript WEEEEE,



https://zh.wikipedia.org/wiki/Troff
http://packages.debian.org/sid/docbook-to-man
http://qa.debian.org/popcon-graph.php?packages=docbook-to-man
http://packages.qa.debian.org/d/docbook-to-man.html
http://packages.debian.org/sid/help2man
http://qa.debian.org/popcon-graph.php?packages=help2man
http://packages.qa.debian.org/h/help2man.html
http://packages.debian.org/sid/info2man
http://qa.debian.org/popcon-graph.php?packages=info2man
http://packages.qa.debian.org/i/info2man.html
http://packages.debian.org/sid/txt2man
http://qa.debian.org/popcon-graph.php?packages=txt2man
http://packages.qa.debian.org/t/txt2man.html
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/PostScript
http://packages.debian.org/sid/ghostscript
http://qa.debian.org/popcon-graph.php?packages=ghostscript
http://packages.qa.debian.org/g/ghostscript.html
https://zh.wikipedia.org/wiki/Ghostscript
http://packages.debian.org/sid/ghostscript-x
http://qa.debian.org/popcon-graph.php?packages=ghostscript-x
http://packages.qa.debian.org/g/ghostscript-x.html
http://packages.debian.org/sid/libpoppler74
http://qa.debian.org/popcon-graph.php?packages=libpoppler74
http://packages.qa.debian.org/libp/libpoppler74.html
http://packages.debian.org/sid/libpoppler-glib8
http://qa.debian.org/popcon-graph.php?packages=libpoppler-glib8
http://packages.qa.debian.org/libp/libpoppler-glib8.html
http://packages.debian.org/sid/poppler-data
http://qa.debian.org/popcon-graph.php?packages=poppler-data
http://packages.qa.debian.org/p/poppler-data.html
https://zh.wikipedia.org/wiki/CJK_characters
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11.4.2 EHEA PS 5 PDF X

{IREBETS{ER Ghostscript Y gs(1) SREFH A PostScript(PS) S a] BB IHI&R ( PDF ) X4,

$ gs -q -dNOPAUSE -dBATCH -sSDEVICE=pswrite -sOutputFile=bla.ps -f fool.ps foo2.ps
$ gs -q -dNOPAUSE -dBATCH -sDEVICE=pdfwrite -sOutputFile=bla.pdf -f fool.pdf foo2.pdf

R’RR
WFHLITRIE, psmerge(l) Fl psutils BRI E MR STELIE PostScript 4T 2EE AN, pdftk BHE
pdftk(1) 7ZE4LIE PDF XHERIEHE B 2R IF Y,

11.4.3 RIEFEIRIFIEIN TR
T 2AIETENRISIRN TRSIR,

B TATE NES: 1G] 1iBH
e ] ] pdf - ps,text, | PDF T E: pdftops, pdfinfo, pdfimages,
poppler-utils V:48, 1:476 592 pdftotext, pdffonts
psutils V:8,1:158 219 pSs - ps PostScript X F3ER T H
poster V:0, 1:6 49 ps - ps F3 PostScript DIHITE XELER
— E4] i o
enscript V-1, 1:24 o111 | EXt=ps, 2214 ASCII S ZAE] PostScript, HTML, RTF 5%
html, rtf Pretty-Print

. " {ERTSZAEN PostScript’ e e FHFEBERI AR
azps V2, .21 3620 text - ps SEHITENISE
pdftk V:8, 1:58 3873 | pdf pdf PDF X555 T E: pdftk
htm1l2ps V0, I:4 249 html - ps M HTML Z PostScript P& R3S
gnuhtml2latex V:0, I:1 27 html - latex | K html 2] latex RI55H#R23

. ¥R LaTeX X ZIBER Microsoft Word 1ZEXAY
latex2rtf V0, I.7 478 latex — rtf RTF F8 LRy RY

B | i (

ps2eps V5, 1:105 94 DS eps éé};c%tScnpt F EPS ( Encapsulated PostScript ) B7
e2ps V:0, 1.0 112 text - ps A H X ImhE X 5 SX A5 PostScript 35128
impose+ V:0, I:1 180 ps - ps PostScript T &

. o E=FTEMFZTETER (C, C++, Java, Pascal, Perl,
trueprint V:0, 10 138 | text-ps Pike, Sh, &/l Verilog ) & PostScript, (C iB)
pdf2svg V.0, I:4 26 ps - svg PDF 2[e] A Y (6] = EIAR TRV 1R 2%
pdftoipe V:0, I:0 62 ps — ipe JAPDF Z[IPE ‘s XML #&XA0EEH# S

Table 11.15: B eTENRIFUEII T E SR

11.4.4 F CUPS #TEl

Unix BAFTENZRLE (CUPS) HRY Ip(1) # lpr(1) sp S &R AL T B E XFTENEIEAVEIL,
{REICAERR R 58 < AV —NRITEN 3 BRI DTRBRISI A,
$ 1p -n 3 -0 Collate=True filename



https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Portable_Document_Format
https://zh.wikipedia.org/wiki/Portable_Document_Format
https://zh.wikipedia.org/wiki/PostScript
http://packages.debian.org/sid/poppler-utils
http://qa.debian.org/popcon-graph.php?packages=poppler-utils
http://packages.qa.debian.org/p/poppler-utils.html
http://packages.debian.org/sid/psutils
http://qa.debian.org/popcon-graph.php?packages=psutils
http://packages.qa.debian.org/p/psutils.html
http://packages.debian.org/sid/poster
http://qa.debian.org/popcon-graph.php?packages=poster
http://packages.qa.debian.org/p/poster.html
http://packages.debian.org/sid/enscript
http://qa.debian.org/popcon-graph.php?packages=enscript
http://packages.qa.debian.org/e/enscript.html
http://packages.debian.org/sid/a2ps
http://qa.debian.org/popcon-graph.php?packages=a2ps
http://packages.qa.debian.org/a/a2ps.html
http://packages.debian.org/sid/pdftk
http://qa.debian.org/popcon-graph.php?packages=pdftk
http://packages.qa.debian.org/p/pdftk.html
http://packages.debian.org/sid/html2ps
http://qa.debian.org/popcon-graph.php?packages=html2ps
http://packages.qa.debian.org/h/html2ps.html
http://packages.debian.org/sid/gnuhtml2latex
http://qa.debian.org/popcon-graph.php?packages=gnuhtml2latex
http://packages.qa.debian.org/g/gnuhtml2latex.html
http://packages.debian.org/sid/latex2rtf
http://qa.debian.org/popcon-graph.php?packages=latex2rtf
http://packages.qa.debian.org/l/latex2rtf.html
http://packages.debian.org/sid/ps2eps
http://qa.debian.org/popcon-graph.php?packages=ps2eps
http://packages.qa.debian.org/p/ps2eps.html
http://packages.debian.org/sid/e2ps
http://qa.debian.org/popcon-graph.php?packages=e2ps
http://packages.qa.debian.org/e/e2ps.html
http://packages.debian.org/sid/impose+
http://qa.debian.org/popcon-graph.php?packages=impose+
http://packages.qa.debian.org/i/impose+.html
http://packages.debian.org/sid/trueprint
http://qa.debian.org/popcon-graph.php?packages=trueprint
http://packages.qa.debian.org/t/trueprint.html
http://packages.debian.org/sid/pdf2svg
http://qa.debian.org/popcon-graph.php?packages=pdf2svg
http://packages.qa.debian.org/p/pdf2svg.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/pdftoipe
http://qa.debian.org/popcon-graph.php?packages=pdftoipe
http://packages.qa.debian.org/p/pdftoipe.html
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
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$ lpr -#3 -0 Collate=True filename

{REETWSIBIT -0 number-up=2”,”-0 page-set=even”,”-o page-set=odd”,”-o scaling=200”,”-0 natural-sc

ESTEMWLETURE — P E I TENVURF, FEBISHES Was S 1THTENFEIR,

11.5 HmRAHEHEYEIR

FOUERH RIS HRAR M B IR T FRIARIK,

nEe mATE NIEES: iG] 15BA
sharutils V:6, 1:85 1389 | HRH shar(1), unshar(1), uuencode(1), uudecode(1)
mpack V:2,1:23 91 MIME YRAZFNRERD MIME 152 mpack(1) I munpack(1)

8 MIME Ff{&2E R0 ”application/ms-tnef”, 1ZI&I\

tnef V6, I:11 98 ms-tnef 1S R R {5 AR
uudeview V:0, I:5 101 s TN IR B FIRERSER: uuencode, xxencode,

BASE64, quoted printable F] BinHex

Table 11.16: BEITF M4 EIBFEIRIVR G BIIR

B
WREBEGZE Fime] AECEER IMAP4 fRS3288, BEXMER AN M4 4 IMAP4) fRS588 (BMEE 6.7 ¥5) Al
FRIEEBE M E BB R AR EB K,

11.5.1 M4 BUEER

BB (SMTP) #IBFEZWRHI R0 7 U BIEFRI, ZFHGILBIEF 8 A1 AL HEFEF Multipurpose Internet Mail Extensions
(MIME) EEXM 2 a4 B FEENFRHERBE 7 ERX. (BRE 841 ).

FRERERETZAEIR U2 mbox, EREMKIE RFC2822 (1 REC822 B #) RAVHEI. S0 mbox(5) (H mutt REEIRH).

S('HZIIA/’J‘Hlm:.,Hﬂ:aﬁﬁ‘/ABﬁ?ﬁ, Content-Transfer-Encoding: quoted-printable” il ISO-8859-1F
FEBEE WA T INREN A2 RIG R UTF-8, HTFJLFELRE 7 LR, f£A "Content -Transfer-Encoding:
quoted-printable” h2&iEM,

WFHIE, E4%h Content-Type: text/plain; charset=I1S0-2022-JP” @& ¥ A FHRESRIRIT AL 7 (L,
BREZMNMREZRSEREFBIE R TER Shift-JIS RA& XM, MNRBIBEXARZA UTF-8 fHiE, HTRBIFS 8
fiI$i4E, {EF Base64 B51EM., HETMES HEEMER.

EE
WMRIRAVIE Unix HBAEIE BT LUBIE — N E &0 IMAP4 BREZ @ HYIE Debian EFi%iAE, (REILLEITIEITIRRT
IMAP4 FRS RIGHB G EIEBE. (BIE 6.7 1).

IR
MRMGREAEEHGFEEN, E—PIBENBINE] mbox LRI, & mutt(l) XS INEEMNE FiRTER =M
{BEERITE R LR IF,

{/RaT LAfEEFR procmail(1) #0 formail(1) ERRFE R B 72 FFaY & — T HRE.
BB EET(E K B mpack 3B/ munpack(l) < (RE BRI R ) KIXE MIME HRBAE.



http://localhost:631/help/options.html
http://packages.debian.org/sid/sharutils
http://qa.debian.org/popcon-graph.php?packages=sharutils
http://packages.qa.debian.org/s/sharutils.html
http://packages.debian.org/sid/mpack
http://qa.debian.org/popcon-graph.php?packages=mpack
http://packages.qa.debian.org/m/mpack.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/tnef
http://qa.debian.org/popcon-graph.php?packages=tnef
http://packages.qa.debian.org/t/tnef.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/uudeview
http://qa.debian.org/popcon-graph.php?packages=uudeview
http://packages.qa.debian.org/u/uudeview.html
https://zh.wikipedia.org/wiki/Uuencoding
https://zh.wikipedia.org/wiki/Xxencode
https://zh.wikipedia.org/wiki/Base64
https://zh.wikipedia.org/wiki/Quoted-printable
https://zh.wikipedia.org/wiki/BinHex
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc2822
https://zh.wikipedia.org/wiki/Base64
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11.6 BRI E

MTFRRTERAIESGR, HENEENTAS,

R
£ aptitude(8) (&EZE 2.2.6 T7) PFHEMNRAR ~Gworks-with: :image” REHEZSMEKITE,

BAR gimp(1) IHEMNERREEFRIEEEAN, B imagemagick(l) XHMNHLTTEEAMNEEMLAIERER
B = RABE A,

SRR _E RIS EAEN B ER R PT S IREEMSR SR TU(EXIF), iXMIETVEAE JPEG BIRSXHE TN LRI — LT BIRIRE,
EEEBRFEMBEA. HEFENIZENES.

The Lempel-Ziv-Welch (LZW) ZIFIBEBENEEITHA T, EA LZW E4H 0 BREREEI (GIF) TEIE]
BA7E Debian R FBEHERT.

R’
R B R BIE R R BEN ST AR T BAZE Linux LilBid USB 751N R TIE, BN EBIEHEIX
HREZTNFEER FAT XERE, 5% 10.1.7 7,

11.7 AEMEMIEERTE

XEFZ Hit AT RIELRIN TR, 7 aptitude(8) (BE5F 2.26 T ) BAIEMNRIAIN"~Guse: :converting”” kK
EHNTRIREE,

{REENSEIT N T A5 < M RPM A8 AY B IR BY AR,

$ rpm2cpio file.src.rpm | cpio --extract



https://zh.wikipedia.org/wiki/Exchangeable_image_file_format
https://zh.wikipedia.org/wiki/JPEG
https://zh.wikipedia.org/wiki/Lempel-Ziv-Welch
https://zh.wikipedia.org/wiki/Graphics_Interchange_Format
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/File_Allocation_Table
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eSO ATE NS5 1ER
gimp V:86, 1:491 | 17769 | B (i) | GNU B EERERF
imagemagick V49, 1:552 | 207 B (fIE) | EERERER
graphicsmagick | V:6,1:17 5158 | Bz (ilE) | B&RIEERF (imagemagick JRZE HKE)
L e 7 SANE FET GTK+ HaiimEZ R m GRS,
: : =2 e
xsane V:20,1:192 | 909 B (hIE ) R EEET)
netpbm V:28,1:554 | 4302 | B (uE) | BFRENERIE
. . o . S Windows FSFIAIRFEL R PNG 183X, HE
icoutils V:12,1:148 192 png « ico(bitma PNG F&ZUE51L 0 SIERE R (favicon.ico)
scribus V:5, 1:28 19090 | PPAISVE! | ibus DTP ttg s
libreoffice-drav y.5) 1469 | 9896 ;g’ (X | LibreOffice DAEH-2E
=2
inkscape V:153, 1:336 | 77572 *g/ (X | sve (ARHBEBER) HES
dia V:20,1:39 | 3916 ;g’ (X | mzmEs (oo
- " . ﬁg ( % [A2] '/, 7‘: = - £ 7|'RIE
xfig V:10, I:18 1792 | g ) EERRE T, XREANEREGEIHE
. . ps/pdf — image(FostScript 7 PDF X421 7] JmiE Kk E I H5E R
pstoedit V:6, 1:196 984 2) 22 (SVG)
libwmf-bin Vi1, 1341 | 104 g)“dowy mage( dows T (% R EFIE) IR TA
fig2sxd V20, 1:0 149 fjif)* AR | gy XFig ST H OpenOffice.org 42 EF&T
unpaper V2, .17 453 image — image] [5%CIE OCR AEIIH T HE
tesseract-ocr V-5, I:31 1044 | image-text | =T BRIl OCR 3|ZM%%E OCR E
tesseract-ocr-erg, . OCR 3ZEIE: AT EX AR tesseract-ocr 185
:32 4032 image — text Sy
gocr Vi1, 1:20 477 image - text | 5% OCR
ocrad Vi1, 1.6 299 image . text | 2% OCR &
eog V:90,1:307 | 11254 | Ef& (Exif) | Eye of GNOME BN LT
gthumb V:13, 1:24 3364 | B (Exif) | EI&Iaes ( GNOME )
geeqie V:13,1:23 1990 | Ef& (Exif) | ETF GTK+ FEIBNEES
shotwell V:19,1:205 | 6635 | EIf& (Exif) | ISR E1E2E (GNOME )
gtkam V:0, I:6 1154 | BElf&® (Exif) | ABRBEENFRES BIERIN A (GTK+)
gphoto2 V:1, I:13 961 ElfR (Exif) | gphoto2 RERHZ 117‘3‘18’3% EREENNIE
gwenview Vv:32,1:104 | 11261 | B (Exif)y | EIRMI%E (KDE)
kamera [:104 748 Elf& (Exify | KDE ERVZFEFEEHENBNERG
digikam V:3,1:16 3639 | Elf& (Exify | T KDE KA ENRFEREENA
exiv2 V:4,1:60 239 Elf& (Exify | EXIF/IPTC JTRIERIETH
exiftran V:2,1:25 71 El%& (Exif) R ERS EEAENLAT jpeg BIBRIRT
jhead Vi1, 112 105 | EMK (Exif) ;%I.Effﬂ JPEG CfF (BBRALEFR) B Exif Y
exif V1, 12 238 Bl (Exif)y | E/R JPEG XHHH EXIF EEMNGSTLE
exiftags V0, I:4 288 El®& (Exif) | AAEXRGAENIRT JPEG XF1ZEY Exif SR ISEH T E
exifprobe V0, I:3 490 Ef®& (Exif) | AEBEEFR PIZBCoRE
: 74y
deraw V2,123 | 384 g;*gﬁf“ RO R A M BB AR E
findimagedupes | V:0, I:1 79 image — ﬁngerpr}ﬁélﬁfﬁﬂlﬂ
ale V:0, 1.0 753 image — image| & FF[E ZANR REATEIEDE
imageindex V:0, 1.0 144 image(Exif) —~ hAEIFZ R ETEFRES HTML ElE
outguess V0, I:2 216 jpeg,png 1B FIRY Steganographic TH
librecad V:10, 1:18 7929 | DXF CAD BiE%miE2: (KDE)
blend, TIFF, o —
. . y ) - f o oo
blender Vi4, 1:34 106780 VRML, -+ FTohEry 3D fmigas
mm3d V:0, 1:0 4047 gff‘?’_ _Obj’ ETF OpenGL ] 3D 1&R 474528
open-font-desigr -I%)olklt 10 {tf, ps, -+ AT ARG E
fontforge V.0, 1.9 91 ttf, ps, - FF PS, TrueType #0 OpenType R 1A JmE 25
= £ VB3 =15 Wily
xgridfit V-0, 1:0 876 f FT TrueType F&R) WMIBHISFINFERRZA B

3k



http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/graphicsmagick
http://qa.debian.org/popcon-graph.php?packages=graphicsmagick
http://packages.qa.debian.org/g/graphicsmagick.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/netpbm
http://qa.debian.org/popcon-graph.php?packages=netpbm
http://packages.qa.debian.org/n/netpbm.html
http://packages.debian.org/sid/icoutils
http://qa.debian.org/popcon-graph.php?packages=icoutils
http://packages.qa.debian.org/i/icoutils.html
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/Favicon
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
http://packages.qa.debian.org/s/scribus.html
https://zh.wikipedia.org/wiki/Scribus
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
http://packages.qa.debian.org/i/inkscape.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
http://packages.qa.debian.org/d/dia.html
http://packages.debian.org/sid/xfig
http://qa.debian.org/popcon-graph.php?packages=xfig
http://packages.qa.debian.org/x/xfig.html
http://packages.debian.org/sid/pstoedit
http://qa.debian.org/popcon-graph.php?packages=pstoedit
http://packages.qa.debian.org/p/pstoedit.html
http://packages.debian.org/sid/libwmf-bin
http://qa.debian.org/popcon-graph.php?packages=libwmf-bin
http://packages.qa.debian.org/libw/libwmf-bin.html
http://packages.debian.org/sid/fig2sxd
http://qa.debian.org/popcon-graph.php?packages=fig2sxd
http://packages.qa.debian.org/f/fig2sxd.html
http://packages.debian.org/sid/unpaper
http://qa.debian.org/popcon-graph.php?packages=unpaper
http://packages.qa.debian.org/u/unpaper.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr
http://packages.qa.debian.org/t/tesseract-ocr.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr-eng
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr-eng
http://packages.qa.debian.org/t/tesseract-ocr-eng.html
http://packages.debian.org/sid/gocr
http://qa.debian.org/popcon-graph.php?packages=gocr
http://packages.qa.debian.org/g/gocr.html
http://packages.debian.org/sid/ocrad
http://qa.debian.org/popcon-graph.php?packages=ocrad
http://packages.qa.debian.org/o/ocrad.html
http://packages.debian.org/sid/eog
http://qa.debian.org/popcon-graph.php?packages=eog
http://packages.qa.debian.org/e/eog.html
http://packages.debian.org/sid/gthumb
http://qa.debian.org/popcon-graph.php?packages=gthumb
http://packages.qa.debian.org/g/gthumb.html
http://packages.debian.org/sid/geeqie
http://qa.debian.org/popcon-graph.php?packages=geeqie
http://packages.qa.debian.org/g/geeqie.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/gtkam
http://qa.debian.org/popcon-graph.php?packages=gtkam
http://packages.qa.debian.org/g/gtkam.html
http://packages.debian.org/sid/gphoto2
http://qa.debian.org/popcon-graph.php?packages=gphoto2
http://packages.qa.debian.org/g/gphoto2.html
http://packages.debian.org/sid/gwenview
http://qa.debian.org/popcon-graph.php?packages=gwenview
http://packages.qa.debian.org/g/gwenview.html
http://packages.debian.org/sid/kamera
http://qa.debian.org/popcon-graph.php?packages=kamera
http://packages.qa.debian.org/k/kamera.html
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon-graph.php?packages=digikam
http://packages.qa.debian.org/d/digikam.html
http://packages.debian.org/sid/exiv2
http://qa.debian.org/popcon-graph.php?packages=exiv2
http://packages.qa.debian.org/e/exiv2.html
http://packages.debian.org/sid/exiftran
http://qa.debian.org/popcon-graph.php?packages=exiftran
http://packages.qa.debian.org/e/exiftran.html
http://packages.debian.org/sid/jhead
http://qa.debian.org/popcon-graph.php?packages=jhead
http://packages.qa.debian.org/j/jhead.html
http://packages.debian.org/sid/exif
http://qa.debian.org/popcon-graph.php?packages=exif
http://packages.qa.debian.org/e/exif.html
http://packages.debian.org/sid/exiftags
http://qa.debian.org/popcon-graph.php?packages=exiftags
http://packages.qa.debian.org/e/exiftags.html
http://packages.debian.org/sid/exifprobe
http://qa.debian.org/popcon-graph.php?packages=exifprobe
http://packages.qa.debian.org/e/exifprobe.html
http://packages.debian.org/sid/dcraw
http://qa.debian.org/popcon-graph.php?packages=dcraw
http://packages.qa.debian.org/d/dcraw.html
http://packages.debian.org/sid/findimagedupes
http://qa.debian.org/popcon-graph.php?packages=findimagedupes
http://packages.qa.debian.org/f/findimagedupes.html
http://packages.debian.org/sid/ale
http://qa.debian.org/popcon-graph.php?packages=ale
http://packages.qa.debian.org/a/ale.html
http://packages.debian.org/sid/imageindex
http://qa.debian.org/popcon-graph.php?packages=imageindex
http://packages.qa.debian.org/i/imageindex.html
http://packages.debian.org/sid/outguess
http://qa.debian.org/popcon-graph.php?packages=outguess
http://packages.qa.debian.org/o/outguess.html
https://zh.wikipedia.org/wiki/Steganography
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon-graph.php?packages=librecad
http://packages.qa.debian.org/libr/librecad.html
http://packages.debian.org/sid/blender
http://qa.debian.org/popcon-graph.php?packages=blender
http://packages.qa.debian.org/b/blender.html
http://packages.debian.org/sid/mm3d
http://qa.debian.org/popcon-graph.php?packages=mm3d
http://packages.qa.debian.org/m/mm3d.html
http://packages.debian.org/sid/open-font-design-toolkit
http://qa.debian.org/popcon-graph.php?packages=open-font-design-toolkit
http://packages.qa.debian.org/o/open-font-design-toolkit.html
http://packages.debian.org/sid/fontforge
http://qa.debian.org/popcon-graph.php?packages=fontforge
http://packages.qa.debian.org/f/fontforge.html
http://packages.debian.org/sid/xgridfit
http://qa.debian.org/popcon-graph.php?packages=xgridfit
http://packages.qa.debian.org/x/xgridfit.html
https://zh.wikipedia.org/wiki/Hinting
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RG] ATE X | XEiE 1B
alien V:3, I:51 166 rpm/tgz —deb | FEANKEVIRGFEL4EHR 7 Debian &

D) ) N /=1 — R
freepwing V-0, 1:0 421 | EB-EPWING iﬁﬁgﬁlgfgﬁg% )zﬁki B JIS X 4081
calibre V7, 1:40 51519 | any-EPUB | B PEBRBNESE

Table 11.18: NEIFEMHEXIRTEIIR



http://packages.debian.org/sid/alien
http://qa.debian.org/popcon-graph.php?packages=alien
http://packages.qa.debian.org/a/alien.html
http://packages.debian.org/sid/freepwing
http://qa.debian.org/popcon-graph.php?packages=freepwing
http://packages.qa.debian.org/f/freepwing.html
https://ja.wikipedia.org/wiki/JIS_X_4081
https://ja.wikipedia.org/wiki/EPWING
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
http://packages.qa.debian.org/c/calibre.html
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Chapter 12

Jmiz

XEFLAH —L Debian RAEPIER, BIFIREMALITERRNE, TEARESXENREEN S ZIT N
X,

RG] ITE NI

autoconf V:34, 1:264 1868 M autoconf-doc BIEHE) “info autoconf”
automake V:33,1:260 1710 FH automakel.10-doc BIRfERY “info automake”

bash V:835,1:999 | 5776 | Hi bash-doc BEH#A) “info bash”

bison Vi1, [112 2061 M bison-doc BIEHER “info bison”

cpp V:386, .794 | 42 H cpp-doc B&MHER “"info cpp”

ddd V:0, I:12 3929 | H ddd-doc BE#E “info ddd”

exuberant-ctags V:7,1:43 333 exuberant-ctags(1)

flex V:10, 1:100 1220 | B flex-doc B1RHAEY “info flex”

gawk V:420,1:520 | 2196 | H gawk-doc BIIEHAEY “info gawk”

gcc V:151,1:606 | 45 H gcc-doc BIRERY "info gcc”

gdb V:17,1:131 7928 | H gdb-doc BEER “info gdb”

gettext V:50, 1:358 6502 | H gettext-doc BIIEEE) “info gettext”

gfortran V7, 1:67 16 i gfortran-doc B “info gfortran” (Fortran 95)
fpc L4 120 fpc(1) F1E fp-docs BIEMER himl 3XFH (Pascal )

glade Vi1, 1:9 2306 | 1814 UI Builder IR RIS

1ibc6 V:948, 999 | 11401 ﬁifcg’;’libc-doc # glibc-doc-reference IRERM “info
make V:153,1:614 | 1292 | i&d make-doc BRRMER “info make”

xutils-dev V:1,1:15 1466 | imake(1), xmkmf(1) &,

mawk V:339,1:997 | 183 mawk(1)

verl V591, 1:993 | 568 l;\elﬂ(l) & perl-doc # per1-doc-html A html X
python V:622,1:.987 | 68 python(1) A& python-doc BIEER html 15

tcl V:29, 1:440 21 tcl(3) CAF@T tcl-doc BIRENFEFAMFMIIE

tk V:31, 1:429 21 tk(3) CAREIT tk-doc BIIRENFEFAMFMIIE

ruby V:166,1:344 | 37 ruby(1) AFGEE ri BRENRKERNSZEFH

vim V:118,1:400 | 2668 | @14 vim-doc BLIEHAUESEN (F1) &

susv2 I:0 16 BT “BE— UNIX A58 (hRZAS 2) 7 3REX (R1BXHE)

susv3 1.0 16 i “BE— UNIX FI58 (ARZA3) 7 FRBX (Z=iBX1S )

Table 12.1: ESBN4RIZEMRGEFE

%% manpages #l manpages-dev 825, TIETEIT “man B EEFMAPNSEREFR, TETGNU L
BMEXXEEZE, BJEBEIE!T “info BFEM EESEXH. KL GFDL tHXMIXIE S DFSG HART,



http://packages.debian.org/sid/autoconf
http://qa.debian.org/popcon-graph.php?packages=autoconf
http://packages.qa.debian.org/a/autoconf.html
http://packages.debian.org/sid/automake
http://qa.debian.org/popcon-graph.php?packages=automake
http://packages.qa.debian.org/a/automake.html
http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
http://packages.qa.debian.org/b/bash.html
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
http://packages.qa.debian.org/b/bison.html
http://packages.debian.org/sid/cpp
http://qa.debian.org/popcon-graph.php?packages=cpp
http://packages.qa.debian.org/c/cpp.html
http://packages.debian.org/sid/ddd
http://qa.debian.org/popcon-graph.php?packages=ddd
http://packages.qa.debian.org/d/ddd.html
http://packages.debian.org/sid/exuberant-ctags
http://qa.debian.org/popcon-graph.php?packages=exuberant-ctags
http://packages.qa.debian.org/e/exuberant-ctags.html
http://packages.debian.org/sid/flex
http://qa.debian.org/popcon-graph.php?packages=flex
http://packages.qa.debian.org/f/flex.html
http://packages.debian.org/sid/gawk
http://qa.debian.org/popcon-graph.php?packages=gawk
http://packages.qa.debian.org/g/gawk.html
http://packages.debian.org/sid/gcc
http://qa.debian.org/popcon-graph.php?packages=gcc
http://packages.qa.debian.org/g/gcc.html
http://packages.debian.org/sid/gdb
http://qa.debian.org/popcon-graph.php?packages=gdb
http://packages.qa.debian.org/g/gdb.html
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
http://packages.qa.debian.org/g/gettext.html
http://packages.debian.org/sid/gfortran
http://qa.debian.org/popcon-graph.php?packages=gfortran
http://packages.qa.debian.org/g/gfortran.html
http://packages.debian.org/sid/fpc
http://qa.debian.org/popcon-graph.php?packages=fpc
http://packages.qa.debian.org/f/fpc.html
http://packages.debian.org/sid/glade
http://qa.debian.org/popcon-graph.php?packages=glade
http://packages.qa.debian.org/g/glade.html
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/make
http://qa.debian.org/popcon-graph.php?packages=make
http://packages.qa.debian.org/m/make.html
http://packages.debian.org/sid/xutils-dev
http://qa.debian.org/popcon-graph.php?packages=xutils-dev
http://packages.qa.debian.org/x/xutils-dev.html
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon-graph.php?packages=mawk
http://packages.qa.debian.org/m/mawk.html
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/python
http://qa.debian.org/popcon-graph.php?packages=python
http://packages.qa.debian.org/p/python.html
http://packages.debian.org/sid/tcl
http://qa.debian.org/popcon-graph.php?packages=tcl
http://packages.qa.debian.org/t/tcl.html
http://packages.debian.org/sid/tk
http://qa.debian.org/popcon-graph.php?packages=tk
http://packages.qa.debian.org/t/tk.html
http://packages.debian.org/sid/ruby
http://qa.debian.org/popcon-graph.php?packages=ruby
http://packages.qa.debian.org/r/ruby.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/susv2
http://qa.debian.org/popcon-graph.php?packages=susv2
http://packages.qa.debian.org/s/susv2.html
http://www.unix.org/version2/
http://packages.debian.org/sid/susv3
http://qa.debian.org/popcon-graph.php?packages=susv3
http://packages.qa.debian.org/s/susv3.html
http://www.unix.org/version3/
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FrLAReIBERETE main EEFREE contrib # non-free ABE FHHALREEL .

joed==]

AERA “test” FATTHITHMIAXMGREF, EX shell FREE “test” &<,

VAV
@ RETUIB MR BBRIFBEINEF EREME “/usr/local” =% “/opt” BR, B JUBESRA%IEF
BE,

R’
“Breh: 99 HRMEE" RYEDRGIFI AAIRIR SRR S FIESHITEA,

12.1 Shell iz

Shell A 228 FEAZRRISTHMITHINX A 4,
#!/bin/sh

AN
...... merT

FB—1TIRER TIZENAH A TIX /N STAFRY shell fEFEES.

%18 shell AN BT NERSCIERE UNIX RARMA TEN, XEHE—LE shell HIFMIRR. BE “Shell
i®” ( http://www.greenend.org.uk/rjk/2001/04/shell.html ), BJLAMEEIRPZES],

A& shell REARI (BUE 1.5 THE 1.6 1), shell HAZINEERASH. FHNBEISE,

12.1.1 POSIX shell &4

RGP B I AER ] LAEITFE POSIX shell (B8R 1.13) KH1T. RAEBIZRIA shell  “/bin/sh”, EEEASL
B shell ¥2FF9%%%,

« ¥ lenny SAEEBMRGKIE, ER bash(1)
« ¥f squeeze SKEFHHIR LKL, ER dash(l)

B % 4% 5 BB bashisms ( bash {£ ) 3(Z& zshisms ( zsh £ ) 1B%HY shell FIA, FHERMIZATEFTH POSIX shell Z B EHR]
BiEtE, {ReILA{EA checkbashisms(1) W E# T E,

FH9: POSIX MZE % AT : bashism

if [ "$foo” = "$bar” ] ; then .. | if [ ”"$foo” == "$bar” ] ; then ..
diff -u file.c.orig file.c diff -u file.c{.orig,}

mkdir /foobar /foobaz mkdir /foo{bar,baz}

funcname() { ..} function funcname() { ..}
J\EHFE: "\377” T7OERIEI: "\xFf”

Table 12.2: BAAY bashism 1E;%FIFR

£/ echo” G LMIHERFZIEUT/LANAE, ERRIEAE shell FIMPaGRLHINE, ERKIMBBEER,



http://www.99-bottles-of-beer.net/
https://zh.wikipedia.org/wiki/Shell_script
http://www.greenend.org.uk/rjk/2001/04/shell.html
https://zh.wikipedia.org/wiki/POSIX
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- BREMAR “-n” DOAMIERGRSITIEDL
- BRAFHEPEREXFI, ENIRIE shel RNE, TEENERBR—1,

RE “-n” BMARE POSIX &%, BEBHZESR,

"R
MRMFREAMEFFEPRALNFI, Bprintf” &<E"echo” &<,

12.1.2 Shell 8%

F37AHY shell BEEZETE shell HIAEEBEAE,

shell 2% &

$0 shell 3§ shell FIAFI&F5

$1 FE— shell &8

$9 % 9 /N shell B

$# NESHHR=E

T "$1 $2 $3 $4 ..

II$@II II$1II II$2" II$3II II$4II N
$? RIE— XS LR HIREH
$$ XA shell FIZE] PID

$! RIEAIEIE&ES PID

Table 12.3: shell S#471F&

M RRRBEICICHNETNSHRE.

SRT|EAED

MR var TECIREIHRLER

MR var TERBRIREBLER

${var:-string} ”$var” ’string”

${var:+string} ”’string” “null”

${var:=string} “$var” ”string” (FFz{T”var=string”)
${var:?string} “$var” 7E stderr FE/R’string” (HERHE)

Table 12.4: shell SR IR

PA X LR AR 7 SERR EER R RT iR,

- B0 FFMAR var ERFERIES
« BB EF MR var EREREFERN, FILAZ

12.1.3 Shell £4iEF]

B LHIRE BHIRE, XA FFEDER.

« BXIN: 0 ("True”)
« 5L0g: 3E 0 ("False”)
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SRERER #ZE5

${var%suffix} WFRGITF var ZEERY suffix &/NILECIRTV
${var%%suffix} BFRGITF var ZEERT suffix R ALECIERV
${var#prefix} RGBT var FF3LET prefix B/\ILECFR LG
${var##prefix} MBR AL T var FF3KAY prefix Bz KILECARTC

Table 12.5: EERY shell SRR

=1
0" 7£ shell RFBTPHIBEB R "True”, RAM'0” £ C FHIBAIFHIS X o False”,

IR
"[7 IR test RS RFMNEY, EWEE"]” ZEBSHRIFH—MFREREL.

MTFIREREICICHEL FHEE,

e ”<command> && <if_success_run_this_command_too> || true”
« ”’<command> || <if_not_success_run_this_command_too> || true”

« MTFARRZITHARER

if [ <conditional_expression> ]; then
<if_success_run_this_command>

else
<if_not_success_run_this_command>

fi

—\\
di
el

XERERN “|| true” BRFEEM, EFIMMRIEXA shell MAERNMERT “-e” EIMMBFIARNAREZ
HMBIR .

E3%Ea" IROZEEFRENFEG

-e <file> <file> 777E

-d <file> <file> FEHHEHE—TBEX

-f <file> <file> FEHEER— T EEXHF

-w <file> <file> FEHHEHS

-x <file> <file> FEFEFTHRIT

<filel> -nt <file2> <filel> BREE <file2> Hr

<filel> -ot <file2> <file1> EAREE <file2> |H

<filel> -ef <file2> <file1> 0 <file2> I FHEEIAIR & £ H 5 1EEHRY inode ZRe

Table 12.6: TESRMFFRIAT R TSIMFEE SR
EABRMLRERGERIARFT R -eq”, 7-ne”, ”-1t”, »-le”, -gt” F1”-ge”,
12.1.4 shell {EIF

XEBH#Me]ATF POSIX shell HIEIFZ,

« ”for x in fool foo2 ..; do command ; done”,iZfEH&%fool foo2 .”EFLTE"x” HMIT command”,
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TIAR REZEEFRERG

-z <str> <str> I RERE

-n <str> <str> IREARAE

<stri> = <str2> <str1> Fl <str2> fHEE

<stri> I= <str2> <str1> F <str2> NHZF

<stri> < <str2> <str1> HEPITE <str2> Z Rl ( BURTE=S IhiR )
<stri> > <str2> <strl> HEBITE <su2> ZJg (BURFES IR )

Table 12.7: FEFRFRIANPHITFIFRLLE

- "while condition ; do command ; done”, ¥”condition” hER, 2FEH 1T ’command”,
« »until condition ; do command ; done”, ¥”condition” JfEAEt, SEEM T command”,
« ”break” B] A FARIR H fEIR.

- “continue” FILAFREHFH LA T —IRIER,

hj_'
SPHBUEENFTBAA seq(l) SKBIR4&ER"fool foo2 ...7%

BR
S0 939 T,

12.1.5 shell GF<{THRIEGF

shell REILA T RN RAEIE — NI,

+ shell iZBX—1T,

- MRZATEEE"." 2 ..
AIF—/MEMEIT) .

", shell WHZITR B HITHEIESR —MFIR (one token ) (1FE:

« shell @I FAHNFITHHEEE D 7R #71i7 (tokens ),
- EAFMF: < =HE > <tab> < BRITHF >

- JTFM: <>|;&()
o shell RAEBEEF—NAALTF ".." 8k ' ... " BY token FRY REFRIFEENIT A,

- fREB¥F: if then elif else fi for in while unless do done case esac
o shell BAARMIF 7.." 3% 7. .. " HH 518,
o shell BAARMIF 7.." 3% ... R IERLE.

-7~ - HEIAPHNRBER

- ”~<user>” o <user>MzxRBEF
" ) TERARENE.
- TE: "$PARAMETER” B{”${PARAMETER}”

o shell RBAARNGITF /... Iy 558k,

+ shell EARIT ' .

one token 2#§ shell 13



https://zh.wikipedia.org/wiki/C语言
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- »$( command )” - “command” 4§
-7 command ” - ”command” f%H

* shell  FARLITF ".." 8% " ... " FHY glob BIZR A A LECRIXHEHR,

- * o EFF
-? - —NFF

- [.] - FEEGF . REFR

« shell ARFULAEER sG5SFH AT,

- BRENX
- REm<

- “$PATH” AREYETIITSC
« shell IfE T —1T, FIREXMIAFE M KB RHITLIE,

W5 SRR SRR

BURE,

7E shell T “set -x" fEMA “-x" EISEDN shell FJBALL shell BRHFABERITHG L, EIWIFARIZRZIEES

(Ed:DR

12.1.6 T shell FIANBIEF

7T fELREY shell F2/F1E Debian 24t ERPIgEM BB BIEN, MNZIER LENRAEMEHRINNAERF.

- ”aptitude search ~E”, 7t HENREE,
- ”dpkg -L <package_name> |grep ’/man/man.*/’”, %t <package_name> (R4 EETIRHHY man FHf,

LR MITE K/ | iHBEH
coreutils V:892,1:999 | 15016 | GNU #%OL T H
debianutils V:946,1:999 | 214 FHT Debian I&FHTE
bsdmainutils V:870, 1:998 | 587 KB FreeBSD E 2T EES
bsdutils V:866, :999 | 256 SE8 4.4BSD-Lite WEM T E
moreutils V4, 1:23 205 ENINEY Unix TH

Table 12.8: B & HTF shell BIA#Y /BN FFE R R0R 4B
N

RE moreutils AJEEARTEFE Debian 24, (BEERME T —LHBW/NEF, RIESFEEN—E sponge(8), 1R

MEERRXMER, ESIEETFH,

12.1.7 shell FIAIHEE

—NEIERH] shell BFRIAFRER, echo fl read GLMREMR AR, RA]MEAMNIEREFSFREARGH.



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/debianutils
http://qa.debian.org/popcon-graph.php?packages=debianutils
http://packages.qa.debian.org/d/debianutils.html
http://packages.debian.org/sid/bsdmainutils
http://qa.debian.org/popcon-graph.php?packages=bsdmainutils
http://packages.qa.debian.org/b/bsdmainutils.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/moreutils
http://qa.debian.org/popcon-graph.php?packages=moreutils
http://packages.qa.debian.org/m/moreutils.html
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RG] AT K/ [ HBE
x11-utils V:240, 1:633 | 631 xmessage(1): E—AEAPER—FBEEED (X)
whiptail V:414,1:996 | 74 X shell IR ERAFRFRIXTIERE (newt )
dialog V:18, 1:132 1118 X shell lIARE REFPRIFRIXNIERE (ncurses )
zenity V:93, 1:403 369 MK shell FIARR EREFITIERE (gtk2.0)

=Z Il - - T ‘ - j-_‘
ssft V-0, 1:0 75 ;g)ell B ZRBiim L& (zenity, kdialog, and 58 gettext BY dialog £
gettext V:50, 1:358 6502 “/usr/bin/gettext.sh”: FREEERE

Table 12.9: AR R EEFIIR

12.1.8 zenity 9 shell BiIZ&Z ]

TER—NEHEMEA, & dvdisaster(1) BIE T HH RS02 #MFEEIEY 1SO BR&,
#!/bin/sh -e

# gmkrs@2 : Copyright (C) 2007 Osamu Aoki <osamu@debian.org>, Public Domain

#set -x
error_exit()
{
echo "$1"” >&2
exit 1
}
# Initialize variables
DATA_ISO="$HOME/Desktop/iso-$$.img”
LABEL=%$(date +%Y%m%d -%H%M%S -%Z )
if [ $# '1= 0 ] & [ -d ”"$1” ]; then
DATA_SRC="$1"
else
# Select directory for creating ISO image from folder on desktop
DATA_SRC=$(zenity --file-selection --directory \
--title="Select the directory tree root to create ISO image”) \
| | error_exit ”"Exit on directory selection”
fi
# Check size of archive
xterm -T “Check size $DATA_SRC” -e du -s $DATA_SRC/*
SIZE=$(($(du -s $DATA_SRC | awk ’{print $1}’)/1024))
if [ $SIZE -le 520 ] ; then
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="The data size is good for CD backup:\\n $SIZE MB”
elif [ $SIZE -le 3500 ]; then
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="The data size is good for DVD backup :\\n $SIZE MB”
else
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="The data size is too big to backup : $SIZE MB”
error_exit ”"The data size is too big to backup :\\n $SIZE MB”
fi
# only xterm is sure to have working -e option
# Create raw ISO image
rm -f "$DATA_ISO” || true
xterm -T ”"genisoimage $DATA_ISO” \
-e genisoimage -r -J -V ”"$LABEL” -0 "$DATA_IS0” "$DATA_SRC”
# Create RS02 supplemental redundancy
xterm -T “dvdisaster $DATA_ISO” -e dvdisaster -i "$DATA_ISO0” -mRS02 -c
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="IS0/RS02 data ($SIZE MB) \\n created at: $DATA_ISO”
# EOF

Rl B EREEIR—NRENRR, HPMN&HSIRENEM “/usr/local/bin/gmkrse2 %d” HIFZT,



http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
http://packages.qa.debian.org/x/x11-utils.html
http://packages.debian.org/sid/whiptail
http://qa.debian.org/popcon-graph.php?packages=whiptail
http://packages.qa.debian.org/w/whiptail.html
http://packages.debian.org/sid/dialog
http://qa.debian.org/popcon-graph.php?packages=dialog
http://packages.qa.debian.org/d/dialog.html
http://packages.debian.org/sid/zenity
http://qa.debian.org/popcon-graph.php?packages=zenity
http://packages.qa.debian.org/z/zenity.html
http://packages.debian.org/sid/ssft
http://qa.debian.org/popcon-graph.php?packages=ssft
http://packages.qa.debian.org/s/ssft.html
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
http://packages.qa.debian.org/g/gettext.html
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12.2 make

Make @ —MEPFIEFEMNTE, —BEHIT make(1), make KIZEVINX 4 Makefile, BM ERBRXHRIENG,
MREMEHRRIER G LETRE, BLAMSEHREGRX MY, NEBIRXERTFE, PLAXEXGEHTES
Eil:hp-3 N

AN S AB9IBE W R R R,

Bir: [BXXME ...]

[TAB] &%1

[TAB] -m$2 # ZIRHEIR

[TAB] @@<3 # HILEIR

XEMI’[TAB]” 28— TAB X8, B—1TEHITEEBIRLGE S shell iR, TITRER\” RULULHIA, E
F7$$” #iN”$” K3%15 shell BIAFHIF BT E(E,

BirERAE R G el BLB I RN MLE H, Fign, W RFiR,

%.0: %.c header.h

2B, BREaT % FF (RRENPHINE—1), "% FAEBLELRBERXXEHERE -1 EZENTFH,
BREREIFER%" RRAEIREHRS BRI EIRRH,

ElES B

$@ SRIER

$< ERRES S

$? PTRRHEIMER XA

$A PTEMERXHF

$* BiRRH, §* IBRIEHR%" LECHIERSY

Table 12.10: BZiL 25T

TETRE 1A

fool := bar —RETRE
foo2 = bar B E
foo3 += bar EH0

Table 12.11: TEY EMITIR

iz{7’make -p -f/dev/null” L REBRIBENLEIFN,

123 C

fRE] LB RO AAIREE SRIMERRIFER C RIZIESHEIERF.

# apt-get install glibc-doc manpages-dev libc6-dev gcc build-essential

libc6-dev 3R+, BDGNUC &, RMT CHERE, EBAT C wIZESFERRSSUFTIESIE,
SEERUT.

- “info libc” (CERBESE)

« gce(1) 1 “info gec”

* each_C_library_function_name(3)

« Kernighan & Ritchie, “C f2FFi&iH1ES", % ZhR ( Prentice Hall )



https://zh.wikipedia.org/wiki/Make_(software)
https://zh.wikipedia.org/wiki/C语言
https://zh.wikipedia.org/wiki/C_standard_library
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12.3.1 HHEA CFER (gee)

— N EIEHIFF “example.c” FILAEEMITARF “libm” E—EHIFHTHITIZEF “run_example”,

$ cat > example.c << EOF
#include <stdio.h>
#include <math.h>
#include <string.h>

int main(int argc, char **argv, char **envp){
double x;
char y[11];
x=sqrt(argc+7.5);
strncpy(y, argv[0], 10); /* prevent buffer overflow */
y[10] = '\0’; /* fill to make sure string ends with ’'\@’ */
printf(”%5i, %5.3f, %10s, %10s\n”, argc, x, y, argv[1]);
return 0O,

X
EOF

$ gcc -Wall -g -o run_example example.c -1m
$ ./run_example
1, 2.915, ./run_exam, (null)
$ ./run_example 1234567890qwerty
2, 3.082, ./run_exam, 1234567890qwerty

A T{ER sqrt(3), WAER “-1m” §51EREA 1ibc6 3MEEMIE “/usr/1ib/1ibm. so”, SEFRIEXEAMITF “/1ib/”,
XHRJ “libm.so.6”, ERIEME “libm-2.7.s0” HI—PikE,
BE-THEXANRE—E., BMERET “%10s”, EMRIABEHET 10 MER,

FEARENRRENIBHAFIRIERS, L0 sprintf(3) F strepy(3), BAERIVER, R HLEFEAHEEMSH L
ERYE L E)R, BER snprintf(3) 1 strncpy(3) RE R

12.4 it
il REFPREREEN—I. EEMEIRRTEFESIE R Debian ERENR, s MEEEXMNBRRS,

12.4.1 EAH) gdb FERAGHES
Debian LERIAHIBIREER gdb(1), ERELIFERFRITHRHBICSIZRE,
IEHA B I TR RIS SRR gdb REEXER.

# apt-get install gdb gdb-doc build-essential devscripts

gdb BISFRIERIEM”info gdb” IR BRI CAEMN LRV E 5%, SITFRA gdb() &~ BF” HH”-g” ERIF
ROBHER = £ RS R,

$ gdb program

(gdb) b 1 # EFE—ITIRERN SR
(gdb) run args # HEREITIER
(gdb) next # MITT—8
(gdb) step # BHEA

£56b) p parm # ¥TEN parm MIE
&cllt.ib) p parm=12 # B8RP 12

(gdb) quit



https://zh.wikipedia.org/wiki/Debugger
http://www.unknownroad.com/rtfm/gdbtut/gdbtoc.html
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RBR
¥Z gdb(l) SRS EBEEIRMES ., Tab 3 RIRTE shell —1#¥#&BRET1E,

12.4.2 ifix Debian {48

E A 7E Debian R4 LEIAFMBE LR ZHEIFZFERAEE, BRSHNIFAFTSELNEMIREBPRIRT,
F T 8EM gdb(1) AR Debian X4 €1, AN *-dbg REFEK *-dbgsym REBFEHWERE (PIUN 1ibce FELR
libc6-dbg, coreutils FEELI coreutils-dbgsym),

SR EGEIFIRMEAENE * -dbg REFE, ERMERIRGE —IE, EIEBIE Debian main BRE, WFHBVREGE,
HE(RwIER, BB~ 4E “-dbgsym R{EGE, BRLEFIR A BIG #RIHIT BIFE debian-debug ¥iRE. EZEEBES
[# Debian Wiki 3ZF .

MR—ANFBZRIFANRGEEERHME *-dbg REEEK *-dbgsym RHEE, REEZRU FARIINIRKIEHEN
FERKRE,

mkdir /path/new ; cd /path/new

sudo apt-get update

sudo apt-get dist-upgrade

sudo apt-get install fakeroot devscripts build-essential

apt-get source package_name

cd package_name*

sudo apt-get build-dep ./

BB BB P

&FIEL bug,

BRI AR ERIE 73 Debian lRARHR, GIINSEHRIFCSFENRGERATER +debugl” B4, WT
FTRRHmIFRKITHRG BIRAE= LN ~prel” B4,

$ dch -i

M TR IEFAZRE RN SR EL,

$ export DEB_BUILD_OPTIONS=nostrip,noopt
$ debuild

$cd ..

$ sudo debi package_name*.changes

MEERERA MBI BRI ZHBIFRHRER T CFLAGS=-g -Wall” i£IJ,

12.4.3 X151k

S RREEIIEF BRI, HReS bug BTR CHME S R REHIER,
9T AR TR BT AR S S 2,
. £ gdb(1) FIB1TIER,
- EMER,
- EEFFEHREER gdb #RH.
« £ gdb BARTFHA DL,

BEFELIRTE gdb MERITH, MRERKRMN, RATIET Ctrl-C RAIEFRFRENS gdb 2R,



http://debug.mirrors.debian.org/debian-debug
https://wiki.debian.org/DebianKernel
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hj_'

, RRBIMERINSE—1THXES1TE malloc()” H’g_malloc()”. HXMEMAIEHR, (RAPEXRREIEE
ﬁﬁﬁE’J KE—EEREEN—IMIRAERIZEMELTE SMALLOC_CHECK " BY{E A 2 (malloc(3)). fR=] LAET

TEMHTTLﬁmmWWE

$ MALLOC_CHECK_=2 gdb hello

1244 5% gdb &<

wd an S AR R
(gdb) thread apply all bt 5z IJ%*&H.-—J‘ E’Jﬁﬁﬁfﬁﬂimﬂi

(gdb) bt full

(gdb) thread apply all bt full

10

(gdb) set logging on

ﬁaj
(gdb) thread apply all bt full [ g4, AIH}EHE"HJEWW%R‘Q%D, .
1 gdb BT E S HATSTHE (FkEE gdb . txT)

Table 12.12: 5% gdb AL TR

12.45 Hil5 X BXHVER

WMR—/ GNOME 2% previewl IKEI T — X #BiR, BNIHEN—F FTAXHENES.
‘previewl’ REFHI X KRERAEIR.

MRBZMIENR, (RE] A HAEEITIZFRIRHEIN £ - -sync” 10, FBE"gdk_x_error” i

FHRmER,

12.4.6 IEREMREME

RN T AR (GER 1dd(1) SR¥X 2 RO BE AR I,

$ 1dd /bin/1s
librt.so.1 => /lib/librt.so.1 (0x4001e000)
libc.so.6 => /1lib/libc.s0.6 (0x40030000)
libpthread.so.0 => /lib/libpthread.so.0 (0x40153000)
/1ib/1d-1inux.s0.2 => /1lib/1d-1linux.so0.2 (0x40000000)

&7 1s(1) iBITTE chroot ed /1%, A LRIEEFE chroot ed B FIZ 7] BT,
=028 9.3.6 T,
12.4.7 AFHRESNTA

Debian B —LEr]AMAF RN T A,

12.4.8 FESNKELHTIEAE

T EEM lint BFRSKBE LA,

BAIRERBTRIR



https://zh.wikipedia.org/wiki/Lint_programming_tool
https://zh.wikipedia.org/wiki/List_of_tools_for_static_code_analysis
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eSS TE K/ [ HBE

1ibc6-dev V:286, 1:621 | 18102 | mtrace(1): iiF glibc AFEY malloc
valgrind V:7, 154 72218 | AR R iTes
electric-fence | V0,15 70 malloc(e) THIXER

Teaktracer V0, 1.2 56 C++ EFATEHERRES
Iibdmalloc5 V:0, I:3 360 AFENEERR

Table 12.13: AfE RSN TERFIZR

REe RITE X/ ] HER

splint V0, I:4 2239 | B2SKRECTEFbugITE

flawfinder V:0, 1.0 175 @8 C/C++ RERBMERZ 2R ENTE
perl V:591, 1:993 | 568 B NS ar AR BEMERERESS . B:Lint(3perl)
pylint V:6, I:17 2648 | Python RIBFRSIEERS

weblint-perl V0, 1:2 35 T HTML B/NISRiEER B R

IinkIint V0, I'1 343 BRPINIGEIF TEREERNE RS
IibxmI2-utils V21, 1:304 | 169 A xmllint(1) RKEE XML X

Table 12.14: BFSAB AT TEMTIR

12.4.9 KL #EFIFEF

{REICAfE A FERIA B objdump(1) R 4miE Z#HI(CED,
$ objdump -m i386 -b binary -D /usr/lib/grub/x86_64-pc/stagel

xR
gdb(1) FTLARAXRR B X RIL RS,

12.5 Flex ——{NEIFHY Lex

Flex @8 E Lex FIHIRIBZ D ITIZF LS,
BJUAER “info flex” &E flex(1) HIEIE,

REERHEMECH main()” f yywrap()”. BN, (R flex 2/, BRERGXHER, FIENMEBARTE, X
—RERyywrap” 8—1M%, "%option main” BatEITH T7%option noyywrap”.

%option main
%%

.|\n ECHO ;
%%

AIN—MTFE, EMRI cc) BS1TERE, ReIUERRIFHEHEIEN, 7-1f17, (REM”-11 # AT&T-Lex ). 7EIX
MERT, REE"%option”.

12.6 Bison ——NEiFH Yacc

£ Debian B, B/LMNREEIRM YaccTRARIRIBEMER LR #2447 3% LALR BEATRIAE RN 25,
BJUAER “info bison” &% bison(1) HIFFE.

MEEZRHMFBEB S main()” F”yyerror()”. @&, Flex 8l #”main()” B A”yyparse()”, EXiAH
Tryylex()”.



http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon-graph.php?packages=libc6-dev
http://packages.qa.debian.org/libc/libc6-dev.html
http://packages.debian.org/sid/valgrind
http://qa.debian.org/popcon-graph.php?packages=valgrind
http://packages.qa.debian.org/v/valgrind.html
http://packages.debian.org/sid/electric-fence
http://qa.debian.org/popcon-graph.php?packages=electric-fence
http://packages.qa.debian.org/e/electric-fence.html
http://packages.debian.org/sid/leaktracer
http://qa.debian.org/popcon-graph.php?packages=leaktracer
http://packages.qa.debian.org/l/leaktracer.html
http://packages.debian.org/sid/libdmalloc5
http://qa.debian.org/popcon-graph.php?packages=libdmalloc5
http://packages.qa.debian.org/libd/libdmalloc5.html
http://packages.debian.org/sid/splint
http://qa.debian.org/popcon-graph.php?packages=splint
http://packages.qa.debian.org/s/splint.html
http://packages.debian.org/sid/flawfinder
http://qa.debian.org/popcon-graph.php?packages=flawfinder
http://packages.qa.debian.org/f/flawfinder.html
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/pylint
http://qa.debian.org/popcon-graph.php?packages=pylint
http://packages.qa.debian.org/p/pylint.html
http://packages.debian.org/sid/weblint-perl
http://qa.debian.org/popcon-graph.php?packages=weblint-perl
http://packages.qa.debian.org/w/weblint-perl.html
http://packages.debian.org/sid/linklint
http://qa.debian.org/popcon-graph.php?packages=linklint
http://packages.qa.debian.org/l/linklint.html
http://packages.debian.org/sid/libxml2-utils
http://qa.debian.org/popcon-graph.php?packages=libxml2-utils
http://packages.qa.debian.org/libx/libxml2-utils.html
https://zh.wikipedia.org/wiki/Flex_lexical_analyser
https://zh.wikipedia.org/wiki/Lex_programming_tool
https://zh.wikipedia.org/wiki/Lexical_analysis
https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/LR_parser
https://zh.wikipedia.org/wiki/LALR_parser
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LRG3 mITE KAV | iEH

bison Vi1, [112 2061 | GNU LALR fEfres Rk 25

byacc V:0, I:6 160 {8524 (Berkeley ) LALR fBAT38 £ Rl 38
btyacc .0 207 ET byacc BIEHRENTERES

Table 12.15: 32 Yacc B9 LALR fRFTE8 £ R 287K

%%

%%

12.7 Autoconf

autoconf B—M AT BINEMRAEIRNEEEE shell ANTER, BUENERTE GNU MERFESZME Unix RE,

autoconf(l) £ EE M A “configure” , “configure” {EMA “Makefile.in” #ERBEMNEM—MEE XM
“Makefile”,

12.7.1 RFALEER
o
M ff

Debian N&#E”/usr/local” 8¢”/opt” B3R FEIEX MY, NRIFBERLGRwIFIEF, BERKRE"/usr/local/” B
T, ARXFAEEME Debian,

$ cd src

$ ./configure --prefix=/usr/local

$ make

$ make install # X—TRIEXHLZREIRA L

12.7.2 EHEHEF

WMRIFEIRISH B EER autoconf(1)/automake(1), WRIFEEICFMEEHEEERIE, RITHUTHGHSREHIER,
$ ./configure "all-of-the-options-you-gave-it”

# make uninstall

&, MR THRELTRHITZIEXEERET”/usr/local/” THEXEEHLEENRA, (Ra]E T T
MY RBEREFMBIAR,

# find /usr/local -type f -print® | xargs -0 rm -f

MBIFABEXHHREL R THME, ReIABEER checkinstall #FEHRY checkinstall(8), ERRREMH—MNE
MIRDENERRIZ, M, EXHEIEFHHE “-D” ALY Debian R,



http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
http://packages.qa.debian.org/b/bison.html
https://zh.wikipedia.org/wiki/GNU_bison
http://packages.debian.org/sid/byacc
http://qa.debian.org/popcon-graph.php?packages=byacc
http://packages.qa.debian.org/b/byacc.html
http://packages.debian.org/sid/btyacc
http://qa.debian.org/popcon-graph.php?packages=btyacc
http://packages.qa.debian.org/b/btyacc.html
https://zh.wikipedia.org/wiki/Autoconf
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12.8 Perl {51 AFIMIE

SR RE] AWK BIAER ST LASEIT a2p(1) ¥53A% Perl, {BEER1TH) AWK BIARRIFIERFoNGER A EITHY Perl I,
IEBRAIREE TEIX /N AWK BIZA H ER,
awk ’($2=="1957") { print $3 }’ |

XENTF TIMEE—1T,
perl -ne '@f=split; if ($f[1] eq "“1957") { print "“$f[2]\n"}" |

perl -ne '"if ((@f=split)[1] eq ”1957"”) { print "$f[2]\n"}" |
perl -ne ’'@f=split; print $f[2] if ( $f[1]==1957 )’ |

perl -lane ’‘print $F[2] if $F[1] eq "1957"' |

perl -lane ’'print$F[2]if$F[1]eq+1957" |

mE—IMEEMENE. EALT TESHANXLE Perl B4,

« R REEDL

« BENEFRFN BB R,

BEZMGHITIEMES N perlrun(1), BEEMIERY Perl A, BJUAER Perl Golf,

12.9 Web

BEANNSREMTIA] B0 T F5EHIF.

- 2ULNEBEAFIIZ HTML 3,
 HAHREREFERSANGEEE web RSB B[BRIZFHRIBSENI T URL FRHHEZ—,

— ”http://www.foo.dom/cgi-bin/program.pl?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”

- ”http://www.foo.dom/cgi-bin/program.py?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”

- ”http://www.foo.dom/program.php?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”
« £ URL BE"%nn” 2EA—1 16 #HIFHFH nn BERE,

« METEIRE J9: "QUERY_STRING="VAR1=VAL1 VAR2=VAL2 VAR3=VAL3"”.
* Web fR$ 88 LRICGIFZR (EfAI—/Nprogram. *”) TEHMITES, EBS{EA"$SQUERY_STRING” IMELE.
« CGI f2FRY stdout RZZNLIEE, FRRERRIENS web TIHRER.
HF&E2ERE, rﬂ%*zﬁ CMLRE fEIT CGI S8EIFZ. 7£ Perl # Python REMBRIIRIRETLAER. PHP HEE
XLETHEE. HEER P InEIBTEAER, rI{EAHTTP cookies . HEEAIEE FinHBUER, 8% (& HJavascript.
FZEE, 2N BAMXIEN, Apache BEEZ S, F JavaScript.

HiER ,‘S(IJ""%EiﬁJ,iJJ:EFEHJ)\ http://www.google.com/search?hl=en&ie=UTF-8&q=CGI+tutorial 8] BATE Google F12% “CGI
tutorial”, XRTE Google fR588 EEE CGI HIABITHIF A%,



https://zh.wikipedia.org/wiki/AWK
https://zh.wikipedia.org/wiki/Perl
http://perlgolf.sourceforge.net
https://zh.wikipedia.org/wiki/HTML
https://zh.wikipedia.org/wiki/Uniform_Resource_Locator
https://zh.wikipedia.org/wiki/通用网关接口
https://zh.wikipedia.org/wiki/PHP
https://zh.wikipedia.org/wiki/HTTP_cookie
https://zh.wikipedia.org/wiki/JavaScript
https://zh.wikipedia.org/wiki/通用网关接口
https://zh.wikipedia.org/wiki/Apache软件基金会
https://zh.wikipedia.org/wiki/JavaScript
http://www.google.com/search?hl=enamp;ie=UTF-8amp;q=CGI+tutorial
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RHE ATE X | XEE 15 BR
perl V:591,1:993 | 568 AWK - PERL| fEJRfCRBIN AWK F53%J5 PERL: a2p(1)
f2c V:0,1:8 430 FORTRAN -, ¢ JEJREXHE K FORTRAN 77 3&#8RpE C/C++: f2c(1)
intel2gas V:0, 1.0 174 intel - gas FA NASM (Intel #83X) 35X GNU JLZmFZF (GAS)

12.10 R{CREEEHR

RSB AEIRIZ T,

12.11 I{E Debian &

NRARAEHIE— 4 Debian €1,

- 5 2 EEREXNEERRR
« 5 2713 TIEMREAMBEITE

+ 58 9.10.4 TIBREEARRY chroot AR
« debuild(1), pbuilder(1) 1 pdebuild(1)

© 5 1242 TYRIFARES
* Debian FiEIFETES| fFA—MEIE (maint-guide B)
+ Debian A2 ESEF (developers-reference &)
* Debian ZEIEFAf (debian-policy )
» Debian #3P#& 55| (debmake-doc B)

Table 12.16: JE{CIB4% T A&

FHiETFEARE,

debmake, dh-make, dh-make-perl &8, WREGEBITEILTE, BEHE,



http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/f2c
http://qa.debian.org/popcon-graph.php?packages=f2c
http://packages.qa.debian.org/f/f2c.html
http://packages.debian.org/sid/intel2gas
http://qa.debian.org/popcon-graph.php?packages=intel2gas
http://packages.qa.debian.org/i/intel2gas.html
https://www.debian.org/doc/manuals/maint-guide/
https://www.debian.org/doc/manuals/developers-reference/
https://www.debian.org/doc/debian-policy/
https://www.debian.org/doc/manuals/debmake-doc/
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AXHEER

A.1 Debian *E

Linux RAZ— M EEAMETENNINERANTETS, A, FIERAENLIINEHFIESE. EAIF PostScript
ROFTENHLECE LPR FTEDHIEATI, FARANFHIF. ( BMNERH CUPS RAMFNLZRAAHINGE, MABEBE, )

E—KEEMERMEWM “SOURCE CODE” , BIE ERERIEIERE, TH —ESEHI HOWTO F mini-
HOWTO, ENISTIEMR, BAETASHTRMEATIE T KAE, ATERAE NHS, HBEMNEEKKN HOWTO
ik EF XK,

BAEEX “Debian BEFM (ARZA 2.73 )" (2018-07-01 15:51:07 UTC ) REESBN7E Debian = EEAHMEII AL, Fofth
IR E— NFHE &5,

A2 fRWASE

Debian & F i Fk ( Osamu Aoki<osamu at debian dot org>) &2, HFEFA—ITPMARAKERELIL, EFNFSA
BHEBRF MDebian F FBHAZIRFNEM Debian X FIRIRSHIRE,

TER4N 7 KB Josip Rodin BIEIX Z & (Josip Rodin #EDebian XA4IE ( DDP ) HIEEERK ), “Debian SEFM (5
—hR, 2001-2007 )" AT DDP XA4HI— R,

6 Ff5, HEIREIFREFRN “Debian EEZFM (F—HR ) WABMKIA, EHBREHRESAR., il “Debian SEFM (F
ZhR ) 1E 2008 &,

BIZMERMRZ, JUBE FTENABSRER.
+ ”Linux F§ P FM” Larry Greenfield (1996 £ 12 B)
— Z I EREY (Debian 3FE) BUL
« ”Debian #{#£” Havoc Pennington (1998 £ 12 B 11 H)

— EB43H Oliver Elphick, Ole Tetlie, James Treacy, Craig Sawyer # Ivan E. Moore I 55
— ZX M ERAY (Debian GNU/Linux: L3FEAFM) BUL

« ”Debian GNU/Linux: ZZF1{EAFM” John Goerzen 1 Ossama Othman (1999)

— A5 (Debian 2EFM (F—HR D) B



http://lists.debian.org/debian-user/
https://www.debian.org/doc/ddp
http://www.ibiblio.org/pub/Linux/docs/linux-doc-project/users-guide/user-beta-1.pdf.gz
https://www.debian.org/doc/manuals/debian-tutorial/
http://archive.debian.net/woody/debian-guide
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REGEEF RN — LERIFF R, E%EL TENNERER,
« ”Debian FAQ” (2002 £ 3 AhRZAs, =AM Josip Rodin ££3P)
HEABTH-—LEFRNRR, BB TEIRNERE,
» ”Debian & Ffff (35— hR)” Osamu Aoki (2001-2007)

— F 2008 FHIXHHY"Debian SEFM (FE_HR)” B,
5EA1A “Debian SEFM (F—HR)" HIFSTMECIE,

+ Thomas Hood RMEELE XA EEABTIFE

» Brian Nelson SR 53Rk 7 X F X 1 VCS FIHHRER

« Jens Seidel WHEMAFITSZ ABHEIERM T AR

« David Sewell #1T 7 KERIRIT

- REEFE. TIEkEF bug |EEMITS Tk

Debian 24 Z A TTEMNE R NEKARFAINENEESE. £ EEEMNEF LHERT AFER
MMPEIFS 7, LEZHRSHE X, HETEORIRE, DOEMN XL AIE HASAEREESR .

gdb IEIXEZAVHEIRE A T 3 BDebian EERNFRILEM R L, iIX 2 Ari Pollak, Loic Minier, I Dafydd Harries EE#Y.

RT EEIRZIMER D 29, “Debian SEFM (kA 2.73 ) (2018-07-01 15:51:07 UTC )" WAL HPARBEEBECSHW T
£, —ETEMEBHRSNREHITER.

fF& Osamu Aoki FE LR BT BEXEEIFTIEF B4 THEEA,

A3 XHEIBIV

RYFIEXHEIREX B RIRER AsciiDoc XAXHRBEE, AsciiDoc EHERIEEER, ERhELLRLRETTH XML,
BALLERL, HEREFTEMNANZIFRE, MLk XML 1 PO XE2EIEHEXE, B TMERE, fthi]
#3EIRAY DocBook XML &3, B~ SEIEAN, FHAM— M &4289 Docbook XML &, XM E£HY Docbook
XML JRX 4 BEA2 #8553 pY HTML, epub, 437K, PostScript, 1 PDF. (& fHIAHE, SEIRIBHER. )

A4 ERAFREE

SR E AP EE, 81 Debian EARHREFIRBETIE, BEAEEIIZITIEET weblate #17, YRIBKFKYEL:
iBiT weblate Z10&0i¥: https://hosted.weblate.org/projects/debian-reference/translations/-
zh_CN/

ZIN B RS SERI AR, LA ZKEE weblate 5, BENFERFAIMTS, vTUE EEL.

Debian E A MILtB R E S THEIWEFHEIZMERE: https://www.debian.org/doc/manuals/debian-reference,

index.zh-cn.html

ZFMREGERFA: debian-reference-zh-cn
BAMI1J: https://packages.debian.org/testing/doc/debian-reference-zh-cn

VI

7 testing WREMH, KU BEMIER AN, ARUWRE apt FEMEIRE T testing I MeIUEEHR
apt-get install debian-reference-zh-cn @S ERIZNEE, TRHEBE, METUEERNE pdf £
(/usr/share/debian-reference/debian-reference.zh-cn.pdf ) B4,



https://www.debian.org/doc/manuals/debian-faq/
http://packages.debian.org/search?keywords=debian-referenceamp;searchon=sourcenamesamp;exact=1amp;suite=allamp;section=all
https://zh.wikipedia.org/wiki/Fair_use
http://wiki.debian.org/HowToGetABacktrace
https://packages.debian.org/search?keywords=asciidoc
https://packages.debian.org/search?keywords=asciidoc
https://hosted.weblate.org/projects/debian-reference/translations/zh_CN/
https://hosted.weblate.org/projects/debian-reference/translations/zh_CN/
https://www.debian.org/doc/manuals/debian-reference/index.zh-cn.html
https://www.debian.org/doc/manuals/debian-reference/index.zh-cn.html
https://packages.debian.org/testing/doc/debian-reference-zh-cn
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SHZF A ER R HE e MY, KWK ZRTE Debian &8 A 3 HRHF I R 1T E:

* debian-chinese-gb dot lists.debian.org

* debian-110n-chinese dot lists.debian.org

(Debian SEFM) (EhR ) EHFHEXEIBARITIOT:

Gt s 2 & 1E51:2017-09-19

(—) RXFERTE!

FMEXE 7638 NFFE, 82658 Mial, AR pdf X, B 271 01,
(D) BniZER

zh-cn.po X4 git ¥)ia1RXHERA:

commit 20948e15ffa@05b6b4b6c6dd36f2833f01368T09
Author: Faris Xiao
Date: Wed Jun 29 18:59:03 2016 +0800

Chines init version po copy from templates.pot

HAER 15 N ARETEIA, TR T 2EBENE,
(=) gt BRHE
weblate F1IF T, SHE 688K git B3,

git log zh-cn.po|grep commit|wc -1
688

(m) 2515
M weblate ] git &K, 5EEHE 26 UEIFTREAE.

THENRTFR:

chimez Dongliang Mu John Zhang Liang Guo zlffcn Zunway #Ill B % X.2= ZQ Anthony Fok mao CGH Jiagang Xu rainysia Xie
Yanbo Zhang Rui zhangmiao wenqin chen Zongren Zhang scmarxx Boyuan Yang zlf chiachen Philip Ye 222 Lou Letian B
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